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I. O0mue cBegeHus

3aHII/ITa I/IH(i)OpMaHI/II/I B KOMIIBIOTEPHBIX CUCTEMAX M CETAX

06.032

(HamMeHoBaHWe BUA MPO(ecCHOHANLHOMN EATETHPHOCTH )

OcHoBHas Ocjib BUaa HpO(I)CCCPIOH&HLHOfI ACATCIIBHOCTH

Kon

Ob6ecneuenne 6e30MacHOCTH UH(OPMAIMH B KOMITBIOTEPHBIX CHCTEMaX U CETSAX B YCIOBUSAX CYIIECTBOBAHUS
yrpo3 ux HHGOPMALMOHHON 6€30MacHOCTH

I'pynma 3ansaTuit:

2519

PazpaboTunku 1 aHaTUTHKA
MIPOrpaMMHOTO 00€CTICUeHUS U
NPUIOKCHUH, HEe BXOJSIINE B APYTHE

2522

CucreMHbIe aIMUHUCTPATOPBI




TpyIIbI

2523 CrnenuanucTsl 0 KOMIBIOTEPHBIM 3513 CrenuainucTeI-TEXHUKH 110
CETIM KOMIIBIOTEPHBIM CETSAM M CUCTEMAM
(xomx OK3) (HamMeHOBaHUE) (xomx OK3) (HamMeHOBaHUE)

OrtHeceHre K BUIaM DKOHOMHYECKOHN NEITEIHLHOCTH:

62.09

JlesITenbHOCTD, CBA3aHHAs ¢ UCIIOJIb30BAHUEM BBIYUCIATEIBHON TEXHUKH U
MH(OPMALMOHHBIX TEXHOJIOTUH, TpoYast

(xom OKB3/T)

(HaI/IMeHOBaHI/IC BHUIa IKOHOMHYECKOU I[GHTCJ'H)HOCTI/I)




II. Onucanue TPyaA0BbIX PYHKUMHA, BXOAALIUX B IPO(eCcCHOHANBHBIN cTaHAAPT (PYHKIHOHAIbHAN KAPTAa BUAA
npo¢ecCUOHATBLHOM 1eATeIbHOCTH)

O0600611eHHbIE TPYAOBBIE (GYHKIUN

Tpynossie pyHKINT

YPOBEHb
KOJT HAaNMEHOBAHUE YPOBCHb HaNMEHOBAHUE KOJI (motypoBeHb)
KB (UKL -
B | AamuHuctpupoBaHue CpeACTB 3allUThI 6 AJIMUHHCTPUPOBAHUE TIOJICUCTEM 3aIIUTHl HH(OpMAIUU B B/01.6 6
uH(pOpMaIlUU B KOMIIBIOTEPHBIX OTIePAIIMOHHBIX CUCTEMAaX
CHCTEMAax M CETAX AJIMUHUCTPUPOBAHKUE TPOrPaMMHO-ANNAPATHBIX CPEICTB 3aAIUTHI B/02.6 6
nH(}OpMAaLIUY B KOMIBIOTEPHBIX CETAX
AJIMHUHUCTPUPOBAHKE CPEICTB 3aLIUTHI HH)OPMAIMH PUKIIAJTHOTO B/03.6 6
Y CUCTEMHOI'0 IPOIPaMMHOT0 00€CIIeUeHU s
C |OueHuBanue ypoBHS 0€30MMaCHOCTH 7 [IpoBeaeHne KOHTPOIBHBIX MPOBEPOK pabOTOCIIOCOOHOCTH U C/01.7 7
KOMITBIOTEPHBIX CHCTEM H CeTer 3G GEKTUBHOCTH MPUMEHSEMBIX ITPOrPAMMHO-AIIAPATHBIX CPEIICTB
3alIUThl HH(OPMAIMK B KOMITBIOTEPHBIX CHCTEMaX M CETSIX
Pazpabotka TpeGoBaHuii 1o 3amuTe, GOpMUPOBAHNE TOJIUTUK C/02.7 7
6€30M1aCHOCTH KOMITbIOTEPHBIX CUCTEM M CeTel
IIpoBeneHue ananu3a 6€30MaCHOCTH KOMIBIOTEPHBIX CUCTEM C/03.7 7
IIpoBenenue cepTruduKauy NporpaMMHO-aNNapaTHbIX CPEICTB C/04.7 7
3aIUThl HH(QOPMALIUN
[IpoBeneHne MHCTPYMEHTAIbHOIO MOHUTOPHHTA 3AIUILIEHHOCTH C/05.7 7
KOMIIBIOTEPHBIX CUCTEM U CETe
[IpoBeneHune 3KkCrepTU3bI IIPU PACCIIETOBAHUH KOMIIBIOTEPHBIX C/06.7 7
MPECTYIICHNH, MPaBOHAPYIICHUH U HHIIUACHTOB B KOMITBIOTEPHBIX
CUCTEMaX U CETAX
D |Pa3paboTka nmporpaMMHO-anmapaTHbIX 8 PazpaboTtka TpeGoBaHuU K MPOrpaMMHO-aNIapaTHBIM CPEACTBAM D/01.8 8
CpPEeACTB 3alUTHl HH(OPMAITHH 3anIUThl HH(OPMAIHA KOMITBIOTEPHBIX CUCTEM H CETeH
KOMIIBIOTEPHBIX CUCTEM U ceTei [IpoexTrpoBaHKe MPOrpaMMHO-ANIAPATHBIX CPEICTB 3aIIUTHI D/02.8 8
nH(pOpMAaIMK KOMITBIOTEPHBIX CHCTEM U CeTel
Pa3paboTka u TecTHpoBaHUE CPENICTB 3AIUTHI HH(DOpPMAITUT D/03.8 8
KOMITBIOTEPHBIX CHCTEM U CeTel
CornpoBoskIeHHEe pa3pabOTKH CPEJICTB 3alIUTHI HH(DOpMAITUN D/04.8 8




KOMIIBIOTEPHBIX CUCTEM U ceTei

TexHn4eckoe 00CITyKUBAaHHE CPEICTB Texaudeckoe 00CITyKUBaHHUE MMPOTPAMMHO-AITIAPaTHBIX CPEIICTB A/01.5
3alUThl HHQOPMALIUY B 3alUThl KH(OPMALIUY B OTIEPAI[MOHHBIX CUCTEMAaX
KOMIIBIOTEPHBIX CUCTEMaX U CETIX TexHnyeckoe 00CIyKMBaHNE IPOrPAMMHO-AIIIIAPATHBIX CPEJICTB A/02.5
3aIUThl MH(HOPMALIUY B KOMIIBIOTEPHBIX CETAX
Texaudeckoe 00CITyKUBaHHE CPECTB 3aIUTHI HHPOPMAITIH A/03.5
MPUKIIATHOTO U CUCTEMHOTO IIPOTPAMMHOTO 00ECTICUSHHS
PykoBoicTBO pa3zpaboTkoii PykoBojicTBO pa3zpaboTkoii TpeOOBaHMI K TPOrpaMMHO- E/01.8
POrpaMMHO-aIAPATHBIX CPENICTB anmnapaTHBIM CPEJICTBAM 3alUThl HHPOPMAIIUU KOMITBIOTEPHBIX
3aIUThl MHOOPMALIUK KOMIIBIOTEPHBIX CUCTEM U CeTei
CHUCTEM U ceTeil PykoB0/CTBO MPOEKTUPOBAHUEM MPOTPAMMHO-AMTIAPATHBIX E/02.8
CPEICTB 3alIUThl HH(POPMAIIUN KOMITBIOTEPHBIX CUCTEM U CETe
PykoBozcTBO pa3paboTKOM M TECTUPOBAHUEM CPEJCTB 3AILUTHI E/03.8
nH(OPMAIINY KOMIIBIOTEPHBIX CUCTEM M CeTeH
PykoB0/CTBO COMTPOBOXKACHUEM Pa3paOOTKH CPEACTB 3aIUTHI E/04.8

nH(}OpMaLIUY KOMIBIOTEPHBIX CUCTEM U CEeTel




I11. XapakTrepucTuka 00001IeHHBIX TPYAOBBIX pyHKIMIT

3.1. O0o0menHas TpyaoBasi pyHKIus «KAIMUHHCTPHPOBAHME CPEACTB 3alMTHI HH(POPMaLINH B
KOMIIbIOTEPHBIX CHCTEMAX H CeTAX»

HaumenoBanue

[Ipoucxoxnenure 06001IEHHOM
TPYI0BOI QYHKINH

AI[MI/IHI/ICTpI/IpOBaHI/IC CpEACTB 3allUThI
YposeHnb
nH(pOpManuu B KOMIIBIOTEPHBIX cucTeMax|  Kox B 6
KBaJTU(UKAIMA

" CCTAX

3aMMCTBOBAHO U3

Opurunan X
OpUTHHATA
Kon Peructpanuonssiii Homep
OpHUTHHAIA IpO(ECCHOHATEHOTO
CTaHgapTa

Bo3moxHbIe HAUMEHOBAHHUS
JOJDKHOCTEH, podeccuii

AnMuHHCTpaTOp 0€30MaCHOCTH KOMIIBIOTEPHBIX CUCTEM U ceTei
AJMHMHHCTpATOp 10 obecnedeHnto 0e301acHOCTH MHPOPMAaLUU
WHxeHep-nporpaMMUCT 110 TEXHUYECKOH 3amuTe nHpopmauu I kareropun
WHxeHep-nporpaMMuUCT 10 TeXHUYECKOH 3amuTe nHpopmanuu 11 kateropun
WmxeHep-nporpaMMUCT 10 TEXHUYECKOH 3aIuTe WH(OpMAIHN
Nuxenep-nporpamMmmuct I xareropun

Nuxenep-nporpammuct I xareropun

Nuxenep-nporpammuct I kareropun

HHxeHep-nporpaMmMucT

TpeboBanus kK 00pa30BaHUIO
1 00yUYEHUIO

Briciiee oOpa3zoBanue — OakanaBpuat

TpeboBaHMs K OIBITY
IPAKTUYECKON pabOThI

Jist TOJKHOCTEH ¢ KaTeropuen — onbIT paboThl B JODKHOCTHU € 0oJiee HU3KOM
(mpeniiecTByIOIIEH) KaTeropreil He MeHee OHOI0 roja

Oco0ble ycII0BUS JI0ITyCKa K
pabote

Hannune nonmycka kK rocyjapcTBeHHOM TaiiHe (Ipu HEOOXOMMOCTH)

[pyrue xapakTepUCTUKH

Pexomenayercs monosHuTensHOE MpodeccuoHaIbHoe 00pa3oBaHue —
MIPOrpaMMblI MOBBIIIEHUS KBaIM(UKAMK B 00J1aCTH UH(POPMALIMOHHOM
0e301acHOCTH

I[OHOHHI/ITCJ'ILHBIC XapaKTCPUCTUKU

HaunmenoBanue AOKYMCHTAa

HaumenoBanue 6a30Boit rpyniibl, JOJCKHOCTH

Kon
(mpodeccun) WK crienuanbHOCTH

OK3

2522. CucremMHble aAMUHUCTPATOPBI

ETKC nwnu EKC

Wnxenep-nporpaMmMucT (IIpOrpaMMUCT)

WHxeHep-nporpaMMHUCT 110 TEXHUYECKON 3aIIuTe
uHbopMaun

AMuHUCTpaTOp Mo obecriedeHno 0e30MacHOCTH
uHbopMaun

OKIIJITP

40067 AJIMUHUCTPATOP BBIYMCIUTEILHON CETH

40070 AnMuHHCTpaTOp UH(OPMAIIMOHHOHN 0€30MacHOCTH

BBIUHMCIIMTEILHOM CETH

22824 WHxeHep-nporpaMMucCT

26579 Crnenpayivct 1o 3anure nHhOopMaIuu




'OKCO 2016

\2. 10.03.01 ‘I/IH(l)OpMaHI/IOHHaSI 0€3011aCHOCTb

3.1.1. TpynoBasi pyHKuust

AJIMUHUCTPHUPOBAHUE MIOJICUCTEM
YpoBeHb
HanmMeroBaHme 3amUThl THHOPMAIIUU B ONEPAIIHOHHBIX Kox B/01.6 6
KB UKAIAN

cucremMax

TIpoucxoxnerue 06001EHHOM 3anMCTBOBAHO U3
P A B OpuruHan X 842
TPYIOBO# GYHKIMH OpHUTHHANA
Kon PeructpanuonHsiit Homep
OpHUrHHAIA podeCcCHOHANBLHOTO
cTaHaapra

TpynoBble neicTBuUs

Onpez[eneHI/Ie COCTaBa NPUMCHACMBIX IMIPOI'PaMMHO-AIIIIapaTHBIX CPCACTB
3allUThI I/IH(l)OpMaIII/II/I B OIICPALIMOHHBIX CUCTCMAX

Pa3pa60TI<a nopsAaKa MPUMCHCHUA ITPOrpaMMHO-allIIapaTHbIX CPEACTB 3alllUThI
I/IHq)OpMaI_II/II/I B OIICPAIIMOHHBIX CUCTEMAX

®opmupoBaHue mMadIOHOB YCTAHOBKH MPOTPAMMHO-ANIIAPATHBIX CPEICTB
3alMThl HH(OPMALIUU B ONIEPALIMOHHBIX CUCTEMAX

YcTaHOBKa IPOrpaMMHO-aNIapaTHBIX CPEACTB 3alIUThl HH(OpPMAINH B
OTIEPALIMOHHBIX CHCTEMAaX, BKIIIOUYAs CPEJICTBA KPUIITOTPA()UIECKOM 3aIUThI
uHpOopMaun

KondurypupoBanue nporpaMMHO-annapaTHbIX CPEACTB 3aIUTHI
MH(pOpMalMU B OTIEPAIIMOHHBIX CUCTEMAX

KOHTpOJ'IB KOPPECKTHOCTU (I)yHKI_II/IOHI/IpOBaHI/IH MMporpaMMHO-alImapaTHbIX
CpCACTB 3allIUTHL I/IH(I)OpMaI_II/II/I B OIICPALIMOHHBIX CUCTCMAaX

VYrpaneHrue aHTUBHPYCHOM 3aIIUTON ONEPAIIMOHHBIX CHCTEM B COOTBETCTBUU
C ACUCTBYIONUMHU TPEOOBAHUSIMU

HeobOxonumelie ymeHust

DopMyTUPOBATH MOJUTUKH 0€30MMACHOCTH OTIEPAIIMOHHBIX CHCTEM

HaCTpaI/IBaTL MTOJIUTHUKU OC30IMaCHOCTH OICPAalMOHHBIX CUCTEM

OueHuBaTh yrpo3bl 0€301acHOCTH HHPOPMAIMU ONEPAIIMOHHBIX CUCTEM

[TpoTuBOAEHiCTBOBATH yrpo3aM 0e30MacHOCTH MH(OPMAIUH C
HCIIOJIb30BaHNEM BCTPOEHHBIX CPEACTB 3alUThl HH(OPMALIMK ONEpalluOHHBIX
CUCTEM

Bri0upath pexumbl paboThl MPOrpaMMHO-ANIAPaTHBIX CPEICTB 3AIIUTHI
UHOPMAILIUU B ONIEPATUOHHBIX CUCTEMAX

HacTpanBarh aHTUBUPYCHBIE CPEJICTBA 3aLIUTH HHPOPMAIIUU B
OIEPALMOHHBIX CUCTEMAaX

YcranaBnmuBaTh OOHOBJICHUS TPOTPAMMHOTO 00€CTICUEeHUS U CPEACTB
AHTHUBUPYCHOM 3aIUThI

[TpoBOAUTH MOHUTOPHUHT (PYHKIIMOHUPOBAHUS IPOrPAMMHO-ANIAPATHBIX
CPEJICTB 3alIUThl HHOPMAIIUU B ONIEPAlIMOHHBIX CHCTEMaX

[Tpon3BoauTh aHanu3 3((HEeKTUBHOCTH MPOrPaMMHO-AMIAPATHBIX CPEICTB
3alUThl MHQOPMAIMK B OTIEPALIMOHHBIX CHCTEMAaX

OueHuBaTh ONTUMATBHOCTH BEIOOpA IPOrpaMMHO-AIIAPATHBIX CPE/ICTB
3a1UThl UHQOPMALIUU U UX PEKUMOB (PYHKIIMOHUPOBAHUS B OTIEPAI[HOHHBIX
cucTreMax

HeoOxonnMmele 3HAaHUSA

ApPXUTEKTypa ¥ MPUHLIUIIBI TIOCTPOCHUS ONEPALUOHHBIX CUCTEM




[TporpammHubie HHTEPPEHCH ONTEPAIMOHHBIX CUCTEM

Bunbl monutuk ynpasieHust JOCTYIIOM U UH()OPMALIMOHHBIMU TOTOKaMU
PUMEHUTEIHHO K ONIEPAlMOHHBIM CHCTEMaM

ApPXUTEKTYpa MOJCKCTEM 3aIUTHl HHPOPMAIIUH B OTIEPAIIMOHHBIX CHCTEMaxX

AJITOPUTMBI

[TpuHuMIBI GYHKIIMOHUPOBAHUS CPENICTB 3aLIUTHl HH(POPMAIIUU B
OTEpAIMOHHBIX CUCTEMAaX, B TOM YHCJIE UCTIONb3YIOIIUX KpUNITorpadhudeckue

uHpopmaruu

CocTaB TUNOBBIX KOH(UTYpAIHil IPOrpaMMHO-aNNapaTHRIX CPEACTB 3aIIUThI

TpeGoBaHMsI 1O COCTaBY M XapaKTEPUCTUKAM TIOJICUCTEM 3aIUTHI
nH(pOpMaLMU TPUMEHHUTENBHO K OMIEPAIlIOHHBIM CHCTEMaM

ITopsimok peanu3anyuy METOLOB U CPEICTB aHTUBUPYCHOM 3aIIUTHI B
OIEPALMOHHBIX CUCTEMAaX

HpOFpaMMHO—aHHapaTHBIe CpCaACTBa U METObI 3allIUThI I/IH(I)OpMaI_II/II/I B
OIICPAIMOHHBIX CUCTCMAX

[TpuHIMIIBI pabOTHI U MPaBHIIA IKCIUTYaTaI[MH IPOTPAMMHO-ANIapaTHBIX
CPEJICTB 3alTUThl HHPOPMALIHH

HopmatuBHBIE IPaBOBBIE aKTHI B 00JIACTH 3aLIUTHI HH(OPMAIHN

PykoBopsiue n MeToau4eckre TOKYMEHTHI YIIOJTHOMOYEHHBIX (elepabHbIX
OpraHOB HCIOJHHUTEIBHOMN BIACTH 1O 3alIUTE HH(POPMAIIH U 00ECTIEYCHHUIO
0€30MacHOCTH KPUTUYECKON HH(POPMAITMOHHON HHPPACTPYKTYPHI

OpranuzanroHHbIE MEPHI 110 3alUTe WH(HOPMALIUN

OcoOsle yciioBuUs J0IyCKa K
pabore

Jpyrue xapakTepuCTUKN

3.1.2. TpynoBasi pyHKuus

AJIMAHHCTPUPOBAHUE IIPOIPAMMHO-
YpoBeHb
Haumenosanue aIrmapaTHbIX CPEACTB 3aLUTHI Kon B/02.6 6
KBaTH(QUKAIIAN

nH(}OpMaLIMU B KOMIIBIOTEPHBIX CETIX

[Ipoucxoxaenne 0600MCHHO 3auMCTBOBAaHO U3
. Opwurunan X 842
TPYAOBOH (HyHKIIHA OpHUTHHAJIA
Kon Perucrpannonusiii Homep
OpuTHHANIA npo¢ecCHOHATBHOTO
CTaHapra

TpynoBeie 1elCTBUS Ornpenenenne coctaBa MPUMEHAEMBIX IPOIPaMMHO-AIIAPATHBIX CPEACTB

3alIUThI I/IH(i)OpMaIII/II/I B KOMIIBIOTEPHBIX CCTAX

Paspa60TI<a nopsaaKka NpuMCHCHHUSA ITPOTrpaMMHO-aMIapaTHBIX CPCACTB 3alIUThI
I/IH(I)OpMaI_II/II/I B KOMIIBIOTCPHBIX CCTAX

®opmupoBanue madI0HOB KOH(PUTYpAILIUH TPOrPaMMHO-AINAPATHBIX CPEICTB
3alUThl MHQOPMAIMK B KOMITBIOTEPHBIX CETSIX

uHpopmaruu

HacTtpoiika nporpaMMHBIX U anmapaTHBIX CPEACTB MOCTPOCHHUS
KOMITBIOTEPHBIX CETEH, UCIIONB3YIOIINUX KPUNITOTPadUIECKYIO 3aIIUTY

VYnpasnenue GyHKIIMOHUPOBAHUEM TPOrPaMMHO-AIIAPATHBIX CPE/ICTB
3alUThl UHPOPMALIUU B KOMIIBIOTEPHBIX CETIX




KoHTposib KOPpEKTHOCTH (PYHKIIMOHUPOBAHUS TPOrPAMMHO-AMIAPATHBIX
CPEJICTB 3alIUThl HHPOPMAITUU B KOMIIBIOTEPHBIX CETIX

YHpaBJ'ICHI/Ie CpeacTBaMu MEKCETCBOI'O SKPAaHHPOBAHUSA B KOMIIBIOTCPHBIX
CE€TAX B COOTBCTCTBHUH C I[efICTBYIOHIHMH Tpe6OBaHI/I$IMI/I

Heo6xoaumele ymeHus

OrneHuBath yrpo3sl 6€30MaCHOCTH HHPOPMALIUU B KOMIIBIOTEPHBIX CETIX

HaCTpaI/IBaTB ImpaBujia (bHHBTpaI_[I/II/I ITAaKE€TOB B KOMIIBIOTEPHBIX CCTIAX

O60CHOBBIBATH BHIOOP UCIIONIB3YEMbIX IPOTPAMMHO-AMNMAPATHBIX CPEACTB
3alUThl UHHOPMALIUU B KOMIIBIOTEPHBIX CETIX

KondurypupoBarb u KOHTPOJIUPOBATH KOPPEKTHOCTH HACTPOIKHU
IPOTPaMMHO-aNNapaTHBIX CPEACTB 3aUIUTHI HH(OPMAIIMK B KOMITBIOTEPHBIX
CeTsX

Bri0upath pexuMbl paboThl MPOTrPaMMHO-ANIIAPATHBIX CPE/ICTB 3AIIUTHI
UH(OPMALIUU B KOMITBIOTEPHBIX CETIX

[TpoBOANTH MOHUTOPHUHT (HYHKIIMOHUPOBAHHUSI IPOTPAMMHO-AMIAPATHBIX
CPEICTB 3alUThl HHHOPMAIIUU B KOMIIBIOTEPHBIX CETIX

[TpousBoauTh ananu3 3¢(HEeKTUBHOCTH MPOTrPaMMHO-ANapaTHBIX CPEICTB
3alUThl HHHOPMALIUU B KOMIIBIOTEPHBIX CETAX

OueHuBaTh ONTUMAIBHOCTH BEIOOpA IPOrpaMMHO-AIIIAPaTHBIX CPENICTB
3aIUThl HTHOOPMAIMH U MX PEKUMOB (QYHKIIMOHUPOBAHHS B KOMIIBIOTEPHBIX
ceTsax

HeoOxoanmeble 3HaHUSA

IIpyuHIUIIBI TOCTPOEHUST KOMIIBIOTEPHBIX CETEH

CTex ceTeBBIX IIPOTOKOJIOB OIICPAIMOHHLIX CUCTEM

CTek POTOKOJIOB CETEBOI0 000PYA0OBAHUS

HOpHI[OK pean3an METOAOB U CPEACTB MCIKCETCBOI'O SKPAHUPOBAHUA

[TpuHIMIBI GYHKIMOHUPOBAHUS CETEBBIX MIPOTOKOJIOB, BKJIIOYAIOIINX
KpUNTOrpapuuecKue aaropuTMbl

Bubl nonuTuk ynpasieHUs JO0CTYIIOM U UH()OPMALIMOHHBIMU TOTOKaMU B
KOMITBIOTEPHBIX CETSAX

HcTouHrKH yrpo3 HHPOPMALMOHHONM 0€30MMacCHOCTH B KOMIIBIOTEPHBIX CETSIX
Y MEPBI 110 UX MPETOTBPALLEHUIO

CocTtaB TUMOBBIX KOH(UTYpaLUii MPOrpaMMHO-aNNapPaTHBIX CPEICTB 3AIIUTHI
UHGOpPMALIUU U PEKUMOB UX (DYHKIIMOHUPOBAHUS B KOMITBIOTEPHBIX CETAX

Meronabl U3MEPEHNI, KOHTPOJI U TEXHUYECKUX PACUETOB XAPAKTEPUCTHUK
IPOTrpaMMHO-aNNapaTHBIX CPEACTB 3aLIUThI HH(OpMALUU

[TpuHIMIIBI paOOTHI U MTpaBHJIA HKCIUTYaTAI[MH IPUMEHSIEMBIX IPOTPaMMHO-
anmnapaTHbIX CPECTB 3aLIUTHl HHPOpMAIUU

HpOFpaMMHO-aHHapaTHBIe cpeacTBa U METOAbI 3alITUTHL I/IH(l)OpMaI_II/II/I B
KOMIILIOTCPHBIX CCTAX

HOpMaTI/IBHBIe IMPaBOBLIC AKTLI B o0iactu 3alllUThI I/IH(bOpMaLII/II/I

PykoBonsiue 1 MeToin4ecKue TOKyMEHThI YIIOJTHOMOUYEHHBIX (eiepabHbIX
OpraHOB UCIOJIHUTEILHON BJIACTH 110 3alIUTEe MHPOPMAIIUHA U 0OECTICUCHHIO
0€30MacHOCTH KpUTHYECKON HH(OPMALIMOHHON HHGPACTPYKTYPBI

OpraHuzanvoHHbIE MEPHI 110 3alIUTe HH(OPMaLUN

Oco0ble ycIIoBUS I0ITyCKa K
pabote

Hpyrue xapakTepucTUKU

3.1.3. TpyaoBasi pyHkumst




AJIMUHUCTPUPOBAHUE CPEACTB 3aIIUThI v
OBCHB
Hanvenosamne | MH(OPMALUK MPUKIAJHOTO U Kox B/03.6 P 6
KBaTH (KA

CUCTEMHOT'O IPOrPaMMHOTO 00eCTICYeHUS

Ipoucxoxaenue 0000MICHHO 3aMMCTBOBAHO U3
P 4 i Opurunan X 842
TPYAOBOH (HyHKIIMU OpUTHHAJIA
Kon PeructpannoHHsiit Homep
OpHUTHHANA po¢heCCHOHATHHOTO
CTaHJapTa

TpynoBsie neicTBUS

OnpezneneHue NOpsIKa yCTAHOBKH IMMPOTPAMMHOTO 00ECIICUEHUS C IEIBI0
coOroIeHus TpeOOBaHUH 110 3a1TUTe HHPOPMAITIH

Kontpons 3a cobnronenueM TpedoBaHuil 1o 3amuTe HHPOPMAIUU TPU
YCTaHOBKE NMPOrPaMMHOT0 00€CIIeYeHu s, BKIII0Uasi aHTHBUPYCHOE
porpaMMHOE o0OecrieueHue

®opmynupoBaHre TpeOOBaHMM K MapaMeTpaM CpeJCTB aHTUBUPYCHOM
3aIUTHI JUIsI KOPPEKTHON paboThl MPOTrpaMMHOT0 00ECTICUCHUS

BeimonHenne padboT mo 00HapYKEHUIO BPETOHOCHOTO MPOTPAMMHOTO
obecrieueHns

JIukBugamus O6Hapy)I(GHHOFO BPCIOHOCHOT'O ITPOIrpaMMHOI'O obOecrieyeHus u
HOCJICI[CTBI/Iﬁ €ro (bYHKI_II/IOHI/IpOBaHI/IH

dopmynupoBaHue TpeOOBAHUN K BCTPOSHHBIM CPEJICTBAM 3allUThI
nH(pOpMaLIUU TPOrPaMMHOTO 0OecTIeyeHHs

HeoOxonumelie ymeHust

AHaMM3UPOBaTh YIpo3bl 0€30MaCHOCTH MHPOPMAIIUH TPOTPAMMHOTO
o0ecrnieyeHus

dopmynupoBaTh IpaBuiia 0€30MacHON IKCIITyaTaIluu POTPAMMHOTO
obecrieueHns

OO00CHOBBIBAaTh NIPaBUIIa OE30MIACHOM IKCILTyaTalluy POTPAMMHOTO
obecneueHus

AHanu3upoBath (YHKIMOHUPOBAHHUE TPOrPAMMHOT0 OOECTIEUEHUS C LIETIBI0
OIIpEIENIEHUs] BO3MOXKHOI'O BPEIOHOCHOTO BO3AEHCTBH

[Tpon3BOAUTE MPOBEPKY COOTBETCTBUS PEATBHBIX XapaKTEPUCTUK
MIPOrpaMMHO-aNMNapaTHBIX CPEJCTB 3aUTH HH(OPMAITH 3aBICHHBIM B UX
TEXHUYECKON JTOKYMEHTAUH

OCyIIeCTBISITh MEPOIIPUATHS TIO TPOTUBOACHUCTBHUIO YyTpo3aM 0e30MacHOCTH
uH(pOpMaIIMK, BO3HUKAIOLTUM MPHU IKCIUTyaTaIlH TPOTPAMMHOTO
o0ecrieueHns

OnpenensaTs NopsAa0K (yHKIIMOHUPOBAHUS POTPAMMHOT0 00ECTIEYeHUS C
1eJIbI0 00eCcTIeYyeHNs 3alIUThl HH(pOpMAIUU

AHann3upoBath 3¢ (HEKTUBHOCTH CHOPMYINPOBAHHBIX TPEOOBaAHUM K
BCTPOECHHBIM CPEJICTBAM 3aIUThI HH(POPMAIMK TPOTPAMMHOTO 00ECTIeYeHHS

HeoOxoanmMele 3HAaHUA

ApXUTEKTYpa MOJACUCTEM 3aIUTH HHPOPMAIMH B ONEPALMOHHBIX CHCTEMaX

HpI/IHLII/IHLI IIOCTPOCHUS CUCTEM YIIPABJICHUA 0azamu JaHHBIX

OCHOBHBIE CPEJICTBA U METO/IbI aHAJIN3a TPOrPAMMHBIX peaau3aunii

[TpuHIMIBI TOCTPOCHUS! AHTUBUPYCHOT'O IIPOTPaMMHOT0 00eCTICUeHUS

Buapl HoaMTHK yripaBiieHHUs! JOCTYTIOM U MH(POPMAITMOHHBIMU TTOTOKAMHU
NPUMEHHUTEIBHO K MPUKIATHOMY IPOrPAMMHOMY 00€CTICUEHHUIO

Hcrounnku yrpo3 nHGoOpMarmoHHOM 0€30MacHOCTH TPOTrPaMMHOTO
o0ecrieyeHnst U MEpHI TI0 UX PEIOTBPALICHUIO




VY S3BUMOCTH HCIOIB3YyEMOI0 IPOrpaMMHOTO 0OeCcTieueHusI U METObI UX
YCTpaHEHUS

Bubl 1 GopMbl GYHKIIMOHUPOBAHUS BPEIOHOCHOTO IIPOIPAMMHOTO
obecrieueHus

XapaKTepHHe IMPU3HAKW HAJIMYWA BPCAOHOCHOI'O MMPOrpaMMHOTO obecneucHUs

CpencTBa 1 METO/IBI OOHAPYKECHHUSI paHee HEU3BECTHOTO BPEJOHOCHOTO
MPOrPaMMHOTO O0ecTIeUeHUs

[TpuHUIMIIBI GYHKIIMOHUPOBAHUS IPOTPAMMHBIX CPEJCTB KPUNTOrpaduyecKoi
3aIUThl HH(GOpMaLUU

[Topsimok obecniedenrs 6€30MaCHOCTH HH(POPMAILIUHU TP SKCILTyaTaluu
HIPOrPaMMHOTO 00eCTICUCHHS

HopmartuBHBIE TPaBOBBIC aKThl B 00JIACTH 3aLIUTHI HH(OPMAIHN

PykoBonsiue 1 MeToinYeCcKue TOKyMEHTbI YIIOJTHOMOUYEHHBIX (heiepaibHbIX
OpPTraHOB HMCIOJHUTEIBHOMN BIACTH MO 3a1uTe MHPOpMAMK U 00eCIIeYeHUIO
0€30MacHOCTH KPUTHYECKOU HH(OPMALIMOHHON HHPPACTPYKTYPbI

OpranuzanroHHbIE MEPHI 110 3alIUTe WH(HOPMALIUN

OcoOsle yciioBus J0IycKa K
pabore

Jpyrue xapakTepucTUKU

3.2. O600mennas TpyaoBas pyHkuusi «OueHuBaHue ypoBHsi 0€30MaCHOCTH KOMIIBIOTEPHBIX CHCTEM U

cerei»
O CHHUBAHUC OBHA 6630HaCHOCTI/I YposeHs
HaumenoBanue a yp . Kon C p 7
KOMHI)IOTepHI)IX CUCTEM U CCTCU KBaHH(bHKaHI/H’I
[Ipoucxoxaerne 0600MCHHO 3auMCTBOBAaHO U3
N Opurunan X
TPYAOBOH (HyHKIIHU OpHUTHHAJIA
Koz PerucrpannonHsiii Homep
OpHUTHHAJIA po(heCCHOHATHHOTO
CTaHIapTa

Bo3MoskHbBIE HAaMEHOBaHHUS
JOJKHOCTEH, mpodeccuit

Crienpanuct mo 3amure HHPOPMAIUH B KOMITBIOTEPHBIX CUCTEMAaX M CETAX
DKCHepT MO aHAIU3Yy 3alUIICHHOCTH KOMITBIOTEPHBIX CUCTEM U CETeH
Benymuii (crapimit) cienuaiycT 1o 3amure nHpopmanum

PykoBomuTens rpynmsl (CrienuaaIn3upoOBaHHON B TPOYUX OTPACIISIX)
PykoBoauTens rpynmsl (GyHKIIMOHATEHON B IPOYUX 00IACTIX MEATETLHOCTH)

TpeboBanust kK 00pa30BaHUIO
1 00y4YEHUIO

Bricmiee oOpa3zoBaHue — ceMaluTeT UM MarucTparypa

TpeboBaHMs K OIIBITY
NPaKTUYECKON paboThI

Oco0ble ycIIoBUS I0ITyCKa K
pabote

Hanuune nonmycka kK rocyJapcTBeHHOM TaiiHe (Ipu HEOOXOMMOCTH)

[pyrue xapakTepUCTUKN

Pexomenayercs monosHuTenbsHOE podheccuoHaIbHOE 00pa3oBaHue —
MPOTpaMMBbI TIOBBIIIIEHUS KBATU(UKAITUN B 00J1aCTH HHHOPMAITMOHHOM
0€30MacHOCTH

JlonomHUTEIbHBIE XapaKTEPUCTUKH




HanmenoBanue 6a30Boii TpyIIbl, JOTHKHOCTH
HanmenoBanue qokyMeHTa Kon
(mpodeccun) Uu CHEUATBHOCTH
OK3 2523. CrnenuanucThl 10 KOMIBIOTEPHBIM CETSIM
ETKC unu EKC HNuxenep-nporpaMMHCT IO TEXHUYECKOW 3a1UTE
uHbOopMaIU
AJMHUHHCTpATOP 1O 0becnedeHno 0e30MacHOCTH
uHpOopMaIU
Criennanuct no TeXHUYECKOH 3anuTe nHpopMauu
OKIIATP 46155 PykxoBoauTens rpynimsl noapasaesieHus 10 KOMIUIEKCHOU
3anTe HHPOpPMauu
26579 Crenanuct 1o 3anmre HHpopMaum
OKCO 2016 2.10.04.01 HNudopmanmronnas 6€301macHOCTh
2.10.05.01 KomnbroTepHast 6€301mMacHOCTh
2.10.05.02 HNudopmanronHas 6€301acHOCTh
TEJICKOMMYHUKAIIMOHHBIX CUCTEM
2.10.05.03 HNudopmannmonHas 6€301MacHOCTh aBTOMATU3HUPOBAHHBIX
CUCTEM
2.10.05.04 NubopMannoHHO-aHATUTHISCKUE CHCTEMbI 0€30ITaCHOCTH
2.10.05.05 be3onacHocTh MTHGOPMAITMOHHBIX TEXHOJIOTUH B
MIPABOOXPAHUTEIBHON cepe
2.10.05.06 Kpunrorpadus
2.10.05.07 [IpoTuBozeiicTBUE TEXHUYECKUM Pa3BEaAKaM

3.2.1. TpynoBasi pyHKuus

[Ipoucxoxaenre 06001IEHHOM
TPYIOBOH GYHKIMH

[IpoBeneHnE KOHTPOIBHBIX TPOBEPOK
paboToCIocOOHOCTH U APPEKTUBHOCTH
Yposenb
Haumenosanue | IIPUMEHSAEMBIX IPOrPAMMHO-aNapaTHbIX | Kox C/01.7 7
KBaH(pUKAIUU
CpCACTB 3alIUThI I/IH(bOpMaLII/II/I B
KOMITIBIOTCPHBIX CUCTCMAX U CCTAX
3aMMCTBOBAHO U3
Opurunan X 842
opHTrHHaa
Konx Peructpaumonssiit Homep
OpHTHHaNa npodhecCHOHAIBHOTO
cTaHmapra

TpynoBeie 1eHiCTBUS

Onenka paboTOCIIOCOOHOCTH PUMEHSIEMBIX TPOrPaMMHO-aNapaTHBIX
CPEeACTB 3alMThl HH(OPMAIIMU C UCIIOIB30BaHUEM IITATHBIX CPEACTB U
METOJIUK

Onenka 3¢ ¢GeKTHBHOCTH IPUMEHSIEMBIX POTPAMMHO-ANIIAPATHBIX CPEICTB
3aIUThl HH(GOPMALIUU C UCTIOIH30BAHUEM LITATHBIX CPEJICTB U METOAMK

Omnpenenenne ypoBHS 3alTUIIICHHOCTH U IOBEPHS TPOTrPAMMHO-AIapaTHBIX
CPENICTB 3alIUThl UHPOPMAITUH

Heo6xonumelie ymeHust

Omnpenensats napaMeTpsl QyHKIIMOHUPOBAHUS IPOrPAMMHO-aIapaTHBIX
CpPEeACTB 3alMThl HH(OpMALIUU

Pa3pabaTeiBaTh METOANKHN OICHKH 3AIMUIIEHHOCTH ITPOTPaMMHO-AMIapaTHBIX
CpPEACTB 3alMThl HH(OPMALIUU

OnenuBath 3QGHEKTUBHOCTH 3aITUTH HHPOPMAITUH




[IpumensTh pazpaboTaHHbIE METOAMKHU OLIEHKH 3aIIMIIEHHOCTH MPOTrPaMMHO-
anmapaTHBIX CPEICTB 3aIIUTH HHPOPMAIIHH

AHa.]'H/I3I/IpOBaTB IIporpaMMHO-aImnapaTHeIC CPpEACTBA 3allIUTHI C LICJIBIO
OIIpECACIICHUA YPOBHA o0ecIieurBaeMbIX UMH 3AIIUIICHHOCTH U JOBEPU

Heo0xoaumMble 3HaHUS

IIpuHOUIIBEI TOCTPOEHUS KOMITBIOTEPHBIX CUCTEM U CETEH

MeTopl 1 METOIMKH OIIEHKH 0€30MacHOCTH MPOrpaMMHO-aIIapaTHBIX
CpPEeACTB 3alMThI HH(POPMALUU

[TpuHIUTIBI TOCTPOCHUS TIPOTPAMMHO-AIIIAPATHBIX CPEACTB 3alUThI
nHpopmaruu

[TpuHIUTIBI TOCTPOCHUS MOACUCTEM 3ALUTHI HH()OPMAIIMK B KOMITBIOTEPHBIX
cucreMax

MeTto/b1 O11eHKH 3P PEKTUBHOCTH MOJIUTUKHA OE30MaCHOCTH, PEaIi30BaHHON B
MIPOrPaMMHO-AIIAPATHBIX CPEICTBAX 3AIIUTHI HHPOPMAIIIH

MeTo/1b1 U CpeCTBA OLIEHKH KOPPEKTHOCTH U 3(H(HEKTUBHOCTH IPOrPAMMHBIX
pealin3anuii anropuTMOB 3alIUThl HTHPOPMAITUT

MeTtoapl aHanu3a IMpOrpaMMHOIo KoJa € HeJjblo ITOMCKa IMOTCHIUAJIIbHBIX
YHSBHMOCTCﬁ U HCAOKYMCHTHUPOBAHHBIX BO3MO>KHOCTEH

CriocoObI aHanu3a MpUMEHSIEMBIX METO/IOB M CPEJICTB 3aIIUTHI HHPOPMALIUU
HAa MPEeIMET COOTBETCTBHS MOJUTHKE OE30MaCHOCTH

HaIII/IOHaJII)HI)IC, MCKTOCYJAapCTBCHHBIC U MCKAYHAPOAHBIC CTAHAAPTHI B
00JIacTH 3amuThl HHGOpMaIIH

HOpMaTI/IBHLIC IIpaBOBLIC AKTEHI B obnactu 3alllUThI I/IHq)OpMaI_II/II/I

PykoBoasiue u MeTOIMYECKUE JOKYMEHTBI YIIOJTHOMOYCHHBIX (hefepatbHBIX
OpraHOB UCIOJIHUTEILHOMN BJIACTH MO 3aIUTe HHPOPMALIUHA U 0OECTICUEHHIO
0€30MacCHOCTH KpUTHYECKOW HH(OPMALIMOHHON UHPPACTPYKTYPHI

OpraHuzalvoHHbIE MEPHI 110 3alIUTe HH(OPMALIUN

Oco0ble ycIIoBUS JI0ITyCKa K
pabote

Jpyrue xapakTepuCTUKH

3.2.2. TpynoBas pyHKuus

Pa3pabotka TpeGoBaHuii 1o 3amure,

VYposeHb
Hanvenosanve | (pOPMUPOBAHUE MOJUTUK O€30M1aCHOCTU Kon C/02.7 P 7

KOMIILIOTCPHBIX CUCTCM U ceTei

KBaJTH(QUKAIIAN

ITpoucxoxaeHure 0600IeHHO
TPYAOBOH (HyHKIIMU

Opurmsan X 3anMCTBOBAHO U3 842
OpHUTHHAIIA
Kon PeructpauuonHsiit Homep
OpUrHHaja po¢heCCHOHATIBHOTO
cTaHaapTa

TpynoBsie 1elicTBUS

(I)OpMI/IpOBaHI/Ie MTOJIUTUK 0€30I1aCHOCTH KOMITBIOTCPHBIX CUCTCM

KoncynsTHpOBaHmEe M0 BOmpocaM 0€30MacHOCTH KOMITBIOTEPHBIX CUCTEM

Pa3paboTka npodueit 3ammTh 1 3a1aHUi IO OE30MaCHOCTH

Pa3paboTka TeXHUYECKUX 3aJJaHU HA CO3J]aHUE CPEJICTB 3aIUThHI
uHpopmaruu

[TpunsTHE pemeHnst 0 HeOOXOAMMOCTH 3alIUTHI HHPOPMAIIUH, COACPIKAIICHCS
B HUH(OPMAITMOHHOHN CHUCTEME




Knaccudukanmst tHGOpMaIiMOHHON CUCTEMBI IO TPEOOBAHMSIM 3aIIATHI
uHpopMaun

Omnpenenenue yrpo3 0e30macHOCTH HHGOPMAIUH, pealln3alus KOTOPhIX
MOJKET IPUBECTU K HApYLICHUIO 0€301acHOCTH MH(POpMAIUH B
KOMITBIOTEPHON CUCTEME U CETH

PazpaboTka Moenu yrpo3 6e301macHOCTH HHGOPMAITIT

3ananue TpeOOBaHMI K 3auIuTe HHPOPMALUU KOMITBIOTEPHOM CUCTEMBI

Pa3paboTka pyKOBOISAIIMX JOKYMEHTOB IO 3aIIUTe HHPOpPMAIIUHU B
OpraHu3aluu

Heo6xonumeie ymeHus

AHaIM3UPOBATh KOMIIBIOTEPHYIO CUCTEMY C II€JIbIO OTPECICHUS
HEO0OXOUMOT0 YPOBHS 3aLIUIICHHOCTH U JOBEPUS

PaspabareiBaTh oMK 3aUTH KOMITBIOTEPHBIX CHCTEM

CDOpMy.]'II/IpOBaTB 3aJaHHs 110 0€e30macHOCTH KOMITIBIOTCPHBIX CUCTEM

BrinonasaTe aHanu3 6€30macHOCTH KOMIIBIOTEPHBIX CUCTEM U pa3padaThiBaTh
PEKOMEHIAITNH TI0 YKCIUTyaTaIl[ii CHCTEMBbI 3aIUThI HH()OpMAIHN

DopMHPOBATH MOJIUTUKN 0€30IACHOCTH KOMITBIOTEPHBIX CHCTEM H CETEH

HeoOxonuMele 3HaHUS

HpI/IHI_II/IHBI IMOCTPOCHHA KOMIIbIOTCPHBIX CUCTEM U ceTe

Mozenu 6€301acHOCTH KOMITBIOTEPHBIX CHCTEM

Buabl nonuTuk 0€e30IacHOCTH KOMIIBIOTCPHBIX CUCTCM U ceTe

[TpuHIMITBI TOCTPOCHUS CPEACTB KPUNTOTpadhuIecKoid 3auThl HH(OPMALIUN

HaHI/IOHaJ'IBHBIe, MCKTOCYJAapCTBECHHBIC U MCKAYHAPOAHBIC CTAHAAPTLL B
o0acTy 3amuThl HHPOPMAIIH

B03M0KHOCTH HCIIOIB3YyEMBIX U IUTAHUPYEMBIX K HCIOJIB30BAHUIO CPECTB
3alUThl HH(pOpMALUN

HOpMaTI/IBHHe IMPaBOBBLIC AKTHI B o0actu 3alllUThI I/IH(I)OpMaI_II/II/I

PykoBonsdiue 1 MeToauYecKue T0KyMEHThI YIIOJTHOMOUYEHHBIX (hefepatbHbIX
OpraHOB UCIOJHUTEJIBHOM BJIACTHU MO 3aluTe MHPOPMaLMK U 00eCTIeYeHUIO
0€30MMacHOCTH KPUTHYECKON HH(OPMALIMOHHON HHPPACTPYKTYPbI

OpFaHI/BaHI/IOHHLIe MCPBbI 11O 3aIIUTEC I/IH(I)OpMaI_II/II/I

Oco0ble ycII0BUS JI0ITyCKa K
pabote

[pyrue xapakTepuCTUKN

3.2.3. TpynoBasi pyHKuus

ITpoBenenue ananunsa 6C3OHaCHOCTI/I VYpoBeHb
HaumMeHoBanue posell Kon C/03.7 p 7

KOMITBIOTCPHBIX CUCTEM KBaJII/I(I)I/IKaHI/II/I
TIpoucxoxaeHne 0000IEHHO 3auMCTBOBAHO U3

P KL IlI Opwurunan X 842
TPYAOBOH (HyHKIIHU OpUTHHAJIA
Kon PeructpauuonHsiit Homep
OpHUTHHAJIA mpodeccnoHaTLHOTO
CTaHgapTa

TpynoBsie 1eiicTBUS

Omnpenenenne ypoBHs 3alUIUIIEHHOCTH U JOBEPHUS B KOMIIBIOTEPHBIX CUCTEMAX

O1eHKa pUCKOB, CBA3aHHBIX C OCYILECTBICHUEM yIpo3 0€30MaCHOCTH B
OTHOUIIEHUH KOMIIBIOTEPHBIX CUCTEM

OI.[CHKa COOTBETCTBHUS MEXaHU3MOB 0€30IIACHOCTH KOMHBIOTepHOﬁ CHUCTCMBI
Tp€6OBaHI/IHM CYHICCTBYIOIINX HOPMATUBHLIX TOKYMCHTOB, a4 TaKKC UX




aZICKBAaTHOCTH CYIICCTBYIOITUM PUCKaM

HOI[FOTOBKa AHAIIMTUYCCKOI'0 OT4Y€TAa IO PE3yJIbTaTaM IMMPOBCACHHOI'O aHAJIN3a
YPOBHA 3alIUINCHHOCTH U JOBEPHA B KOMIIBIOTEPHBIX CUCTEMAX

DopMyIUPOBaHUE MPEIJIOKEHUH 110 YCTPAHEHUIO BBISIBIICHHBIX YSA3BUMOCTEN
KOMITBIOTEPHBIX CETEN

Heobxoaumbie ymeHus

AHaIM3upoBaTh KOMIBIOTEPHYIO CUCTEMY C IIEJIbI0 ONPEICIICHUS YPOBHS
3aIIMIIEHHOCTH U JOBEPUs

[TporHo3upoBaTh BO3MOXKHBIC ITYTH Pa3BUTHSI ICHCTBUN HAPYIITHTEIISI
nH(pOpMaIMOHHOM 0€30MMacHOCTH

HpOI/I3BOI[I/ITB aHaJIi3 IOJIMTUKH 0€30I1aCHOCTH Ha mpeaAMET aACKBATHOCTH

[TpoBOIUTH MOHUTOPHUHT, AHAIN3 U CpaBHEHHE F(PPEKTUBHOCTH MTPOrPAMMHO-
anmapaTHbBIX CPEACTB 3alIUThI HH(POPMAIMU B ONEPAITMOHHBIX CHCTEMAX

CocTaBniaTh U 0(1)OpMJ'I$ITB aHAJUTUYECKUH OTYET IO pe3yiabTaTaM
IMPOBCACHHOI'O aHaJIl3a

Pa3pabarbiBaTh IpeyI0KEHMsI 110 YCTPAHEHUIO BBISBIIEHHBIX YSI3BUMOCTEN

HeoOxoanmeble 3HaHUSA

IIpyuHIUIIBI TOCTPOEHUS KOMITBIOTEPHBIX CUCTEM U CETEU

Va3BumMocTu KOMIIBIOTCPHBIX CUCTEM U ceTei

Kpunrorpaduueckie METOIbI 3a1IUTH HHPOPMALIUT

HpI/IHI_II/IHLI IIOCTPOCHUSI CUCTEM YIIPABJICHUA 6azaMu JaHHBIX

CpenactBa aHanu3a KOHPUTYypauui

HaHI/IOHaJ'IBHBIe, MCKTOCYJAapCTBECHHBIC U MCKAYHAPOAHBIC CTAHAAPTLL B
o0acTy 3amuThl HHPOPMAIIH

HOpMaTI/IBHHC IIPpaBOBLIC AKTHI B obnactu 3alIUThI I/IH(l)OpMaI_II/II/I

PykoBonsiue u MeToauyeckue JOKyMEHThI YIIOJTHOMOUYEHHBIX (hefepanbHbIX
OpPraHOB UCHOJHHUTEIBHOM BIACTH MO 3alMTe HH(POPMAIIUK U 00ECTIEYEHUIO
0€301MacHOCTH KPUTUYECKON HH(POPMAITMOHHONW HHPPACTPYKTYPbI

OpranuzanvoHHbIE MEPHI 110 3alUTe HH(OpPMaLUN

Oco0ble yclIoBUS JI0ITyCKa K
pabote

Jlpyrue xapakTepucTHKH

3.2.4. TpynoBas GpyHKuusA

ITpoBenenue ceprudukauu

v
HaumenoBanue | IIPOrPaMMHO-AIapaTHBIX CPEICTB Kon C/04.7 POBCHE 7

3aIuUThl HH(OpMaLIUU

KBaH(pUKauu

ITpoucxoxaeHune 0600IeHHOI
TPYAOBOH (HyHKIIMU

Opurmsan X 3anMCTBOBAHO U3 842
OpHUTHHAIIA
Kon Peructpauuonssiit Homep
OpUrHHaja po¢heCCHOHATIBHOTO
cTaHaapTa

TpynoBsie 1eliCTBUS

HpOBe)IeHI/IC TCOPCTUICCKUX HCCIIeJOBaHUM ypOBHCﬁ 3alllUIICHHOCTHU
KOMITIBIOTCPHBIX CUCTCM U cerei

[IpoBenenue 3KkCepUMEHTAIBHBIX UCCIIEIOBAHUIN YPOBHEHN 3aIIMIIICHHOCTH
KOMITHIOTEPHBIX CUCTEM U CETEH

[TpoBenenmne cepTUPUKAINOHHBIX UCIIBITAHUNA TPOrpaMMHO-AIIaPaTHBIX
CPEICTB 3alUThl THPOPMAIUH C UCIIOJIb30BAHUEM HHCTPYMEHTAIBHBIX




CPEICTB

[ToaroToBKa aHATUTHYECKOTO OTYETA IO PE3ysIbTaTaM MPOBEACHHBIX
CepTUPUKAIIMOHHBIX UCTIBITAHUN TIPOTPAMMHO-ANIAPATHBIX CPEACTB 3aIlUThI
uHpopmauu

DopMyIUPOBaHHUE BHIBOJIOB 00 OIEHKE 3aIIUIIIEHHOCTH KOMITbIOTEPHBIX
CHUCTEM U ceTel

Heo6xoaumeie ymeHus

AHaIM3upoBaTh KOMIBIOTEPHYIO CUCTEMY C LIEJIBIO ONPEAECIICHUS YPOBHS
3aIUIIEHHOCTH U TOBEpUs

Hcmons30BaTh HpO(bI/IJ'II/I 3allIMThI U 3aJaHH 110 0e30macHOCTH

[TpuMeHSATh HHCTPYMEHTAJIBHBIE CPE/ICTBA MPOBEACHUS CEPTUDUKAITTOHHBIX
UCTIBITAHUN IPOrPAMMHO-ANIAPATHBIX CPEACTB 3alUThl HHpOpMaLUU

CoctaBnsaTh U 0pOPMIIATH AHATUTHYECKUI OTUET 1O MPOBEJCHHBIM
CepTU(PUKAIMOHHBIM HCIIBITAHUAM IIPOrPAMMHO-AINIAPATHBIX CPENICTB
3aIUThl HHQOPMAIIH

I[eHaTB BBIBOBI 00 OLCHKE 3alMUIINCHHOCTH KOMIIBIOTCPHBIX CUCTCM U cerel
Ha OCHOBAaHHNH aHAJIUTHUYCCKOI'O OTUCTA

HeoOxonuMele 3HaHUS

HanuoHnansHbIe, MEXKTOCYIapCTBEHHBIC M MEXTyHAPOTHBIC CTAHIaPTHI B
o0JsacTy 3amuThl HHGOPMAITUH

HaIII/IOHaJII)HBIe CTaHAApPThI NPOBCACHUA HAYYHO-UCCIICA0OBATCIbCKUX U
ONBITHO-KOHCTPYKTOPCKUX pa60T, CepTH(bHKaLIHOHHBIX HUCIIBITAaHUH 1
CO3aHHuA CUCTEM 3alllUThI I/IH(l)OpMaI_II/II/I

Crioco6b1 opranu3anuy padoT MPH MPOBEJICHUN CEPTHPHUKAIMN TPOTPAMMHO-
anmnapaTHbIX CPEJCTB 3AIUThI

[TpuHIMIBI TOCTPOEHUS CPEICTB KpUNITOrpahuyecKoi 3anThl HHPOPMALUU

HOpMaTI/IBHHe IIPaBOBLIC AKTHI B o0actu 3alllUThI I/IH(I)OpMaI_II/II/I

PykoBonsiue 1 MeToinYecKue TOKyMEHTBI YIIOJTHOMOUYEHHBIX (eiepabHbIX
OpraHOB UCIOJHUTEJIBHOM BJIACTHU 1O 3aluTe MHPOpPMALMK U 00€CTIeYeHUIO
0€3011acHOCTH KPUTHYECKOW NH(OPMALIMOHHON HHPPACTPYKTYPbI

OpFaHI/BaHI/IOHHHe MCPBbI 11O 3aIIUTEC I/IH(I)OpMaI_II/II/I

Oco0ble yclIoBUS JI0ITyCKa K
pabote

Jpyrue xapakTepuCTUKH

3.2.5. TpynoBasi pyHKuus

IIpoucxoxaenne 0000MCHHOM
TPYAOBOH (HyHKIIMU

IIpoBenenne MHCTPYMEHTAIBHOTO
YpoBeHb
HawnmeHoBaHme MOHHUTOPHHTA 3aIUIIEHHOCTH Kon C/05.7 7
. KBaH(pUKanu
KOMIIBIOTCPHBIX CUCTCM U CCTCU
3aMMCTBOBAHO U3
Opurusan X 842
OpHUTHMHAJIA
Kon PeructpauuonHsiit Homep
OopuTHHaNIa npodecCHOHaTBHOTO
cTaHgapTa

TpynoBsie 1eiicTBUS

Bremonnenue ananmza 3AIMUIICHHOCTH KOMIIBIOTEPHBIX CUCTEM C
HCII0JIb30BAHHUEM CKAaHCPOB 0e30macHOCTH

Bremonnenue ananmza 3AIMUIICHHOCTH CETEBBIX CEPBHUCOB C NCIIOJIb30BAHUEM
CpE€ACTB aBTOMATUYCCKOI'O p€arupoOBaHuA Ha IMONBITKH




HECaHKLIMOHUPOBAHHOTO JJOCTYyTA K pecypcaM KOMIbIOTEPHBIX CUCTEM U CeTel

CocTraBrieHrEe OTYETOB M0 pe3ysbTaTaM IPOBEPOK 3aIIUIICHHOCTH
KOMITBIOTEPHBIX CUCTEM

Heo6xonumeie ymeHus @dopmMann30BHIBaTh 33auy YIpPaBICHUs 0€30IaCHOCTBIO KOMIIBIOTEPHBIX
CUCTEM

HpI/IMCHHTL HHCTPYMCHTAJIBHEIC CPEACTBA IIPOBEACHNA MOHUTOPUHTA
3AIMUIICHHOCTH KOMIIBIOTCPHBIX CUCTEM

HpI/IMCHHTL MCTOABI aHaJIn3a 3alllMIICHHOCTH KOMIIBIOTCPHBIX CUCTEM U ceTei

CTpyKTYpHpOBaTh AHATUTHIECKYIO0 NH(DOPMAIIHIO JTsI BKIIOYCHUS B OTYET

HCO6XOI[I/IMI>IC 3HaHHUA HpI/IHHI/IHBI IMMOCTPOCHUA KOMIIBIOTCPHBIX CUCTEM U ceTel

(DOpMa.]'ILHBIC MOACIN 0€e30I1acHOCTH KOMITBIOTCPHBIX CUCTEM U ceTei

[TpuHIMTIBI TOCTPOCHUS CHCTEM OOHAPYKEHUSI KOMITBIOTEPHBIX aTaK

Meroapl 00pabOTKH JaHHBIX MOHUTOPUHTA 0€30TTaCHOCTH KOMITBIOTEPHBIX
CHCTEM U ceTel

[opsimok co3manust U CTPYKTypa OTYETa, CO3aBAEMOTO 10 pe3yJIbTaTaM
MIPOBEPOK

CriocoObl 00HApYKEHUST M HEUTPAIU3AINH TTOCIIEACTBHIA BTOPKECHUH B
KOMITBIOTEPHBIC CHCTEMBI

KpI/IHTOFpaq)I/I‘IeCKI/Ie IIPOTOKOJIBI, IIPUMCHACMBIC B KOMIIBIOTCPHBIX CCTAX

HOpMaTI/IBHBIe IIpaBOBLIC AKTEHI B obnactu 3alIUThI I/IH(I)OpMaI_II/II/I

PykoBoasiue u MeTOAMYECKHE JOKYMEHTBI YIIOJTHOMOYCHHBIX (hefepaTbHBIX
OpPTraHOB UCTIOJHUTEIILHOM BJIACTH TIO0 3aIuTe HHPOpMAIMK U 00eCTICYCHUIO
0€30MaCHOCTH KPUTHYECKON MH(POPMAITMOHHONW HHPPACTPYKTYPHI

OpraHI/BaI_II/IOHHI)Ie MCDPBI 110 3a1IUTC I/IH(I)OpMaI_II/II/I

Oco0ble yclIoBUS I0ITyCKa K
pabote

Jpyrue xapakTepuCTUKN

3.2.6. TpynoBasi pyHKuus

[IpoBenenue sxcrepTu3sl Npu
pacciecJ0BaHUN KOMIIBIOTCPHBIX
. . VYposeHb
HaumenoBauue  |[IPECTYIJICHUH, TpaBOHAPYILIEHUH 1 Kon C/06.7 7
KBanu(pUKaIuu
HHIOUJICHTOB B KOMIIBIOTCPHBIX CUCTEMAX
H CCTAX
IIpoucxoxaenne 0600meHHO 3anMCTBOBAHO W3
. OpurusHan X 842
TPYAOBOH (HyHKIIMU OpHUIAHaJa
Kon PeructpauuonHsiit Homep
opHTHHajIa pohecCHOHAILHOTO
CTaHzapTa
pr,Z[OBLIC ,[[CﬁCTBPIH OHpCI[CJ'IeHI/Ie CBOMCTB afrapaTHbIX CPCACTB B COCTAaBC KOMHLIOTCpHOﬁ

CUCTEMBI U BX (PaKTUUECKOTO M MEePBOHAYATHHOTO COCTOSTHUS
Knaccudukanmsi CBOMCTB anmapaTHBIX CPEJCTB B COCTaBE KOMITBIOTEPHOM
CUCTEMBI

JlnarHocTyka Npu4KH, yCIOBUN U3MEHEHHS CBOWCTB (3KCIUTyaTallMOHHBIX
PEKMMOB) aNIapaTHbIX CPEICTB B COCTABE KOMIIBIOTEPHON CUCTEMBI
OnpeneneHne XxapakTepUCTHK ONEPAllMOHHON CUCTEMBI ¥ UCIIOIb3YEMBIX




TEXHOJIOTHII CHCTEMHOTO mporpaMMHpOBaHNd B KOMIIBIOTCPHBIX CUCTEMAX U
CETAX

AHanu3 GyHKIIMOHATIBHBIX CBOMCTB IPOrpaMMHOT0 0OecreueHus B
KOMITBIOTEPHBIX CUCTEMaX U CETIX

HccnenoBanue aaroputMa mporpaMMHOTO 00ECIICUeHUS ¥ TUIIOB
MOJJEP>KUBAEMBIX alMapaTHBIX MIAT(HOPM B KOMIIBIOTEPHBIX CUCTEMaX U
CeTsIX

Ornpezenenye NpyUYuH, 1eJIel U yCIOBUM U3MEHEHUSI CBOMCTB (COCTOSTHUS)
MPOrPaMMHOTO O00ECTICUeHHUsI B KOMIIBIOTEPHBIX CUCTEMAX U CETSIX

NHauBHyanbHOE OTOXKIECTBIEHUE OPUTHHAIA TPOrPAMMBI
(MHCTAJUTALIMOHHOM BEPCUM) U €€ KOIUU Ha HOCUTEISIX JJAHHBIX
KOMIIBIOTEPHOMN CUCTEMBI

YcTaHoBieHUE TPYIIIOBON MPUHAICKHOCTH TPOrPAMMHOTO 0OecrieueHus B
KOMIIBIOTEPHBIX CUCTEMAX U CETSIX

BripaboTka npeiokeHnuii 0 yCTPaHEHUIO BbISIBJICHHBIX YSA3BUMOCTEN B
KOMIIBIOTEPHBIX CUCTEMAX U CETSIX

BrIsiBIIeHME MHIMBUAYAIbHBIX IPU3HAKOB IIPOIPAMMBI, TO3BOJISIOIINX
BITOCJIC/ICTBUH UJCHTU(UIIPOBATH €€ aBTOPa, a TAK)KE B3aUMOCBSI3H C
MH(}OPMALOHHBIM 00ECIIEYEHUEM HCCIEAYEMOM KOMITbIOTEPHOM CHCTEMBI

YcTaHoBIIEHUE BH/IA, CBOMCTB U COCTOSTHUS HH(popManuu ((PaKTHIECKOTO U
[IEPBOHAYAJILHOTO, B TOM YHUCJIE JI0 €€ yJaleHUs U Mou(dUKaIK) B
KOMITBIOTEPHOU CHCTEME

Ornpenenenye NPUYUH U YCIOBUN U3MEHEHUS CBOMCTB UCCIENyEeMOM
nH(pOpMaIUK B KOMITBIOTEPHBIX CUCTEMAX M CETAX

OnpezleneHHe MCXaHUu3Ma, ITMHAMHUKH U 00CTOSITCILCTB COOBITHS 1O
HMEIOIIeHCs I/IH(l)OpMaI_II/II/I Ha HOCHUTCJIC JaHHBIX UJIH €€ KOIIUAM B
KOMIIBIOTCPHBIX CUCTCMAX U CCTAX

VYcTaHOBIIEHHE YYACTHUKOB COOBITHS, UX POJIU, MECTA, YCIOBHH, IPU KOTOPHIX
Obu1a co3aHa, MOAM(PUIIMPOBaHA UM yAaleHa HHpopMaLus B
KOMIIBIOTEPHBIX CUCTEMAX U CETSIX

VYcTaHoBIIEHHE COOTBETCTBUS JIMOO HECOOTBETCTBUS IEUCTBUM C
nH(popMalel cielMaJbHOMY perylaMeHTy (IIpaBuiiaM), yCTAaHOBJIEHHOMY B
KOMIIBIOTEPHBIX CUCTEMAX U CETIX

CocraBieHne 3KCIEPTHOTO 3aKJIIOUEHHS IO Pe3yIbTaTaM pacciae0BaHMs
KOMITBIOTEPHBIX NIPECTYIIEHUH, IPABOHAPYIIEHUM U UHIIMJICHTOB B
KOMITBIOTEPHBIX CUCTEMAX M CETAX

Heo6xoaumelie ymeHust

IIpuMeHATh HOPMATUBHBIE U IIPABOBBIE AKTHI IIPU IIPOBEICHUU
KPUMMHAJIUCTUYECKON JKCIIEPTU3Bl U KPUMUHAIIUCTUYECKOIO aHAIIN3a B
IIPOLIECCE PACCIIENOBAHUS KOMITBIOTEPHBIX IPECTYIIICHUHM, IPABOHAPYILIEHUI
U MHOUACHTOB B KOMIIBIOTCPHBIX CUCTEMAaX U CETAX

AHaJII/ISI/IpOBaTB CTPYKTYpPY MEXaHN3Ma BO3BHUKHOBCHUS U 00CTOSITEILCTBA
CO6LITI/IH, HMCIOLICTO NPU3HAKU KOMITBIOTCPHOTO IMPCCTYIJICHUA,
MPpaBOHAPYIICHWA UM HHIIUJICHTA B KOMIIBIOTECPHBIX CUCTEMAX U CETAX

OHpeI[eJ'IHTL MNPpUYIUHY U YCJIOBHUA U3MCHCHUA ITPOTrpaMMHOI'0 obecneueHus B
KOMITIBIOTCPHBIX CUCTCMAX U CCTAX

BrigensaTs cBoiicTBa M TpU3HAKK MHGOPMAIINH, TIOCTYTAIOIEH B
KOMITHIOTEPHBIE CHUCTEMBI U CeTH (00padaThiBaeMO B KOMITBIOTEPHBIX
CUCTEMAX U CCTHX), MO3BOJIAIOIHNEC YCTAHOBUTDL €€ MPHUHAIJIC)KHOCTD K
OIIPENEIIEHHOMY UCTOYHUKY

OnpenensTb NPUHIMIIBL ASTECHUS TPOTPaMMHOT0 00ecIieYeH s Ha TPYIIIBL, UX




crienuduieckue CBOMCTBA U B3aMMOCBSI3bh C KOMITBIOTEPHOMN CHCTEMOM

[IpuMeHATh EeHCTBYIONIYIO 3aKOHOIATENbHYI0 0a3y B 00jacTu obecreueHus
3alMThl HH(OPMAIIMK B KOMITBIOTEPHBIX CHCTEMaX U CETAX

BbIABIATE BO3MOXKHBIE TPACKTOPUY U3MEHEHHUSI COCTOSIHUM
(YHKIMOHUPOBAHUS KOMITBIOTEPHOM CUCTEMBI

BhIABIIATE HECOOTBETCTBUSA aTPUOYTOB U COAECPIKAHUS UMEIOLIeHcs
uHOPMALIUHU €€ PACTIONOKEHHUIO B KOMIIBIOTEPHON CHCTEME

[TporHo3upoBaTh BO3MOXKHBIE ITyTH BOSHUKHOBEHHUS HOBBIX BH/IOB
KOMITBIOTEPHBIX NMPECTYIUICHUH, TPaBOHAPYIIICHUI U UHIUICHTOB B
KOMITBIOTEPHBIX CUCTEMaX U CETIX

HeobxoanMmble 3HaHUS

®dopmatsl XpaHeHHsI THPOPMAILIMK B aHATU3UPYEMOM KOMITbIOTEPHOU CUCTEME

OcHoBHBIE (hopMaThl (PaiiIoB, UCTIOIB3YEMbIE B KOMIBIOTEPHBIX CUCTEMAX

OcoOeHHOCTH XpaHeHUs! KOHPUTYPALMOHHON U CUCTEMHOM HH(popManuu B
KOMITBIOTEPHBIX CHCTEMaxX

VYSI3BUMOCTH KOMIIBIOTEPHBIX CUCTEM U CETEM

TexHOoI0rny NoucKa M aHajau3a Cle0B KOMIBIOTEPHBIX NIPECTYIUICHHH,
IIPaBOHAPYILIEHUI U UHIUJEHTOB

HOpSII[OK (I)I/IKCEII_[I/II/I " JOKYMCHTUPOBAHUSA CIICAOB KOMIIBIOTCPHBIX
HpeCTynﬂeHHﬁ, HpaBOHapyI_HeHI/Iﬁ N MHOUACHTOB B KOMIIBIOTCPHBIX CUCTEMAX
" CECTAX

HopMbI yroinoBHOTO ¥ aIMUHUCTPATUBHOTO MpaBa MPUMEHUTEIHHO K
MPECTYIUICHUSAM U MPaBOHAPYIICHUSIM B chepe KOMIbIOTEPHOI nHpOpMamu

XapaKTepUCTUKY MPAaBOHAPYIICHUH B 00JIaCTH CBSI3U M HH(POpMAIHN

Bunsl npectymienuil B chepe KoMIbIOTEpHON HH(OpMAIH

HOpHI[OK MPOBEACHUA SKCIICPTU3BI BBIYMCIIMTEILHON TEXHUKH U HOCUTENEH
KOMHBIOTepHOﬁ I/IH(I)OpMaI_[I/II/I C YY€TOM HOPMATUBHBLIX ITPABOBLIX dKTOB ITPU
pacciieJ0BaHNU KOMIIBIOTCPHBIX HpeCTYHHeHHﬁ, HpaBOHapymeHI/Iﬁ u
HUHIOWIACHTOB

CrniocoObl 00Hapy’KeHUsl U HEUTpaIn3aluy MOCAeACTBUIM BTOPKEHUN B
KOMITbIOTEPHBIE CUCTEMBbI

Mertopl aHann3a cucteM obecrieueHust HHPOPMAIIMOHHON O€30MaCHOCTH
00beKkTOB HHGOPMATH3AIIMU HA 0a3e KOMITBIOTEPHBIX CUCTEM B 3aIUIIIEHHOM
HUCIIOJTHEHUN

ITopsiioK MOArOTOBKM HAYYHO-TEXHUYECKHUX HKCIIEPTHBIX 3aKIIOUYEHUN 10
pe3yJibTaTaM BBIIOJIHEHHBIX Pa0OT 10 HHPOPMAIIMOHHO-aHATUTHYECKOHN U
TEXHUYECKOH IKCIIEPTU3E KOMIIBIOTEPHBIX CUCTEM

MeTopl TPOBEEHUS pacciieI0BaHUs KOMIIBIOTEPHBIX IPECTYIUIEHUH,
IIpaBOHAPYUIEHUH U UHIUIEHTOB

MeTtopl aHalIM3a OCTaTOYHOM I/IH(bOpMaI_[I/II/I " IMOUCKa CJICOA0B JJIA (I)I/IKCB.I_II/II/I
KOMIILIOTCPHBIX HHIIUACHTOB

Kpunrorpaduueckre anropuTMbl 1 0COOEHHOCTH X IPOrpPaMMHOM
pean3aluy B KOMIIBIOTEPHBIX CUCTEMAX U CETSIX

HopMmaTuBHbI€ 11paBoBbI€ aKThl B 00JIACTH 3aIIUTHI HHPOPMAIIH

PyxoBopsiue u MeToandeckre JOKYMEHThI YIIOJTHOMOYEHHBIX (e/lepaibHbIX
OpraHOB MCIOJHHUTEIBHOM BIACTH MO 3alMTe HH(POPMAIIUK U 00ECTIEYEHUIO
0€30MacHOCTH KPUTUYECKON MH(POPMAITMOHHONW HHPPACTPYKTYPbI

OpranuzanroHHbIe MEPHI M0 3alIUTe HH(POPMALIUK B KOMITBIOTEPHBIX
CHUCTEMax M CeTsIX

Oco0Oble yclioBHsI TOMyCKa K




pabore

Hpyrue xapakTepucTUKU -

3.3. O0o0mennas Tpynosasi pynkuus «Pa3padorka nporpaMMHO-annapaTHbIX CPeICTB 3allUThI
HH(}OpMaNH KOMIBIOTEPHBIX CUCTEM M ceTei»

Pa3zpaboTka nmporpaMMHO-anmapaTHbIX

Hanvenosarne | CPEJICTB 3alMTHI MH(OpMAIUH Ko D YposeHb 3

pea o pmarn . A KBaJTU(UKAIHA

KOMIIBIOTCPHBIX CUCTCM U CCTCU

Ipoucxoxaenue 0000MICHHOM 3aMMCTBOBAHO U3

. Opurunan X
TPYAOBOH (HyHKIIMU OpUTHHAJIA
Kon PeructpannonHsiit Homep
OpHUTHHAIA po(heCCHOHATHHOTO
CTaHgapTa

Bo3moxHble HauMeHOBaHUA | [ TaBHBIN CHEIMATUCT 110 3aluTe HHOPMaIUn
JOJKHOCTEH, podeccuit Pa3paboTunk nporpaMmMHOTo 0OecredeH s U MPHI0KEHUN
AHaJUTHK TPOrpaMMHOT0 00eCTIeYeHUsI U TPHIIOKEHU N

Tpe60BaHI/IH K 06pa3OBaHI/IIO Briciee o6pa30BaHHe — CIICHUATIUTET WK MAructparypa u JOIOJHUTCIBHOC

U 00YYCHUIO npodecCHOHAILHOE 00pa30BaHKE — MPOTPAMMBbI TIOBBIIICHHS KBATU(PUKAIIMH B
obsactu nHGOpPMAITMOHHONW 0€301TacCHOCTH
WITH

Bricmiee oOpazoBanue — aciupanTypa (aAbIOHKTYpa) U JOTIOTHUTEIHLHOE
npodeccnoHanbHOe 00pa30BaHNE — IPOTPAMMBI MOBBIIIEHNS KBaJIM(UKAIMK B
obnactu nHOpPMAIMOHHOM 0€30MMacCHOCTH

TpeboBaHMs K OIBITY He menee natu sieT B 061acTH NPUMEHEHUS M aHANN3a 3P (HEKTUBHOCTH
NPaKTUYECKON paboOTHI CpPEeACTB 3alIMTHl HH(OPMAIIMHA KOMITBIOTEPHBIX CHCTEM, B TOM YHCJIE Ha
PYKOBOJISIIMX JOJDKHOCTSIX HE MEHEE TPeX JIeT IPHU HAIWYHU BBICIIETO
00pa3oBaHMs — CIICIIUAUTETA WIIK MarucTpaTypsl B 001acTH
nH(}OPMaLIMOHHON 6€30MacHOCTH

WA

He menee Tpex sieT B 061acT IpUMEHEHHs U aHaiIu3a 3¢ (HEeKTUBHOCTH
CPEeZACTB 3alUThl HH(OPMAIIMK KOMITBIOTEPHBIX CUCTEM, B TOM YHCJIE Ha
PYKOBOJSIIMX JOJDKHOCTSX HE MEHEe ABYX JIET IPU HAIMYUU BBICIIETO
00pa30BaHMs — aCIUPAHTYPHI (aTBIOHKTYPHI)

Oco06sble ycroBus onycka k |Hanmnune gonmycka K rocyJapcTBEeHHOH TaiiHe (IIpyu HEOOXOIUMOCTH )

pabote
[pyrue xapakTepuCTUKN -

JlononHuTENBHBIE XapaKTEPUCTUKH

HanmenoBanue 6a30B0ii TpyIIIbl, JOTHKHOCTH
HanmeHnoBanue qokyMeHTa Kon
(mpodeccun) wiu CrenUaIbHOCTH
OK3 2519. PazpaboTunku 1 aHaTUTHKHA TPOTPAMMHOTO 00€CTICUCHUS
Y IPUJIOKEHUH, HE BXOJISUINE B IPYTHe TPYIIIbI
ETKC nwnmun EKC ['maBHBIN crIEMAIUCT 110 TEXHUYECKOM 3aIlUTe
nHpopmaluu
Crienuanuct mo ooecrneueHno 6e30MacHOCTH




“H(pOpMaIUU B KITFOYEBBIX CHCTEMax HH(HOPMAITMOHHOM
UHPPACTPYKTYPHI
OKIIATP 20911 ['maBHBINA criemUAIMCT 110 3a1TuTe HHGOPMAITIH
OKCO 2016 2.10.04.01 WNudopmannonnas 6€30macHOCTb
2.10.05.01 KommnbrorepHas 6€301acHOCTh
2.10.05.02 Nudopmannonnas 6e30macHOCTh
TEJIEKOMMYHUKALMOHHBIX CUCTEM
2.10.05.03 NudopmanmronHas 6€30MacHOCTh aBTOMATU3HUPOBAHHBIX
CUCTEM
2.10.05.04 HNudopMannoHHO-aHATUTUYECKHE CHCTEMBI O€30MTaCHOCTH
2.10.05.05 be3onacHocTh MHGOPMAITMOHHBIX TEXHOJIOTUH B
MIPaBOOXPAHUTENIbHOI cdepe
2.10.05.06 Kpunrorpadus
2.10.05.07 [IpoTrBOAEHCTBUE TEXHUYECKUM Pa3BEIKaM
2.10.06.01 Nudopmanmronnas 6e301macHOCTh
2.10.07.01 Nudopmanmronnas 6e301macHOCTb
OKCBHK 051319 Mertoabl ¥ CUCTEMBI 3alTUThI HHPOPMAIIHUH,
nHpOopManMoHHass 6€30MaCHOCTh

3.3.1. TpynoBasi pyHkuusA

HanmenoBanue

[IpoucxoxaeHne 0600MEeHHO
TPYIOBO# GYHKIMH

Pa3paboTka TpeboBaHUI K MPOrpaMMHO-
alrrmapaTHbIM CPpCACTBAM 3allIUTHI YpoBeHn
P p Kon | D/01.8 P 8
nH(pOpMalLU KOMIBIOTEPHBIX CUCTEM U KBaTH(UKALIH
cereit
3arMCTBOBAHO U3
Opwurunan X 842
OpHUTHHAJIA
Koz PerucrpannonHsiii Homep
OpHUTHHAJIA po(heCCHOHATHHOTO
CTaHIapTa

TpynoBsie 1eliCTBUS

OHpeI[eJ'IeHI/Ie yrpos 0E30IMaCHOCTH U UX BO3MOKHBIX HCTOYHHUKOB B
KOMITBIOTCPHBIX CUCTEMAX U CCTAX

OHpeI[eJ'IeHI/Ie KaHaJIOB YTCUKU I/IH(I)OpMaI_II/II/I B KOMIILIOTCPHBIX CUCTCMAX U
CETAX

Pa3zpaboTka MaTeMaTHUECKUX MOJIENIEH, peaTu3yeMbIX B CPEICTBAX 3AIUThI
nH(}OpMalMU B KOMIIBIOTEPHBIX CUCTEMAX U CETSIX

Onenka 3¢ (HeKTUBHOCTH pean3yeMbIX TEXHUYECKUX PEIICHUN B
KOMITHIOTEPHBIX CHCTEMaX U CETAX

OI.[CHI(a TCXHUKO-DKOHOMHWYCCKOI'0 YPOBHA PCAIIN3YCMbIX TCXHUYICCKUX
peH_IeHI/Iﬁ B KOMIIBIOTCPHBIX CUCTCMAX U CCTIAX

Br16op cpeacTs 1 MeTo10B 3alIUThl HHPOPMAITUU KOMITBIOTEPHBIX CUCTEM U
ceTel

Heobxoaumbie ymeHus

00600611aTh HAyYHO-TEXHUUECKYIO JIUTEPATypy, HOpMATUBHBIE U
METOMYECKHE MaTepHalibl B 00JIACTH 3aIUTH HHPOPMAIIN

DopMHUPOBaTH MOAETH YTPO3 U MOJIENTU HAPYLIUTENS O€30MIaCHOCTH
KOMIIBIOTEPHBIX CUCTEM

BrisBnsaTs Hanbosee 1enecoo0pa3Hbie MOIX0bl K 00€CIICYCHHTO 3aIIHThHI




nH(}OpMaLUK KOMIBIOTEPHON CHCTEMBbI

P33p36aTI)IBaTI) YaCTHEIE MMOJIUTHKH 0€30I1aCHOCTHU KOMITBIOTCPHBIX CUCTEM, B
TOM YHUCJIC IIOJIUTHUKH YIIPABJICHUA JOCTYIIOM U I/IH(I)O];)MaHI/IOHHBIMI/I
IIOTOKaMH

HpI/IMCHHTB HAallMOHAJIBHBIC, MCKTOCYAAPCTBCHHBIC U MCIKAYHAPOIHBIC
CTaHAapThI B obnactu 3alIHUThI I/IH(bOpMaI_[I/II/I JJIs1 OLICHKH 3alIMIIECHHOCTHU
KOMHBI-OTCpHOﬁ CUCTCMBI

[IprMeHATH JeHCTBYIONIYIO 3aKOHOJATENIBHYO 0a3y B 001aCTH 00ecTIeueH s
KOMITBIOTEPHOI 0€301macHOCTH

YuraTh HOPMATHBHBIC U METOJANYECKHE JOKYMEHTHI 10 HH()OPMAIIMOHHON
0€30MaCHOCTHU HA AHTJIUHCKOM SI3BIKE

Ocy1IecTBISATh NPUHATHE PEIICHUNH 0 HEOOXOIMMOCTH UCIIOJIb30BAHUS
IIPOrPaMMHO-AIIAPATHBIX CPEJICTB 3alIUTHl HH(OpMAIUU

HeoOxoanmeble 3HaHUSA

[Topsimok opranu3anuu padoT Mo 3amuTe HHPOPMAIH B KOMIBIOTEPHBIX
CHCTEMax U CeTAX

Mertoabl 1 cpeacTBa MOITy4YeHHUs, 00pabOTKH U nepeaadn nH(HOpMAINH B
OTIEPALIMOHHBIX CHCTEMAaX, CUCTEMaX YIpaBJiIeHUs 0a3aMy JaHHBIX U
KOMITBIOTEPHBIX CETSIX

Mertobl aHanu3a 0€e30IacHOCTH KOMIIBIOTCPHBIX CUCTEM

Buapl aTak 1 MeXaHU3MBI X pcalin3aliii B KOMIIBIOTCPHBIX CUCTCMaAX

MeTo/b! BBISIBICHUS! KAHAJIOB YTEUKH HHPOPMALIUU B KOMITBIOTEPHBIX
CHUCTEMAax M CETSIX

Metoabl u CpeacTBa 3alllUThI HH(bOpMaHHH B KOMIIBIOTCPHLBIX CCTAX,
OINCPAINOHHBIX CUCTCMAX U CUCTCMAX YIIPABJICHUA O6azaMu JaHHBIX

HpI/IHI_II/IHLI MOCTPOCHUS CPEACTB 3alNUThI I/IH(I)OpMaI_II/II/I KOMITBIOTCPHBIX
CHUCTEM

CDopMam,Hme MOZACIIN YIIPABJICHUA JOCTYIIOM B KOMIIBIOTCPHBIX CUCTEMAX U
CETAX

Kpunrorpaduueckue anropuTMbl 1 0COOEHHOCTH UX ITPOrPaMMHOM
pean3aly B KOMIIBIOTEPHBIX CUCTEMAX U CETSIX

HOpMaTI/IBHHe IIPaBOBBLIC AKTHI B o0actu 3alllUThI I/IH(I)OpMaI_II/II/I

PykoBonsiue 1 MeToinYecKue T0KyMEHTBI YIIOJTHOMOUYEHHBIX (eiepabHbIX
OpraHoOB HCIOJHUTEIBHOMN BJIACTHU 1O 3aIUTe HHPOPMAIIUU U 00ECTIEUCHUIO
0€301MacHOCTH KPUTUYECKON HH(POPMAITMOHHONW HHPPACTPYKTYPbI

OpraHuzalvoHHbIE MEPHI 110 3alIUTe HH(OPMaLUN

HanmonaneHble, MEXTOCYAapCTBEHHBIE M MEXK/TyHAPOIHbIE CTAHAAPTHI B
001acTy 3aIuThHl HHPOPMAITUH

OcoOsle ycrioBus AOIMyCKa K
pabote

[pyrue xapakTepuCTUKH

3.3.2. TpynoBasi pyHKuHUA

HanmenoBanue

[Ipoucxoxaenre 06001EHHOM

IIpoexTupoBaHue IPOrpaMMHO-
amImapaTHbBIX CPEICTB 3alIUTHI YpoBeHb
P P Kox | D/02.8 P 8
UH(POPMALIUU KOMITBIOTEPHBIX CUCTEM U KBAJIM(HKALH
ceTen
‘OpI/II‘I/IHaJI X |3aumcrBOBaHO U3 ‘ 842




TPYIOBOH (YHKIMH ‘ OpHTHHANA | |

Kon PeructpanuonHsiit Homep
OpHUTHHAIIA podecCHOHATEHOTO
cTaHaapTa
TpynoBsie 1eicTBUS Pa3paboTka TeXHUYECKUX 3aJIJaHUN, SCKU3HBIX, TEXHHYECKUX U pab0unx

MIPOEKTOB PadoT 10 3amure nHhopMauu

Pa3paboTka miuaHoB u rpadMKoOB POBEACHUS padOT 1O 3amuTe HHPOpMAIHH

AHaM3 CyIMECTBYIOMIUX METOJIOB U CPEICTB, IPUMEHSIEMBIX JUIsI KOHTPOJIS U
3a1UThl HH)OpMAIIH

Pa3paboTka mpeanoxeHuil Mo COBEPIIEHCTBOBAHUIO CYIIECTBYIOIIMX METOOB
Y CPEJCTB, IPUMEHIEMBIX JUIsl KOHTPOJIS U 3aIIUTHl HH(POPMAIUH, 1
HOBBIIIEHUIO (P PEKTUBHOCTH 3TO 3aLTUTHI

Pa3pa60TKa IIPOCKTOB IIPOIr'paMMHBIX U allllapaTHBIX CPECACTB 3alllUThI
I/IHq)OpMaI_II/II/I B COOTBCTCTBHMH C TCXHUYCCKHUM 3a1aHUCM

OreHKa TEXHUKO-9KOHOMUYECKOTO YPOBHS 1 3((EKTUBHOCTH Ipe IaraeMbIX
U PEAIN3yEMBbIX TEXHUYECKUX PELICHUN

IIpoBenenue arrecTanyy NpOrpaMM U aJIrOpUTMOB Ha IIPEAMET COOTBETCTBHS
TpeOOBaHUSM 3AIUTHI HHPOPMALTUU

HCO6XOI[I/IMI>IG YMCEHUA HpOBOI[I/ITB HCCICO0OBaHUA C OCIBIO HAXOXICHUA HauoOoee I_[eJ'ICCOO6pa3HBIX
MMPAKTUYICCKUX pCI_HeHI/Iﬁ 10 00€eCIeYEHUIO 3allIUThI HH(i)OpMaI_II/II/I

HpI/IMeHﬂTI) OTCYCCTBCHHBIC CTAHAAPTEI B obnactu 3alllUTHI HHq)OpMaHHH JIIA
IMPOCKTUPOBAHUA CPCACTB 3alIUThI I/IH(l)OpMaI_[I/II/I KOMHBI-OTGpHOﬁ CHUCTCMbI

Pa3pabaTpIiBaTh apXUTEKTYpY ¥ HHTEP(EHCHI CPEICTB 3alIUTHI HHPOPMALIUH,
MIPOIIEAYPHI BOCCTAHOBJICHHS pa0OTOCIIOCOOHOCTH CPEJICTB M CHCTEM 3alTUTHI
rociie c0oeB

[TogOupate 1 06001IaTh HAYYHO-TEXHUYECKYIO JIUTEPATYPY, METOIUICCKIE
MaTepHuaibl IO MPOTPaMMHBIM U aIllapaTHBIM CPEJCTBAM U CIIOCO0aM 3aIUTHI
uH(popMaIr1, B TOM YHCIe HA aHTJIUHCKOM SI3bIKE

Heo6xonnMele 3HaHUS Mertoabl U cpeacTBa NOTy4YeHUs, 00pabOTKHU U nepeaayn nH(popMaIvy B
OTEPALIMOHHBIX CHCTEMAaX, CUCTEMax yIpaBieHUs 0a3aMy JaHHBIX U
KOMIIBIOTEPHBIX CETAX

Buapl aTak 1 MeXaHU3MBI UX pcaim3alini B KOMIIBIOTCPHBIX CUCTEMAX

MGTOI[I)I " CPEACTBA 3alIUThI I/IH(l)OpMaIII/II/I B KOMIIBIOTCPHBIX CCTAX,
ONCpalMOHHBIX CUCTEMAX U CUCTCMAX YIIPABJIICHUA Oasamu JaHHBIX

HpI/IHLII/Il'HJI MOCTPOCHUS CUCTEM 3allIUTLL I/IH(I)OpMaLII/II/I KOMITBIOTCPHBIX
CHUCTEM, B TOM YHUCJIC AaHTUBHUPYCHOT'O ITPOrpaMMHOI'O oOecreyeHus

MeTtoapl aHaIM3a 0e30IMacHOCTH KOMITIBIOTCPHBIX CUCTCM

TeopeTHKo-4MCIIOBbIE METO/IbI U aJITOPUTMBI, IPUMEHSIEMBIE B CpPEACTBaX
3a1UThl HHGOPMaLUN

@opMabHbIE MOJIETHN YIIPABICHUS TOCTYTIOM

[TpUHIUIIBI ¥ METOIBI IPOCKTUPOBAHUS IIPOTPAMMHO-AMIIAPATHOTO
obecneueHus

MeTo10510TMY ¥ TEXHOJIOTUH Pa3padOTKU MPOTrPAMMHOTO OO0ecTieueHus

[TpuHIMITBI ¥ METOMBI YIIPAaBJICHUS TPOEKTaMU B 001acTu HH(OPMAIIMOHHON
0€e301acHOCTH

Kpunrorpaduueckue anropuT™Mbl 1 0COOEHHOCTH UX MPOrPAMMHOM
peanuzanuu

HopMmaTtuBHbIe 1paBoBbI€ aKThl B 00JIACTH 3aIIUTHI HHPOPMAIUH




PykoBopsmue n MeToaudeckre TOKYMEHTHI YIOTHOMOYEHHBIX (helepabHbIX
OpPTraHOB UCMOJHUTEIBHOHN BJIACTH 10 3amuTe HHPOpMAHH U 00ECTIEYCHUIO
0€30MacHOCTH KPUTUYECKON HH(POPMAITMOHHON HHPPACTPYKTYPbI

OpranuzanroHHbIE MEPHI 110 3alUTe HH(HOPMALIUU

HarmonanbHbIe, MEXTOCyapCTBEHHBIC U MEXKTyHAPOIHBIE CTAHIAPTHI B
o0JsacTy 3amuThl HHGOPMAITTH

Oco0ble ycIIoBUS IOITyCKa K
pabote

Hpyrue xapakTepucTUKU

3.3.3. TpyaoBasi pyHkumst

Pa3paboTka u TecTupoBaHHE CPEICTB

Vv
HaumenoBanue | 3al[UThl HH)OPMAIMHA KOMITBIOTEPHBIX Kon D/03.8 pOBCHE ]

CUCTEM U CETEU

KBaTH(QHUKAIAN

[Ipoucxoxaenune 06001IEHHOM
TPYAOBOH GYHKIHH

Opurunas X 3anMCTBOBAHO U3 842
OpHUTHHAJIA
Kox PeructpannonHsiii Homep
OpHUTHHANA po¢heCCHOHATHHOTO
CTaHgapTa

TpynoBble neicTBUs

Pa3pa60TI<a CpCACTB 3alllUThI PIH(i)OpMaI_[I/II/I B COOTBCTCTBHUH C TCXHUYCCKUM
3aJaHUCM

HccnenoBanue MMpOrpaMMHO-aIIapaTHbIX CPCACTB 3aIUTHI I/IH(I)OpMaI_II/II/I B
KOMIIBIOTCPHBIX CUCTCMAX

Pa3paboTka nmporpaMMHO-anmnapaTHbIX CPEACTB 3alUThl HH()OPMALIUY B
KOMIIBIOTEPHBIX CHUCTEMaX

OTJ'IaI[Ka CO31aBaCMbIX CPCACTB 3allIUThI I/IH(l)OpMaI_[I/II/I

HpOBeI[eHI/Ie aTrTeCTalluy NporpaMm U aJITOPUTMOB Ha MMPEAMET COOTBCTCTBUA
Tpe6OBaHI/IHM 3alllUThI I/IH(I)OpMaI_II/II/I

Pa3paboTka MaTeMaTHUECKUX MOJIeIel 6€30IaCHOCTH KOMITbIOTEPHBIX CUCTEM

BrInonHeHne KOHTPOJIBHBIX TPOBEPOK PAOOTOCIIOCOOHOCTH U 3(h(peKTHBHOCTH
CUCTEM U CPEJICTB 3alIUThl HHOpMaUU

Heo6xoaumelie ymeHust

Hcmnons30BaTh IMPUCMBI 3allTUTHOI'O IIPOTPpaAMMHUPOBAHU A

Hcnoap3oBaTh IMPUEMBI 3allIUTHI OT TUIIUYHBIX aTaK Ha KOMIIBFOTCPHBIC
CHCTEMBbI

HpI/IMeHHTL MCTOJbI U IPUEMBbI OTJIAAKA

HpI/IMeHHTL MCTOJbI U CPECACTBA TECCTUPOBAHUA

Heo0OxonnMele 3HaHUS

Meto/bl 1 cpeacTBa Noay4yeHus, 00pabOTKH U nepeadun HHGOopMaluy B
OTEepaAllMOHHBIX CUCTEMaX, CUCTeMax yIpaBJIeHHs 0a3aMu JaHHBIX U
KOMITBIOTEPHBIX CETAX

MCTO)II)I H CPEACTBA 3alIUThI I/IH(i)OpMaIII/II/I B KOMIIBIOTEPHBIX CCTAX,
ONCpalOHHBIX CUCTEMAX U CUCTEMAX YIIPABJIICHUA Oasamu JaHHBIX

MeTtop! aHaIM3a 0e30IMacHOCTH KOMITBIOTCPHBIX CUCTCM

[TpuHIMITBI TPOEKTUPOBAHUS AHTUBUPYCHOT'O IPOrPaMMHOTO 0OecTieyeHHs

BI/IZ[bI AdTaK 1 MCXaHU3MbI UX pCain3alliui B KOMIIbIOTCPHLIX CUCTCMaX

[TpUHIUIIBI TOCTPOCHUS CUCTEM 3aIUTHl HHPOPMAITUH KOMIBIOTEPHBIX
CUCTEM




MeTo10JIOTHH ¥ TEXHOJIOTHH Pa3pabOTKH MPOrPAMMHOIO U aIapaTHOro
obecneueHus

Kpunrorpaduueckre anropuTMbl 1 0COOEHHOCTH UX IPOrPaMMHOM
peanuzanuu

HopmartuBHBIE TPaBOBBIE aKTHl B 00JIACTH 3aLIUTHI HH(OpMAIHN

PykoBopsmue n MeTogudeckre JOKYMEHTHl YIOJTHOMOYEHHBIX (eeparbHbIX
OpPTraHOB UCMOJHUTEIBHOHN BJIACTH 110 3aIUTe HHPOpPMAIH U 00ECTICYCHUIO
0€301acHOCTH KPUTUYECKOH HH(POPMAITMOHHON HHPPACTPYKTYPbI

OpranuzanroHHbIE MEPHI 110 3alUTe HH(HOPMALIUU

HarmonanbHbIe, MEXTOCYAapCTBEHHBIC U MEXKTyHAPOIHBIE CTAHIAPTHI B
obJsacTy 3amuThl HHGOPMAITUH

Oco0ble yCcIIoBUS IOITyCKa K
pabote

Hpyrue xapakTepucTUKU

3.3.4. TpynoBasi pyHKuusA

[Ipoucxoxaenne 0600meHAO
TPYIOBO# (YHKIMH

ComnpoBoskieHre pa3pabOTKH CPEICTB
YpoBeHb
Hanvenosanue | 3aIUTHI MH(OPMAIIMH KOMIIBIOTEPHBIX Kon D/04.8 8
v KBaTU(UKAIHH
CHCTEM U CETCU
3aMMCTBOBAHO U3
Opwurunan X 842
OpHUTHHAJA
Kox PeructpannonHsiii Homep
OpHUTHHAIA po(eCCHOHATEHOTO
craHmapTa

TpynoBeie 1edCTBUS

Pa3paboTka TeXHUYECKUX 3aJlaHH, TUIAHOB U TpadUKOB MpoBeeHus paboT Mo
3alMTe MHPOPMAIIMU B COOTBETCTBUU C JEHCTBYIOIIMM HOPMATUBHBIMU U
METOUYECKUMH TOKYyMEHTAMHU

Pa3paboTka pekoMeHaauil 1 IpeaIoKEeHHI 0 COBEPILIEHCTBOBAHUIO U
HOBBIIIEHUIO 3()(PEKTHBHOCTH 3aIUTHI HHPOPMALIUU

CocraBnenue u 0)OpMIICHUE Pa3/IeTIOB HAYYHO-TEXHHUYECKUX OTYETOB

Ornpenenenne NOTPEeOHOCTH B CPEACTBAX 3AIIUTHI HHPOPMAIIUU, COCTABICHUE
3asBOK Ha WX MPUOOPETCHHE C HEOOXOTUMBIMU OOOCHOBAHUSIMH U PACUETaMH

[ToaroToBka mpeUIoKEHUH 10 3aKIIOUEHHUIO COTJIAIEHUH U IOTOBOPOB C
OpraHu3alUsIMH, TPEIOCTABISIONIMMU YCIYTH B 00JIACTH 3alIUTHI
uHbopManuu

BrinmonHeHue arTecTauu OporpamMm 1 aJirOPUTMOB HA IMPEAMET COOTBCTCTBUA
TpC6OBaHI/IHM 3alllUThI I/IH(I)OpMaI_II/II/I

BrinonHeHne KOHTPOJIBHBIX MPOBEPOK PabOTOCIIOCOOHOCTH U 3PPEKTUBHOCTH
CHUCTEM U CPEJICTB 3alIUThl HHOpMAUU

AHanu3 CyIECTBYIOINUX METO/I0OB U CPEJCTB, IPUMEHSIEMBIX /111 KOHTPOJIA U
3alUThl HH(GOpMaLUn

Pa3paboTka mpeiokeHuil o COBEpIIEHCTBOBAHUIO U MOBBILICHUIO
3P PEKTUBHOCTH METOJIOB U CPEJICTB, IPUMEHAEMBIX IS KOHTPOJIS U 3aLUTHI
uHpopManun

[ToaroroBKa MPOEKTOB HOPMATHUBHBIX M METOAMYECKUX MATEPHAJIOB,
pErIaMeHTHPYIOMIUX PadoTy MO 3amuTe HHPOpMaIu




Pa3paboTka opraHN3anOHHO-PACTIOPAIUTEIBHBIX JOKYMEHTOB I10 3aIIUTE
uHpopMaun

KonTposb 3a paboToii 1o o1ieHKe TEXHUKO-I)KOHOMUYECKOTO YPOBHS
pa3pabaTheIBaeMbIX MEp MO 3aluTe UHHOpMaLuu

Metoandeckoe pyKOBOACTBO pabOTOil 10 OI[EHKE TEXHUKO-3KOHOMUYECKOTO
YpOBHS pa3padaThIBa€MbIX MEp M0 3alIUTe HH(HOPMaLUU

KonTposs 3a co0III0IeHuEM yCTaHOBICHHOTO OPSIIKA BBIIOJIHEHUS paboT, a
TaKKe JEeHCTBYIOILEro 3aKoHoAaTesbeTBa Poccuiickon @enepannu npu
pELICHUH BOTPOCOB, KACAIOUIMXCS 3aIIUThl HH()OpMAIIH

OpFaHI/I?)aI_[I/If[ IMPOBCACHUA CIICHHUAIIBHBIX I/ICCJ'Ie,I[OBaHI/Iﬁ 1 KOHTPOJIbHBIX
IMPOBCPOK JIA BBIABJIICHHUA BO3SMOXXHbBIX KaHAJIOB YTCUKH I/IH(bOpMaI_[I/II/I

Heobxoaumbie ymeHus

dopMHUpoOBaTH MOJENIN YTPO3 U MOJETU HAPYIIUTENS 0€30MaCHOCTH
KOMITBIOTEPHBIX CUCTEM

Pa3pa6aTI)IBaTI) YaCTHEIC ITOJIUTHKH 0€30I1aCHOCTU KOMITIBIOTCPHBLIX CUCTEM, B
TOM YHUCJIC ITIOJIUTUKH YIIPABJICHHUA JOCTYIIOM U PIH(l)OpMaIII/IOHHI)IMI/I
IIOTOKaMH

[TpuMeHSTh HAaIMOHAIBHBIE, MEKTOCYAAPCTBEHHBIE U MEXKTyHAPOTHBIC
CTaHJAPTHI B OOJIACTH 3aIUTH HH()OpMAIIH

[IpuMeHsATh NeHCTBYIOIIYIO 3aKOHOAATENIbHYI0 0a3y B 00acTi oOecredeHus
3aIUThl HHQOpMAIIH

YuraTh HOPMATUBHBIC U MCTOANYCCKUC NOKYMCHTHI 110 I/IH(1)OpMaHI/IOHHOI>'I
0€30IaCHOCTH HA aHTIMHCKOM SI3BIKE

HeoOxoaumeble 3HaHUSA

Mertoab! 1 cpeacTBa MOIy4YeHHUs, 00pabOTKH U nepeaadn nHHOPMAIIH

MeToapl BEIIBICHUS KaHAIOB YTCUKHA HH(bOpMaHHH

HOpHI[OK OopraHu3anun pa60T 110 3alIuTC I/IH(I)OpMaI_[I/II/I

MeTo/p! IIaHUPOBAHUS U OpraHU3aluU IPOBEACHUS pabOT MO 3alUTe
nH(pOpMaLMU U 00EeCIIeYEeHUIO TOCY1apCTBEHHOMN TalHbI

MerTobl IPOBEICHUS CIIELUANIBHBIX UCCIEI0OBAHUI U TPOBEPOK, paboT 1Mo
3anmTe MHGOpMaIuu

Metonpl 1 CpCACTBA 3aIIUTHI HH(bOpMaHHH B KOMIIBFOTCPHBIX CCTAX,
ONCPAINOHHBIX CUCTCMAX U CUCTCMAX YIIPABIICHUSA 0azamu JaHHBIX

MeTtop! aHanu3a 0€30MaCHOCTH KOMIIBIOTEPHBIX CUCTEM

[TpuHIMIBI TPOEKTHPOBAHUS AHTUBUPYCHOTO ITPOrPaMMHOT0 00ecreueHus

Buapl aTak 1 MeXaHU3MBI UX pcajiM3alind B KOMIIBIOTCPHBIX CUCTEMAX

[TpuHIMIIBI TOCTPOEHUS CUCTEM 3alIUThl HHPOPMAIIUU KOMITbIOTEPHBIX
CUCTEM

(DOpMaJIBHBIe MOZCIIN YIIPABJICHUSA NOCTYIIOM

Kpunrorpaduueckre anropuTMbl 1 0COOEHHOCTH UX IPOrpaMMHOM
peann3anuu

HopmaTuBHbI€ ITpaBoBbIE aKThl B 00JIACTH 3aIIUTHI HHYOpMALUK

PyxoBopsiue 1 MeToanYecKre JOKYMEHTHI YIIOJTHOMOYEHHBIX (pe/iepatbHbIX
OpraHOB UCIOJHHUTEIBHOM BIACTH MO 3alMTe HH(POPMAIIUH U 00ECTIEYEHHUIO
0€30MacCHOCTH KPUTHUYECKON HH(OPMALIMOHHON HHPPACTPYKTYPbI

OpFaHI/I3aL[I/IOHHBIC MCDPBI 110 3alIUTC I/IH(I)OpMaI_II/II/I

HaHI/IOHaIII)HI)Ie, Me)I(FOCYJIapCTBeHHBIe nu Me)K)IYHapO}IHBIe CTaH)IapTI)I B
00J1acTH 3amuThl HHGOPMAITHHI

Oco0ble ycIIoBUS IOITyCKa K
pabore

Jpyrue xapakTepUCTUKU




3.4. O0o0mennas TpynoBasi pynknus «TexHnueckoe 00caIy:KMBaHUe CPEACTB 3aIIUTHI HHGOpPMALMHU B
KOMIIBIOTEPHBIX CHCTEMAX U CeTAX»

HanmenoBanue

[Ipoucxoxnenre 06001IEHHOM
TPYAOBOH (HyHKIIHA

Texuudyeckoe 00CTy)KUBaHUE CPEICTB
3allUThI I/IH(1)O MallM11 B KOMIIBIOTCPHBIX Ko, A ypOBeHL 5
1 pmarn p A KBaJTU(UKAIHA
CUCTEMaX U CCTAX
3anMCTBOBaHO U3
Opurunan X
OpHUTHHAJIA
Kon PeructpanuonHsiit Homep
OpHUTHHANA po(heCCHOHATHHOTO
CTaHgapTa

Bo3moxHbIe HAUMEHOBAHHUS
JOJDKHOCTEH, mpodeccuii

TexHuK 1o 6€301aCHOCTU KOMITBIOTEPHBIX CUCTEM U ceTel
Texnuk no 3amure nadopmanuu I kareropun

Texnuk no 3amure nHpopmarmu 11 kateropun

TexHuK 1Mo 3amuTe HHHOPMAITHH

TpeboBanus kK 00pa30BaHUIO
1 00Y4YCHUIO

Cpennee mpodeccuonanbsHoe 00pa3oBaHUE — MPOrPAMMBbI TOATOTOBKH
CIELMAIMCTOB CPEHErO 3BEHA

TpebGoBaHus K OIBITY
MPAKTHYECKON pabOThI

JI1st TOKHOCTEH ¢ KaTeropuer — OmbIT paOdOThI B IOJDKHOCTH ¢ 00J1ee HU3KOM
(mpeniIecTByIOIIC) KaTeropreil He MeHee OHOTO Toja

OcoOsle yciioBus J0IycCKa K
pabore

[pyrue xapakTepUCTUKH

Pexomenpayercs monosHuTensHOE MpodeccuoHaIbHOe 00pa3oBaHue —
MIPOrpaMMbI MOBBIIIEHUS KBAIM(UKAMK B 00J1aCTH UHPOPMAIIMOHHOM
0€30MMacHOCTH

JlononHuTEbHBIE XapaKTEPUCTUKH

HaumeHnoBanue 6a30Boii rpynibl, JOKHOCTH
HaumenoBanue nokymeHTa Kon
(mpodeccun) uiu CrenUuaIbHOCTH
OK3 3513. CriennanucThl-TEXHUKU 110 KOMIIBIOTEPHBIM CETSIM U
CUCTEMaM
ETKC nmu EKC TexHuk no 3amure HHOpMaLUU
OKIIATP 27032 TexHuk 1o 3amure HHOpMaALUU
OKCO 2016 2.10.02.02 Nudopmanmonnas 6€301macHOCTh
TEJIEKOMMYHHUKAITHOHHBIX CHCTEM
2.10.02.03 NudopmannonHas 6e30MacHOCTh aBTOMATU3HPOBAHHBIX
CHUCTEM

3.4.1. Tpynosasi pyHKuUA

HanmeHnosanue

CUCTEMAX

Texaudeckoe 00CITyKUBaHHE
MIPOrPaMMHO-AIITAPATHBIX CPEJICTB
3anUThl HH(OPMAIIMU B OTIEPAITUOHHBIX

YpoBeHb
KBaTU(QUKAIIUN

Kox A/01.5

[Ipoucxoxnenre 06001IEHHOM

‘ Opuruzan

X 842

3anMCTBOBAHO U3 ‘




TPYIOBOH (YHKIMH

| opuruHama | |

Kon PeructpanuonHsiit Homep
OpHUTHHAIIA podecCHOHATEHOTO
cTaHaapTa

TpynoBsie 1eicTBUS

BBOI[ B OKCILTyaTalWIO IMIPOrpaMMHO-aMIapaTHbiX CPEACTB 3alllUThI
I/IH(l)OpMaHI/II/I B OIICpAllMOHHBIX CUCTEMAX

YcTaHOBKa MPOrpaMMHO-ANIIAPaTHBIX CPEACTB 3aIMTH HHPOpMALUN

HacTtpoiika nporpaMMHO-amnmapaTHbIX CPEJCTB 3alUThl UHPOPMAIUHU, B TOM
YHCIIe CPEACTB AHTUBHPYCHOH 3aIIUTHI, B ONIEPANMOHHBIX CUCTEMAX 10
3aJaHHbIM Ia0JIOHAM

YcTaHOBKa CpEACTB aHTUBUPYCHOM 3aILUTHI B COOTBETCTBUU C
JENCTBYIOIMMHU TPeOOBaHUSIMU

WHucTpyKTHpOBaHKE MOB30BATENEH 110 MOPSAKY Oe30MmacHoi paboThI B
OTIEpPAIIMOHHBIX CUCTEMAaX

OdopmiteHne SKCIUTYaTallMOHHOM JOKYMEHTAIUU Ha TIPOTPAMMHO-
amrmaparHble CpPeJCTBA 3alIUThl HH(OPMAIMH B ONIEPAITMOHHBIX CHCTEMAX

Boccranosnenne paboTocriocoOHOCTH IPOrpaMMHO-AMIIAPATHBIX CPEICTB
3aIUThl HHOOPMAIMH B OTIEPALIMOHHBIX CHCTEMaX COTJIACHO TEXHHYECKOU
JIOKYMEHTalluu

[TpoBepka KOppeKTHOCTH PabOTHI MPOrPAMMHO-AIIAPATHBIX CPEJICTB 3aLTUTHI
uH(pOpPMaIIUU TIPU UX B3aUMOJICHCTBUU C TEXHUYECKUMU CPECTBAMU U
MIPOrpaMMHBIM O0ecriedeHuEM

Heobxonumelie ymeHus

HaCTpaI/IBaTL KOMITIOHCHTBI IOACHUCTEM 3alllMThI I/IH(l)OpMaI_[I/II/I OIICPaIOHHBIX
CHUCTEM

VYIpaBisATh y4ETHBIMU 3aIIUCSAMU TOJIB30BATENEH, B TOM YUCIIE
T€HEPUPOBAHUEM, CMEHOU U BOCCTAHOBJICHUEM IapOJIei

[TpuMeHsITh IpOorpaMMHO-aNMapaTHbIE CPECTBA 3AIIUTHI HHPOPMAIUH B
ONEPALMOHHBIX CHCTEMAaX

HpI/IMeHHTL AHTUBUPYCHBIC CPCACTBA 3alIUThI I/IH(I)OpMaI_II/II/I B OIICPALIMOHHBIX
CHUCTEMaAxX

PaboTath B onepalnoHHBIX CUCTEMAX C COOJIIOJIEHUEM JIHCTBYIOIUX
TpeOOBaHUH 10 3aIuTe HH(OPMALUU

[TpoBOAMTH MOHUTOPHHT, aHAJIU3 U CpaBHEHHE IPPEKTUBHOCTH MPOTrPaAaMMHO-
anmnapaTHbIX CPECTB 3alIUTHl HHPOPMAIMH B ONEPALMOHHBIX CHCTEMaX

YcranaBnuBaTh OOHOBIECHHS MPOTPAMMHOTO 00€CTIeYeHHsI, BKITIOYast
porpaMMHOe 00ecriedeHne CPeICTB AU ThI HH(DOpMAIun

BhImonHsTE pe3epBHOE KOMTUPOBAHUE U aBaPUIHOE BOCCTAHOBIICHHE
paboTOCIIOCOOHOCTH CPEJCTB 3aLIUTH MH)OPMAIHH

KoHTponmpoBaTh 11€710CTHOCTh MTOJACUCTEM 3alIUTHI HH()OpMaIun
ONEPALIMOHHBIX CUCTEM

YeTpaHaTh HEMCIPABHOCTH MOJCUCTEM 3alllUThl MH(OPMAaLIMK OTIePalMOHHBIX
CHUCTEM U MIPOrpaMMHO-AINIAPATHBIX CPEACTB 3allUThl HH(OPMALIUK COTIACHO
TEXHUYECKON JOKYMEHTALIMU

OdopMIATE IKCIUTYaTAIIMOHHYIO TOKYMEHTAIIUIO POTPAMMHO-aapaTHBIX
CPEICTB 3alUThl HHPOPMAIII

Heo0xoaumMsble 3HaHUS

APXUTEKTYpa U MOJIb30BaTENILCKUE HHTEP(EHCH ONEPAlMOHHBIX CHCTEM

[Topsimok obecriedeHust 6€30MacHOCTH MHGOPMAIIMH TPU IKCTUTyaTaIlluu
OTIEPAIMOHHBIX CHCTEM




HcTounuku yrpo3 HHGOpMAIMOHHONW 6€30MaCHOCTH U MEPBI IO UX
MPEA0TBPALIEHUIO

CymHOoCTh U coiepKaHue MOHATHS UH(POPMAIIMOHHOM 6€30MacHOCTH,
XapaKTEPUCTHKU €€ COCTABIIAIOIINX

Turmossle CpcAcCTBa 3alIUThI I/IH(l)OpMaI_[I/II/I B OIICPALIMOHHBIX CUCTCMAX

[TporpaMMHoO-arnapaTHble CpeACTBa U METO/IbI 3aIIUTHI HH(OPMALIUU

HOpHI[OK OKCILTyaTauuu CpeaCTB aHTHBHPYCHOﬁ 3alMTHI B OIICPAIIMOHHBIX
CHCTEMax

@opMBbI U METO/IbI UHCTPYKTHPOBAHHUS [10JIb30BATENEN 110 MOPSAKY pabOThI B
OIEPALMOHHBIX CUCTEMAaX

OO6ue mpuHIUIB (PYHKIMOHUPOBAHUS MIPOTPAMMHO-AINIAPATHBIX CPEJICTB
KpUNTOrpadguuecKon 3amuThl HHPOPMALUU

[Topsimox oopmiieHuUs FIKCIUTYaTaIIHIOHHOM TOKYMEHTallUN

HopmatuBHBIE TPaBOBBIE aKTHI B 00JIACTH 3aLIUTHI HH(OPMAIHN

OCHOBHBIE PYKOBOJSIUE U METOAMUYECKUE JOKYMEHTHI YIOJHOMOUYEHHBIX
benepanbHBIX OPraHOB MCIIOJIHUTEIHLHON BIACTH I10 3aIIUTE UHPOPMAIUU H
obecrieyeHHnI0 6e30MacHOCTH KPUTHIECKOW HH(POPMALIMOHHOM

UHPPACTPYKTYPHI

OpranuzanroHHbIE MEPHI 110 3alIUTe WH(HOPMALIUN

Oco0ble yciioBus JA0IyCKa K
pabote

Jpyrue xapakTepuCTUKU

3.4.2. TpynoBasi pyHKuus

Texaudeckoe 00CITyKUBaHUE

IIporpaMMHO-AIIInapaTHbIX CPCIACTB YposeHn
HaumeHnoBanue porp p pea Kon A/02.5 P 5

3alIUThI I/IH(l)OpMaI_II/II/I B KOMIIBFOTCPHBIX KBaﬂH(bHKaHHH

CCTAX
TIpoucxoxaerHue 06001EHHOM 3anMMCTBOBAHO U3

P A B Opurunan X 842
TPYA0BO# (HyHKIIHU OpHUTHMHAJIA
Konx Peructpaumonssiit Homep
OpHUTHMHAJIA npo¢eCCHOHATBHOTO
cTaHaapTa

TpynoBeie 1elcTBUS

BBoja B 3KCIuTyaTalnvio NporpaMMHO-AIIIapaTHRIX CPEICTB 3aLUThI
nH(pOpMalMU B KOMIIBIOTEPHBIX CETIX

YcTaHoBKa MporpaMMHO-aNapaTHbIX CPEACTB 3alIUThl HHPOpMAIUU B
KOMITBIOTEPHBIX CETSIX

YcranoBka CpeACTB MECKCECTCBOT'O SKpAaHUPOBAHUA B COOTBETCTBUH C
IICIZCTBYIOH.[HMH TpC6OBaHI/I$IMI/I 110 3aIIuTC I/IH(I)OpMaI_II/II/I

HaCTpOﬁKa MMporpaMMHO-alIapaTHbIX CPCACTB 3alIUTHI I/IH(l)OpMaI_II/II/I B
KOMITIBIOTCPHBIX CCTAX IO 3alaHHBIM mabJa0HaM

VYcTpaHeHre HeMCPaBHOCTEN MPOrpaMMHO-AMIAPaTHBIX CPEACTB 3aIUTHI
nH(pOpMalMU B KOMIBIOTEPHBIX CETAX COTIACHO TEXHUYECKOM TOKyMEHTaluU

WHCTpYKTHPOBaHUE MOJIB30BATENCH MO MOPAIKY O€301acHON paboTHl B
KOMIBIOTEPHBIX CETSX

OdopmiieHne SKCIUTYaTallMOHHOM JOKYMEHTAUN Ha TIPOTPAMMHO-




anmnapaTHble CpesICTBa 3alUThl HHOPMALUK B KOMIIBIOTEPHBIX CETIX

Heobxoaumbie ymeHus

[TpuMeHsTh MpOorpaMMHO-aMNIapaTHbIE CPECTBA 3aIIUTHI HHPOPMAIUH B
KOMITBIOTEPHBIX CETAX

YcraHnaBauBaTh MEKCETEBBIC 9KpaHbl B KOMIIBIOTCPHBIX CCTAX

KOH(bI/IprI/IpOBaTI) MECKCETEBBIC OKPAaHbl B COOTBETCTBUH C 3aJaHHBIMHA
IIpaBUJIaMH

KonTponupoBaTth KOPPEKTHOCTh HACTPOMKHU MEKCETEBBIX IKPAHOB B
COOTBETCTBUHU C 33/IaHHBIMH NPaBUIAMHU

PaboTaTh B KOMITBIOTEPHBIX CETSIX C COOJIIOJCHUEM JICHCTBYIOIINX
TpeGOoBaHuU 1O 3aIuTe HHHOPMAIHN

[TpoBOIUTH MOHUTOPHUHT, AHAIN3 U CpaBHEHHE F(PPEKTUBHOCTH MTPOrPAMMHO-
anmapaTHBIX CPEACTB 3alIUThI HH(OPMAIIMH B KOMITBIOTEPHBIX CETAX

VYcTanaBiauBaTh OOHOBJICHUS IporpaMmMHOro O6€CH€‘I€HI/IH, BKJIIO4as
IIpOorpaMMHOC obecneueHue CpCaACTB 3allIUThI I/IHq)OpMaI_II/II/I

q)OpMy.]II/IPOBaTI) MNPEAJIOXKCHUA 110 IPUMCHCHHIO ITPOrpaMMHO-AIIapaTHBIX
CPCACTB 3allUThI I/IH(1)OpMaI_[I/II/I B KOMIIBIOTCPHBIX CCTAX

HeoOxoanmeble 3HaHUSA

Tononorus u IMIPOTOKOJIbI CETCBOI'O BSaHMOHCﬁCTBHﬂ, IMPUMCHACMBIC B
OKCILTYAaTUPYCMbBIX KOMIIBIOTCPHBIX CCTAX

CocTaB U OCHOBHBIE XapaKTEPUCTUKH 000pYyIOBaHUS, IPUMEHIEMOTO IIPU
ITIOCTPOECHUH KOMITBIOTEPHBIX CETEN

Tunoswie METOABI U IIPOTOKOJIbI I/II[eHTI/ICbI/IKa]_II/II/I, aYTeHTI/I(bI/IKaI_II/II/I n
aBTOpU3alli B KOMIIBIOTCPHBIX CETAX

TunuuHeie ceTeBBIE ATAKH U CIIOCOOBI 3aluThI OT HUX

CYH_[HOCTB " COHCPKAHUC ITOHATHA PIH(I)OpMB.LIHOHHOI’I 6630HaCHOCTI/I,
XAPAKTCPUCTHKU €€ COCTABIAIOIINX

OCHOBHBIC UCTOUYHUKHU yrpos HH(bOpMaHHOHHOﬁ 0e30IMacHOCTH U MCPBI 110 UX
MpeaAOTBPALICHHUIO

[TporpaMMHo-annapaTHble CpeACTBa U METO/IbI 3allUThl HH(OpPMALIUU

OcHOBHBIE METO/BI OPTaHU3ALUM U TPOBEICHUS TEXHUYECKOTO
00CITyKUBaHUSI KOMMYTallMOHHOT'O 000pYAOBaHUsI KOMIIBIOTEPHBIX CETEM

HOpHI[OK O(I)OpMJ'IeHI/IH 3KCHJIyaTaI_II/IOHHOI>’I AOKYMCHTallUN

OO61re npUHLIHKIBI PYHKIIMOHUPOBAHUS CPEJCTB KpUNTOrpadhuyecKoi
3aIUThl UHQOPMAUU B KOMIIBIOTEPHBIX CETIX

[Topsinox obecrnieueHust 6€30MacHOCTH HH(OPMALIUK TTPU IKCILTyaTalul
KOMITBIOTEPHBIX CETEHN

(DOpMLI N MCTOABI UHCTPYKTAXKa IIOJIb30BaTeNIe 110 11(0)0)2011.9% pa6OTBI B
KOMIILIOTCPHBIX CCTAX

HopmaTuBHbI€ 11paBoBbI€ aKThl B 00JIACTH 3aIIUTHI HHPOPMAIIH

OcCHOBHEBIE PYKOBOOAIIUE U METOAUYCCKUE JOKYMCHTEI YIIOTHOMOYCHHBIX
(beneparbHBIX OPTaHOB MCTIOJHUTEIHLHOM BIIACTH T10 3alIUTE WH(OPMAITUU 1
obecrneyeHno 0e30MacHOCTH KPUTHUECKON MH(POPMAITMOHHOMN

UH(QPaACTPYKTYPHI

OpraHuzanvoHHbIE MEPHI 110 3alIUTe HH(OPMaLUN

Oco0ble ycIIoBUS I0ITyCKa K
pabote

Hpyrue xapakTepucTUKU

3.4.3. TpynoBasi pyHkumst




Texanveckoe 00CITyKUBaHHUE CPEICTB
3alIUTHI HHQOPMALUU IIPUKIAIHOTO U VposeHb
HaumenoBanme = hopman p A Kon A/03.5 p 5
CHCTEMHOTO IPOTPaMMHOTO KBaTH(HKALIH
oOecrieyeHus
TIpoucxoxnerue 06001EHHOM 3anMCTBOBAHO U3
P A B OpuruHan X 842
TPYIOBO# GYHKIMH OpHUTHHANA
Kon PeructpanmonHsiit Homep
OpHUrHHAA podeCCHOHANTBLHOTO
cTaHaapra

TpynoBsie 1eicTBUS

VYcranoBka MMporpaMmMHOIo obOecrieyeHus

HacTtpoiika nporpaMMHOro o0ecredeHus ¢ COO0IeHueM TpeOOBaHUHN 110
3amuTe uHpopmManuu

Hacrpoiika cpencTB aHTUBUPYCHOM 3aIIUTHI 171 KOPPEKTHOM pabOThI
POTPaAMMHOTO 00eCTIeueHUs 110 3alaHHBIM IIa0JIOHAM

WHCcTpyKTHpOBaHUE 110JIb30BaTENeH 0 cOOII0AeHUN TpeOOBAHUH 110 3aIUTe
uHpOpManuu Ipu paboTe ¢ MPOrpaMMHBIM 00eCTIeYeHUEM

HacTtpoiika BCTpOEHHBIX CPEACTB 3alIUThl HHPOPMALIMK TPOTPAMMHOTO
obecrieyeHus 1o 3aJaHHbIM M1a0JI0HaM

[TpoBepka HyHKIIMOHHPOBAHKS BCTPOCHHBIX CPEJICTB 3aIIUTHI HH(OPMAIIUN
POrPaMMHOTO OOeCTICUeHUS

OO0HapyXeHre TPU3HAKOB HATMYHS BPEIOHOCHOTO IIPOTPAMMHOTO
obecrieueHns

Heo6xoanmele ymeHust

VYcranaBnuBaTh NporpaMMHOE 0OECTIeUeHHE B COOTBETCTBUH C TEXHHUECKOMN
JIOKYMEHTaluen

BeInonHATe HacTpoiiKy mapameTpoB pabOThI MPOrPaMMHOI0 0OecIeyeHus,
BKJIIOYasi CUCTEMBI yIpaBiieHUs 0a3aMU JTaHHBIX U CPEJICTBA SJIEKTPOHHOTO
JOKyMEHTOO00pOTa

PaboTaTh ¢ mporpaMMHBIM 00ECTICUEHHEM C COOTIOJICHUEM JCHCTBYIONIUX
TpeOoBaHUH MO 3auIuTe HH()OPMALIUU

VYcranaBnuBaTh OOHOBJIEHHS POrPAMMHOI0 00€CIIeYeHHUs], BKIItoYast
IIPOrpaMMHO€E 0OecIiedeHNe CPEACTB 3allUThl HH(OPMaLUN

HCO6XOL[I/IMLIC 3HaHUA

HOpHI[OK HaCTpOﬁKH nporpaMMHOro 06ecnequI/I;1, CUCTEM YIIPABJICHUA
Oa3zamu AAaHHBIX U CPCACTB SJICKTPOHHOTO JIOKyMeHTOO60p0Ta

OO61mre npUHLIHUIBI PYHKIIMOHUPOBAHUS BPEIOHOCHOTO MPOTPaMMHOIO
obecreueHus

[TpuHIMIIBI GYHKIIMOHUPOBAHUS CPEJICTB AHTUBUPYCHOM 3aIIUTHI

CYIJ_[HOCTB " COACPIKAHUC ITOHATHA HH(I)OpMaHHOHHOﬁ 6630HaCHOCTI/I,
XapPaKTCPUCTUKHU €€ COCTABJIAOIIUX

HcTouyHuku yrpos HH(i)OpMaHHOHHOﬁ 0e30IMacHOCTH U MCPEI 110 UX
NpeaOTBPAILICHHUIO

Oco0eHHOCTH HCTOYHUKOB YIpo3 HH(OpMALIMOHHON O€30MacHOCTH,
CBSI3aHHBIX C HKCIUTyaTallell mporpaMMHOIro o0ecrneyeHus

[Tpy3Hakyu HAIMYKS BPETOHOCHOT'O MMPOTrPaMMHOI0 00ECTICYEeHHU S

TUnu4HbBIe YS3BUMOCTH MPOTPAMMHOTO 00€CTICUSHHS M METOJIbI X
YCTpaHEHUS

OO6mre mpuHIHIBI QYHKIIMOHUPOBAHUS CPEICTB 3alUThl HHGOPMAIH
MIPOTPAMMHOTO 00ECTICUEHHSI, B TOM YHCIIE CPEACTB KPUITOTpapHIECKON




3aIUTHl THGOPMAITIHI

[Topsimok sKCIuTyaTaluy CpeCTB aHTUBUPYCHON 3aLUTHI

[Topsimok obecriedenrs 6€30MaCHOCTH HH(POPMAILIUHU TP SKCILTyaTaluu
MPOrPaMMHOTO O0ecTIeueHUs

HOpMaTI/IBHBIe IIPaBOBBIC aKThHI B obnactu 3alIUThI I/IH(bopMaI_II/II/I

OCHOBHBIE PYKOBO/ISIIME U METOIUYECKHUE JIOKYMEHTHI YITIOJTHOMOYEHHBIX
benepanbHBIX OPraHOB MCIIOJHUTEILHON BJIACTH IO 3aIIUTe HHPOPMAUU U
obecrieueHn0 0e30MacHOCTH KPUTHUECKON MH(POPMAIIMOHHON

UHQPACTPYKTYPHI

OpraHu3anroHHbIE MEPHI 110 3aIuTe HHPOpMAUN

Oco0ble yCcIIoBUS IOITyCKa K
pabote

Jpyrue xapakTepucTUKU

3.5. O0o0menHas TpyaoBasi pynkuus «PykoBoacTBo pa3padoTKoii MPOrpaMMHO-aNNAPATHBIX CPeICTB
3alMThl HH(POPMALMH KOMIILIOTEPHBIX CHCTEM M ceTeiD»

HanmenoBanue

[Ipoucxoxaenne 0600meHAO
TPYIOBO# GYHKIMH

PykoBozcTBO pa3paboTKOi IpOrpaMMHO-
armapaTHbIX CPEICTB 3aIUThI Kot E VYposenb 8
nH(OPMAIINY KOMIIBIOTEPHBIX CUCTEM H KBaJIMHKALIH
ceren
Opuruman X 3auMCTBOBAHO W3
OpHTHHAA
Kox PeructpannonHsiii Homep
OpHUTHMHAJIA npo¢eCCUOHATBHOTO
cTaHIapTa

Bo3MoxHBIE HANMEHOBAaHUS
JOJDKHOCTEH, mpodeccuit

HauanpHuk otnena (1aboparopuu, CEKTOpa) Mo 3amuTe nHpopMalun

TpeboBanust kK 00pa30BaHUIO
U 00y4EHUIO

Briciiee oOpa3oBaHue — CeNUANUTET UM MAarucTpaTypa U J0HNOJIHUTEIBHOE
npodeccnoHanbHOe 00pa3oBaHKe — MPOTPAMMBI MOBHIICHUS KBaIU(DUKAINK B
obnactu nHOpMaAIMOHHOM 0€301MaCHOCTH

WA

Bricmiee oOpazoBanne — aciupanTypa (abIOHKTYpa) U JOTIOTHUTEIHFHOE
npodeccnoHanbHOe 00pa3oBaHKEe — MPOTPAMMBI MOBBIIIEHUS KBaJIW(DUKAIMK B
obiactu nHGOOPMALIMOHHON OE30MaCHOCTH

TpeGoBaHMs K OIBITY
MPAKTHYECKON paboThI

He menee nartu et B 061acTu IpuMeHeHHs U aHan3a 3(pPpeKTHBHOCTH
CpPEeACTB 3alIUTHl HH(OPMAIIMHA KOMITBIOTEPHBIX CHCTEM, B TOM YHCJIE Ha
PYKOBOJSIIMX JOJDKHOCTSIX HE MEHEE TPeX JIeT P HATWYHU BBICIIETO
00pa3oBaHUs — CIICIUAUTETA WIIK MarucTpaTypbl B 001acTH
nH(POPMAIMOHHOH 0€30MacHOCTH

WIH

He menee Tpex JieT B 067acT NpUMEHEHUS U aHann3a 3EKTUBHOCTH
CpPEACTB 3alIMThl HH(OPMAIIMK KOMITBIOTEPHBIX CUCTEM, B TOM YHCJIE Ha
PYKOBOJSALIMX JOJKHOCTSX HE MEHEE ABYX JIET IPU HAJIMYUU BBICIIETO
00pa3zoBaHMs — aCIIUPAHTYPHI (aTLIOHKTYPHI)

Oco0ble ycIIoBUS I0ITyCKa K
pabote

Hanwnuue nomycka Kk ToCy1apCcTBEHHOH TaiiHe (TIpyU HEOOXOAMMOCTH )




‘I[pyme XapaKTePUCTUKHU \-

JlononHUTENbHBIE XapaKTEPUCTUKH

HaumeHnoBanue 6a30BOi TpyMIIbI, JOKHOCTH

HanmenoBanue qokyMeHTa Kon
(mpodeccun) WU CHEUATBHOCTH
OK3 1330. PykoBonuTenu ciryx0 u nmoapaszaesieHuii B chepe
MH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUN
ETKC wm EKC Hauansauk otaena (maboparopuu, CEKTOpa) 1Mo
TEXHUYECKOH 3amure nHhopMauu
OKIIATP 46115 PykoBoauTens aHAIMTUYECKOU IPYIIIBI IOAPA3IEICHUS
110 KOMIUIEKCHOM 3a1mTe HHpOopMaum
46155 PykxoBoauTens rpynmsl noapasaesieHus 10 KOMIUIEKCHOU
3anuTe HHPOpPMaUu
OKCO 2016 2.10.04.01 HNudopmanronHas 6€301acHOCTh
2.10.05.01 KomnbrorepHas 6e30macHOCTb
2.10.05.02 HNudopmanronHas 6€301acHOCTh
TEJIEKOMMYHUKAITMOHHBIX CUCTEM
2.10.05.03 HNudopmanmonHas 6€301acHOCTh aBTOMATHU3UPOBAHHBIX
CUCTEM
2.10.05.04 NubopmannoHHO-aHATUTHISCKUE CHCTEMbI 0€30ITaCHOCTH
2.10.05.05 BbezonacHocTh MHGOPMALIMOHHBIX TEXHOJIOTUN B
MIPABOOXPAHUTEIBHON cepe
2.10.05.06 Kpunrorpadus
2.10.05.07 [IpoTuBozelicTBUE TEXHUYECKUM pa3BEaAKaM
2.10.06.01 WNudopmannonnas 6e30macHOCTb
2.10.07.01 WNudopmannonnas 6e30macHOCTb
OKCBHK 051319 MeTo/1bl ¥ CUCTEMBI 3aLIUTHI HHPOpPMAIUH,

nH(popmanroHHas 0€3011acCHOCTh

3.5.1. TpynoBasi pyHKuus

HaumenoBanue

CHUCTEM U CETEN

ITpoucxoxaeHune 06001eHHOM
TPYAOBOH (HyHKIIMU

PykoBoncTBO pazpaboTkoil TpeboBaHUM K
IIporpaMMHO-aIlIapaTHbIM CPpEACTBAM YpoBeHb
porp p p Kox | E/O1.8 P 8
3alIUThl HH(OPMAIIMK KOMITbIOTEPHBIX KBaTH (UKL
3anMCTBOBAHO U3
OpuruHan 842
OpHUTMHAJIA
Kon Peructpauuonssiit Homep
OpHUTHHAJIA npodecCHOHATEHOTO
CTaHgapTa

TpynoBsie neicTBUS

Opranu3zanus pazpaOoTKi MOJENIN yrpo3 0€30MaCHOCTH M UX BO3MOKHBIX
HMCTOYHHKOB B KOMITBIOTEPHBIX CUCTEMAX M CETSIX

Omnpenenenne KaHAJIOB YTEUKH UHPOPMAIIMK B KOMITBIOTEPHBIX CHCTEMaX U
CeTsIX

Pa3zpaboTka MaTeMaTH4eCKUX MOJEJICH, pealn3yeMbIX B CPEACTBAX 3alUTHI
MH(OPMALIUU B KOMITBIOTEPHBIX CUCTEMAaX U CETIX




Onenka 3¢ (HeKTUBHOCTH pean3yeMbIX TEXHUUYECKUX PEIIeHUN B
KOMITBIOTEPHBIX CUCTEMAX M CETSIX

O1eHKa TEXHUKO-YKOHOMHYECKOTO YPOBHA pCAIN3YEMBIX TEXHUYCCKUX
pCHIeHI/Iﬁ B KOMIIBIOTEPHBIX CUCTEMAX U CETAX

Br16op cpeacTB 1 METOIOB 3aIIUTHl HH(POPMAITUH KOMIBIOTEPHBIX CUCTEM U
ceTren

Heo6xoaumeie ymeHus

O06001aTh HAYYHO-TEXHHUYECKYIO JTUTEPATypPy, HOPMATUBHBIE U
METOAMYECKHE MaTepHalIbl B 00JIaCTH 3aIUTHl HHPOPMAITUU

dopMHUpOBaTH MOJIENN YTPO3 U MOJIETU HAPYIIUTENS 0€30MaCHOCTH
KOMITBIOTEPHBIX CUCTEM

BrisBisate Hanbosee 1enecooOpasHble MOAX0Abl K 00SCIICYSHHIO 3aIIUThI
nH(pOpMaIUK KOMITBIOTEPHOU CHCTEMBI

Pa3pa6aTBIBaTB YaCTHBIE MMOJUTUKU OC30IMaCHOCTH KOMITIBIOTCPHBIX CUCTCM, B
TOM YHUCJIC ITIOJIUTUKH YIIPABJICHHUA JOCTYIIOM U PIH(l)OpMaIII/IOHHI)IMI/I
IIOTOKaMH

[IprMeHsATh HAMOHAJIBHBIE, MEXKTOCYIAPCTBEHHbBIE U MEKTYHAPOIHBIE
CTaHAaPTHI B 00J1aCTH 3aIIUTHI HH()OPMALIUU JJIs OIICHKH 3aIUICHHOCTH
KOMIIBIOTEPHON CUCTEMBI

[IprMeHSTh JEHCTBYOLIYIO 3aKOHOJATENIbHY IO 0a3y B 0071aCTH 00eCIeueHH s
KOMITBIOTEPHOH 0€301macHOCTH

YuraTh HOPMATUBHBIC U MCTOANYCCKUC NOKYMCHTHI 110 I/IH(1)OpMaHI/IOHHOI>'I
0€30IaCHOCTH HA aHTIMHCKOM SI3BIKE

Ocy1ecTBISITh IPUHATHE PEILIEHUH 0 HEOOXOIMMOCTH UCIIOJIb30BAHUS
IPOTPaMMHO-aNNapaTHBIX CPEACTB 3aIUTHI HH(OpMAIHH

HeoOxoanmeble 3HAaHUSA

[Topsimox opranu3anuu padoT 1o 3amure HHHOpMauu B KOMIIbIOTEPHBIX
CUCTEMAaX M CETAX

Mertobl U cpeAcTBa MOTy4YeHUs, 00pabOTKHU U nepeaayn nH(popMaIuy B
OTEpALIMOHHBIX CHCTEMAaX, CUCTEMax yIpaBieHus 0a3aMy JaHHBIX U
KOMIIBIOTEPHBIX CETAX

MeTtoapl aHaIM3a 0e30IMacHOCTH KOMITBIOTCPHBIX CUCTEM

BI/II[I)I aTaK 1 MEXaHU3MbI UX pCajin3allii B KOMIIBIOTCPHBIX CUCTEMAX

MeToapl BEIIBICHUS KaHAIOB YTCUKH HH(bOpMaHHI/I B KOMIIBFOTCPHBIX
CHUCTEMAxX M CCTAX

Metoapl 1 CpCACTBA 3aIIUTHI HH(bOpMaHHH B KOMIIBFOTCPHBIX CCTAX,
ONCPAIOHHBIX CUCTCMAX U CUCTCMAX YIIPABJICHUA OazaMu JaHHBIX

[TpuHIMIIBI TOCTPOEHUS CPEACTB 3aIIUTHI HHPOPMAIIMH KOMITBIOTEPHBIX
CUCTEM

(DOpMaJIBHBIe MOZCIIN YIIPABJICHUA NOCTYIIOM B KOMIIBIOTCPHBIX CUCTCMAX U
CETAX

Kpunrorpaduueckue anropuTMbl 1 0COOEHHOCTH UX MTPOrPaMMHOM
pean3aliy B KOMIIBIOTEPHBIX CUCTEMAX U CETIX

HopmaTuBHbI€ 11paBoBbI€ aKThl B 00JIACTH 3aIIUTHI HHPOPMAIUH

PykoBoasiue 1 MeToin4ecKue T0KyMEHThI YIIOJTHOMOUYEHHBIX (eiepabHbIX
OpraHOB HCIOJHUTEIBHOM BJIACTHU 1O 3aIIUTe HHPOPMAIMU U 00ECTIEYEeHUIO
0€30MacHOCTH KPUTHUYECKONU HH(OPMALIMOHHON HHPPACTPYKTYPbI

OpraHu3anroHHbIe MEPHI 110 3a1uTe HHPOpMALUU

HamponanbHble, MEXKTOCYIapCTBEHHBIC H MEXKyHAPOIHBIC CTAHIAPTHI B
o01acTy 3aIuThHl HHPOPMAITUH

Oco0Oble yclioBHsI TOMyCKa K




pabore

Hpyrue xapakTepucTUKU

3.5.2. TpynoBasi pyHkumst

HaumenoBanue

PyKkoBOACTBO MPOEKTUPOBAHUEM

MIPOTPaMMHO-aNIapaTHBIX CPEACTB
3aIUTHl THHOPMAITUH KOMITBIOTEPHBIX KBanuuUKaLuu
CHCTEM U ceTel

Kon | E/02.8 Ypoeih 8

[Ipoucxoxaenune 06001IEHHOM
TPYI0BOI QYHKINH

Opuruman X 3anMCTBOBAHO U3 842
OpUTHHAJA
Kon Peructpanuonssiii Homep
OpHUTHHANA po¢heCCHOHATHHOTO
cTaHaapTa

TpynoBble neicTBUs

Opranuzanus pa3paboTKu TEXHUYECKUX 3aJJaHU, SCKU3HBIX, TEXHUUECKUX U
pabouynx MPOEKTOB padoT IO 3aIuTe HHHOPMAITUU

Pa3paboTka miaHoB 1 rpadMKoOB IPOBEICHUS padOT 10 3amuTe HHPOpMAIHH

AHaM3 CyImECTBYIOMIMX METOJIOB U CPEICTB, IPUMEHIEMBIX ISl KOHTPOJIS U
3aIUThl HHQOpMAIIH

PazpaboTka mpeioskeHuil o CoBEpIICHCTBOBAHUIO CYLIECTBYIOIIUX METO/IOB
U CPEJICTB, IPUMEHSAEMBIX JUIsI KOHTPOJIS U 3alUThl UHQOpMALUH, U
HOBBIIIIEHUIO 3()(PEKTUBHOCTU FTOH 3aLUTHI

Pa3pa60TKa MPOCKTOB MPOTrPaMMHBLIX U alllIapATHLIX CPEACTB 3alINUThI
I/IH(l)OpMaI_II/II/I B COOTBCTCTBHUH C TCXHUYCCKHUM 3aJaHHEM

OrneHka TEeXHUKO-9KOHOMUYECKOTO YPOBHS U 3((EKTUBHOCTH MpeAiaraeMbIX
U pean3yeMblX TEXHUUECKUX PEUICHUM

ITpoBeneHue arrecTanyy NporpaMM U aIrOPUTMOB Ha MIPEIMET COOTBETCTBUS
TpeOOBaHUAM 3alIUTHl HHPOPMAIIUU

Heo6xoanmele ymeHust

HpOBOI[I/ITB HUCCICI0OBAaHUs C IICIIbIO HAXOXKICHUA HanOoJee I_[eJ'IeCOO6p83HBIX
MPAKTUYCCKUX peI_HeHI/Iﬁ 110 00ECIICUYCHUTO 3alllUThI I/IH(l)OpMaI_II/II/I

HpI/IMCHSITI) OTCYCCTBCHHBIC CTAHAAPTEI B obnactu 3alllUTHI I/IH(l)OpMaIII/II/I JUIA
MMPOCKTUPOBAHUA CPCACTB 3alIIUTHI I/IH(I)OpMaI_[I/II/I KOMHBI-OTCpHOﬁ CUCTCMBI

Pa3pabartbiBaTh apXUTEKTYpy U UHTEp(]ENChl CpeACTB 3alluThl HH)OPMALIUH,
IpOLEAYPbl BOCCTAHOBJIEHHS pab0OTOCIIOCOOHOCTH CPEJICTB M CUCTEM 3aLUThI
nocie cooeB

[Tonbupats 1 06001aTH HAYYHO-TEXHUYECKYIO JIUTEPATypPy, METOAMUYECKHUE
MaTepuaibl 0 MPOrPaMMHBIM M allllapaTHBIM CPEACTBaM U CIIOcO0am 3aIuThI
nH(pOpMalKy, B TOM YHCIIE Ha aHTJINHCKOM SI3bIKE

HCO6XO,Z[I/IMLIC 3HaHUA

Mertobl U cpeAcTBa MOTy4YeHUs, 00pabOTKHU U nepeaayn nH(pOpMaIMU B
OTIEpALIMOHHBIX CHCTEMAaX, CUCTEMax yIpaBieHus 0a3aMu JaHHBIX U
KOMITBIOTEPHBIX CETAX

Bupl aTak 1 MeXaHU3MBI UX pcajiM3alini B KOMIIBIOTCPHBIX CUCTEMAX

MeTtonps! 1 Cp€aAcCTBa 3alIUTEI I/IH(i)OpMaIII/II/I B KOMIIBIOTEPHBIX CCTAX,
ONCpalMOHHBIX CUCTEMAX U CUCTCMAX YIIPABJIICHUA 06azamu JaHHBIX

[TpUHIUIIBI TOCTPOCHUS CUCTEM 3aIUTHl HHPOPMAITUH KOMIBIOTEPHBIX
CHCTEM, B TOM YHCJIE aHTUBUPYCHOT'O IPOrPaMMHOI0 00ecriedeHus

Metoapl aHaIM3a 0e30IMacHOCTH KOMITIBIOTCPHBIX CUCTCM




TeopeTnko-4rciI0BbIC METOIBI M AJITOPUTMBI, IPUMEHSIEMBIE B CPEICTBAX
3alUTh MH)OpMAIIH

DopManbHbIE MOJIENIN YIPABICHUS TOCTYIIOM

IIpuHIUIIBI M METOIBI IPOEKTUPOBAHUS IPOrPAMMHO-AIIIAPATHOTO
obecneueHus

MCTOI[OJ'IOFI/II/I 1 TEXHOJOTI'uU p33pa60TKI/I MporpaMmMHOIo obecnieyeHus

[TpUHIMITEI ¥ METOJIBI YIIPABJICHUS TPOSKTaMHU B 001aCTH HH()OPMAIIMOHHON
0€e301acHOCTH

Kpunrorpaduueckue anropuTMbl 1 0COOEHHOCTH UX MTPOrPAMMHOMN
peanu3anuu

HopmatuBHBIE TPaBOBBIE aKThI B 00JIACTH 3aLIUTHI HH(OPMAIHN

PykoBoasiue 1 MeToanYecKue TOKyMEHTBI YIIOJTHOMOUYEHHBIX (hefiepaibHbIX
OpraHOB HUCIOJHUTEIBHOM BJIACTHU 1O 3a1uTe MHPOpMALUK U 00eCTIeUSHUIO
0€30MacHOCTH KPUTHYECKOU HH(POPMALIMOHHON HHPPACTPYKTYPbI

Opraau3anroHHbIE MEPHI 110 3aIuTe HHPOpPMAIUN

HaHI/IOHaJ'IBHBIe, MCKTOCYJAapCTBECHHBIC U MCKAYHAPOAHBIC CTAHAAPTLL B
o0acTy 3amuThl HHPOPMAITIH

OcoOble yciioBus J0IMyCKa K
pabote

Hpyrue xapakTepucTUKU

3.5.3. TpynoBasi pyHkuus

HaumenoBanme

[poucxoxaenre 06001IEHHO
TPYIOBOH (YHKIMH

PykxoBozcTBO pazpaboTKoit 1
TECTUPOBAHUECM CPCACTB 3allIUTHI VYpoBeHb
p p Kon | E/03.8 P 8
MH(pOpMAaIUK KOMITBIOTEPHBIX CHCTEM U KB HKALIH
ceTeit
3anMCTBOBAHO U3
Opurunan X 842
OpHUTHMHAJIA
Konx Peructpaumonssiit Homep
OpHUrHHAA podeCCHOHAIBLHOTO
cTaHgapTa

TpynoBsie 1eliCTBUS

KOHTpOJ'IB 3a pa3pa60TI<01"4 CpCACTB 3alllUThI I/IH(pOpMaI_II/II/I B COOTBCTCTBHHU C
TCXHUYCCKUM 3aJaHUEM

Opranuzanus paboT 1o Uccae0BaHUI0 MPOTrPAMMHO-aNNapaTHBIX CPEACTB
3alUThl UHGOPMAIIUU B KOMIIBIOTEPHBIX CUCTEMAX

Pa3zpaboTka mporpaMMHO-anmapaTHBIX CPEJICTB 3aITUTHI HHPOPMAIIUK B
KOMITBIOTCPHBIX CUCTEMAX

OTJ'IaI[Ka CO31aBaCMbIX CPCACTB 3allIUThI I/IH(l)OpMaI_[I/II/I

OpFaHI/ISaHI/ISI aTTeCTalluy IporpaMm 1 aJITOPUTMOB HA MMPEAMET COOTBECTCTBHUA
TpCGOBaHI/IHM 3alIUThI I/IHq)OpMaI_II/II/I

Pa3zpaboTka MaremaTnuecKux Mojieei 6€30macHOCTH KOMITBIOTEPHBIX CUCTEM

BrInonHenne KOHTPOJIBHBIX MTPOBEPOK PAbOTOCIIOCOOHOCTH U 3(ppeKTUBHOCTH
CHCTEM M CPEJCTB 3alUThl HH(pOpMAITIH

Heobxoaumbie ymeHus

Hcnonp30BaTh MpUeMbI 3aIIUTHOTO IPOrPaMMUPOBAHUS

Hcmons30BaTh IMPUEMBI 3allIUTHI OT TUIMUYHBIX aTaK Ha KOMIIBFOTCPHBIC
CHCTEMBI




HpI/IMeHﬂTI) MCTOJbI U IPHUEMBI OTJIAAKH

[TprMeHsITh METO/IbI U CPE/ICTBA TECTUPOBAHUS

Heo0xoaumble 3HaHUS

Mertoabl 1 cpeAcTBa NOIy4YEeHUs, 00paObOTKH U nepeaadn nH(HOpMAINK B
OTIEPALIMOHHBIX CHCTEMAaX, CUCTEMaXx yIpaBJiIeHUs 0a3aMy JaHHBIX U
KOMITBIOTEPHBIX CETSIX

MeTOI[bI H CPEACTBA 3alIUThI I/IH(bOpMaI_[I/II/I B KOMIIBIOTEPHBIX CCTAX,
ONCpalMOHHBIX CUCTCMAX U CUCTCMAX YIIPABJICHUSA O6azamu JaHHBIX

MeTOI[bI aHanu3a 0e30IacHOCTH KOMIIBIOTEPHBIX CUCTEM

[TpuHIMIBI TPOEKTUPOBAHMS AaHTUBUPYCHOTO ITPOrPaMMHOTO 00eCrieueHuUs

BI/I,Z[BI aTaK U MEXaHU3MbI UX pCajin3allii B KOMIIBIOTEPHBIX CUCTEMAX

HpI/IHHI/IHH IIOCTPOCHUS CUCTEM 3allIUThL I/IHq)OpMaI_[I/II/I KOMIIBIOTCPHBIX
CHCTEM

MeTo10510TuU ¥ TEXHOJIOTHH Pa3padOTKU MPOTPaAMMHOIO U aIllapaTHOTO
obecrieueHns

Kpunrorpaduueckue anropuTMbl 1 0COOEHHOCTH UX IIPOrPaMMHOM
peanzanuu

HOpMaTI/IBHHC IIPpaBOBLIC AKTHI B obnactu 3alIUThI I/IH(I)OpMaI_II/II/I

PykoBonsime u MeTOIMYECKUE TOKYMEHTHI YIIOJTHOMOUYEHHBIX (heIepaTbHBIX
OpPTraHOB HUCIOJHUTEIIBHOHN BJIACTH TI0 3aIIUTe HHPOpPMAHH U 00eCIICYCHHIO
0€30MacHOCTH KPUTHUYECKOU HH(POPMALIMOHHON HHPPACTPYKTYPbI

Opraau3anroHHbIE MEPHI 110 3aIUTe HHPOpMAIUN

HanuoHnansHbIe, MEXKTOCYAapPCTBEHHBIC U MEXKTyHAPOIHBIC CTAHIAPTHI B
obJsacTy 3amuThl HHGOPMAITUH

OcoOsle yciioBus J0IycKa K
pabote

Jpyrue xapakTepuCTUKN

3.5.4. TpynoBasi pyHKuus

PykxoBOACTBO COMPOBOKIACHUEM
a3pabO0TKHU CPEACTB 3aIUTEI VpoBeHb

HaumeHnoBanue pasp pea o Kon E/04.8 P 8

UH(POPMALIUU KOMITBIOTEPHBIX CUCTEM U KB/ HKALIH

cereit
TIpoucxosxaeHue 0600IIEHHO 3auMCTBOBAHO U3

P KL IlI Opwurunan X 842
TPYAOBOH (HyHKIIMU OpHUIAHaJa
Kon PeructpauuonHsiit Homep
OpHUTHHAIIA mpodeccnoHaTLHOTO
CTaHgapTa

TpynoBsie neicTBUS

KoHnTposb 3a pa3paboTkoi TEXHHYECKUX 3aJaHHi, INIAHOB U TpauKoB
MPOBEACHUS padOT MO 3amuTe HHPOPMAIIUA B COOTBETCTBUHU C JEHCTBYIOIAM
HOPMAaTUBHBIMHU U METOJIMYECKUMHU TOKYMEHTAMU

Pa3zpaboTka pekoMeHIaui 1 MPeI0KSHHII TI0 COBEPIIICHCTBOBAHUIO U
MOBBIICHHIO Y()()EKTUBHOCTH 3aIUTH HHGOPMAITIH

Cocrapnenue u 0oopMIICHHE pa3AeioB HAYYHO-TEXHHUECKUX OTYETOB

Onpenenenre NOTPEOHOCTH B CPEICTBAX 3aIIUTHl HHPOPMAIIUH, COCTABICHUE
3a51BOK Ha UX MPUOOpETEHHE ¢ HEOOXOIUMBIMUA 0OOCHOBAHUSMHU U PacyeTaMU

3aKIII0YeHUE COTVIAIEHUH U IOTOBOPOB C OpraHU3aIUsIMH,




MIPEIOCTABIISAIONIMMU YCIYTH B 00JIaCTH 3alUTHl UHPOPMAITUU

BrImonHeHue aTTecTaniy mporpaMm 1 allrOPUTMOB Ha MPEAMET COOTBETCTBHS
TpeOOBAHUAM 3aIIUTH HHGOPMAITTH

Opranuzanus KOHTPOJIBHBIX IPOBEPOK pabOTOCIOCOOHOCTH U
3G HEKTUBHOCTH CUCTEM U CPEJICTB 3AIUTHI HHPOPMALIUU

AHanmM3 CymecTBYIONINX METOI0B U CPE/ICTB, IPUMEHSEMBIX ISl KOHTPOJIS U
3aIUThl HHQOpMAIIH

Pa3paboTka nmpemiokeHuil o COBEpIIICHCTBOBAHUIO U IMIOBBIIICHUIO
3P PEKTUBHOCTH METOJIOB U CPEJICTB, IPUMEHSIEMBIX JUISI KOHTPOJISI M 3alIUThI
uHpopmaruu

[ToaroroBka MpOeKTOB HOPMATUBHBIX M METOAMUYECKUX MATEPHAJIOB,
perJaMeHTHPYIOMMX padoTy MO 3aluTe HHPOpMaLUU

Pa3paboTka opraHn3almOHHO-PACTIOPAIUTEIBHBIX JOKYMEHTOB I10 3aIUTe
uHpOopMaun

KonTpous 32 paboTOH 10 OIIEHKE TEXHUKO-IKOHOMUYECKOTO YPOBHS
pas3pabaTbIBa€MbIX Mep 10 3aIIUTe HHOOPMAIHH

MeTtoauueckoe pyKOBOACTBO pabOTO MO OLIEHKE TEXHHUKO-3KOHOMHYECKOTO
YpOBHS pa3padaThIBa€MbIX MEp M0 3aUTe HH(HOpMALIUU

KoHnTpouib 3a co0t0/1eHneM yCTaHOBJIEHHOTO MOPSKA BBHITTOJHEHUS padoT, a
TaKKe JCUCTBYIOLIETo 3aKoHo1aTenbeTBa Poccuiickoii @epeparuu npu
PEIICHUH BOTIPOCOB, KACAIOIIMXCS 3aIIUTHl HH(OPMAITIH

OpFaHI/I?:aIII/I?[ IMPOBCACHUA CIICHHUAJIbHBIX I/ICCJIGIIOBaHI/Iﬁ 1 KOHTPOJBHBIX
IMPOBCPOK IJIA BBIABJIICHHUA BO3SMOXXHBIX KaHAJIOB YTCUKH I/IH(l)OpMaIII/II/I

Heo6xoanmele ymeHust

cDOpMPIpOBElTI: MOZCIIN YI'PO3 U MOACIIN HAPYHIUTECIIA 0€30ITacHOCTH
KOMITBIOTCPHBIX CUCTEM

Pa3pa6aTLIBaTL YACTHBIC IMOJUTHKU OS30IMacHOCTH KOMIIBIOTCPHBIX CUCTEM, B
TOM YHUCJIC TIOJIMTUKHU YIIPABJIICHUA JOCTYIIOM U HH(bOpMaHHOHHLIMH
INOTOKaMH

HpI/IMeHSITI) HAallMOHAJIBHBIC, MCKTOCYAAPCTBCHHBIC U MCKAYHAPOIHBIC
CTaHapThI B obnactu 3alIUThI HH(bOpMaI_[I/II/I

[IpuMeHATh EHCTBYIONIYIO 3aKOHOIATENBbHYI0 0a3y B 00jacTu obecreueHus
3alUThl HH(OpMaLUu

Yurtath HOpMATUBHBIE U METOJUYECKHE TOKYMEHTHI 10 MH(GOPMAITMOHHOMN
0€30IMaCHOCTH Ha AHTJIMIUCKOM SI3BIKE

HCO6XO,Z[I/IMLIC 3HaHUA

Mertopbl 1 cpeacTBa NOTy4YeHUs, 00pabOTKH U nepeaadn nH(HOpMAaIIH

MeTo/1b1 BBISIBICHHS KAaHAJIOB YTEUKU MHGOpMAIUN

HOpﬂI{OK OopraHu3anun pa60T 110 3alIuTC I/IH(I)OpMaI_II/II/I

MeTop! MIIaHUPOBAHUS M OpPraHU3alMU IPOBEACHUS pabOT MO 3alUTe
uHpOpMalu 1 00eCTIeYeHHIO rOCy1apCTBEHHON TalfHbI

MeTopl TPOBEICHHUS CTICIIHATBHBIX UCCIIEIOBAHUNA U POBEPOK, padOT MO
3amuTe nHGopmManuu

MCTO,Z[BI " CPCACTBA 3alIUTHI I/IH(I)OpMaI_[I/II/I B KOMIIBFOTCPHBIX CCTAX,
OINCpalMOHHBIX CUCTEMAX U CUCTCMAX YIIPABJIICHUA OazamMu JaHHBIX

MeTtoapl aHaIM3a 0e30IMacHOCTH KOMITIBIOTCPHBIX CUCTCM

[TpuHIMIIBI TPOEKTUPOBAHUS AHTUBUPYCHOT'O IPOrPaMMHOT0 0OecTieyeHMs

BI/IZ[bI AdTaK 1 MCXaHU3MbI UX pCain3allui B KOMIIbIOTCPHLIX CUCTCMaX

[TpuHIMIIBI TOCTPOEHUS CUCTEM 3alIUThl UHPOPMAIIUU KOMITbIOTEPHBIX
CUCTEM

dopmaibHbIe MOAETHU YIIPABICHUS JOCTYIIOM




Kpunrorpadudeckue anroputMbl 1 0COOEHHOCTH X MMPOTPAMMHOMN
peanu3aniu

HOpMaTI/IBHBIe ITPAaBOBLIC aKTEI B obnactu 3alllHUThI I/IH(i)OpMaHI/II/I

PykoBonsiue u METOIUYECKUE TOKYMEHTHI YIIOJTHOMOUEHHBIX (heIepaTbHBIX
OpPTraHOB MCIOJHUTEIBHOHN BJIACTH TI0 3aIUTe HHPOPMAIHH U 00ECTICYCHHIO
0€30MMacHOCTH KPUTHUYECKOU HH(POPMALIMOHHON HHPPACTPYKTYPbI

Opraau3anroHHbIE MEPHI 110 3aIuTe HHPOpMALUU

HarmoHanbHbIe, MEKIOCYapCTBEHHBIC U MEKTyHAPOIHBIC CTAHIAPTHI B
o0JsacT 3amuThl HHGOPMAITUH

Oco0ble yCcIIoBUS IOIYCKa K
pabore

Jpyrue xapakTepuCTUKU

IV. CBenennsi 00 opranu3anusix — pa3padoTunKax npopeccCuoHaAIbHOI0 CTAHAAPTA

4.1. OTBeTCTBEHHAs1 OPraHU3ALUA-PA3PaAdOTUHK

IIpesunnent

Acconmanus 3amuTel nHOpMaIuu, ropoa Mocksa

Jlocs Bnagumup IlaBnoBuu

4.2. HamMeHOBaHMSl OpPraHU3alMii-pa3padoTYNKOB

AHO JIIO uenTp nosbimieHus kpanugpukanuu «AMCy, ropog Mocksa

ACCOI_II/IaI_II/ISI HpeI[HpI/IHTI/Iﬁ KOMIIBIOTCPHBIX U PIH(l)OpMaI_II/IOHHLIX TCXHOHOFHﬁ, ropong MockBa

OI'bY «BHUU tpyna» Muntpyna Poccuu, ropox Mocksa

AW~

MockBa

®YMO B cucreme Boiciiero oopazoanus mo YI'CHII «MuadpopmanrionHast 6€30mMacHOCTbY, TOPO/T

5 Axanemust ®Cb Poccun, r. MockBa




