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I. O0mue cBegeHus

Obecnieuenne 0ezonacHOCTH HHGOPMAIIMU B aBTOMAaTU3UPOBAHHBIX CHCTEMAX, 06.033
HCIIOJIb3YEMBIX B TOM YHCJIE HA 00BEKTaX KPUTHUUECKON MHPOPMAIIMOHHOM
UHQPACTPYKTYpPHhl, B OTHOILIEHUU KOTOPBIX OTCYTCTBYET HEOOXOAUMOCTh
IMPUCBOCHUSA UM KaTeI‘OpI/Iﬁ 3HAaYUMOCTHU

(HanMeHOBaHKe BH/a NPO(ECCHOHATBLHOM eI TeTbHOCTH) Kon

OcHoBHas 11e1b BUJa NPO(HeCCHOHATBHON AEATEIbHOCTH:




[ToBpIIEHNE 3aIUIIEHHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM, (PYHKIIMOHUPYIOLIUX B YCIOBUAX
CYIIIECTBOBAHHMSI yIp03 B HHGOPMAITMOHHOH cdepe U 00agaroniux nHHOPMAIMOHHO-TEXHOIOTHUECKUMU
pecypcamu, MOANSKAINUMU 3aIIUTEe, UCTIOIB3YEMBIX B TOM YUCIIE Ha 00BEKTAaX KPUTUICCKOM
nH(OpMAMOHHON HHPPACTPYKTYPHI, B OTHOIICHUU KOTOPBIX OTCYTCTBYET HEOOXOAUMOCTH MPUCBOCHHS UM
KaTEropuii 3Ha4NMOCTH

I'pynna 3ansTuii:

1213 PykoBoauTenu B o01acTu 2512 PazpaboTunku nmporpaMMHOTO
ONpeIeTCHUs TOJIUTUKU U obecrnieueHus
IJIAHUPOBAHUS AESTEIIBHOCTU
2523 CriennanucThl 10 KOMIBIOTEPHBIM 3513 CriennanucTbI-TEXHUKHU 110
CeTsIM KOMITBIOTEPHBIM CETSAM U CUCTEMAM
(xomx OK3) (HaMeHOBaHNE) (xox OK3) (HaMMeHOBaHUE)

OTHeceHHE K BUaAaM SKOHOMHUYECKOH JACATCIIbHOCTH

62.09 JlesTenbHOCTD, CBA3aHHAS C MUCIIOJb30BaHUEM BBIUMCIUTEIHPHON TEXHUKH 1
MH(POPMAITMOHHBIX TEXHOJOTHM, ITpoYast

(kox OKB3/) (HaMeHOBaHUE BUJA SKOHOMHUYECKOH JIeATETHbHOCTH)



II. Onucanue TPyaA0BbIX PYHKUMHA, BXOAALIUX B IPO(eCcCHOHANBHBIN cTaHAAPT (PYHKIHOHAIbHAN KAPTAa BUAA
npo¢ecCUOHATBLHOM 1eATeIbHOCTH)

O0600u1eHHBIE TPYIOBbIE PYHKIUU

Tpynossie pyHKINT

YPOBEHb
KOJT HAaNMEHOBAHUE YPOBCHD HAaMMEHOBAHUE KOJI (motypoBeHb)
KBaTM(UKAITIH KBanhHKaLH
A |OO6cny)XKHMBaHUE CUCTEM 3aIUTHI 5 [TpoBeneHNE TEXHUUECKOTO OOCITYKUBAHHS CHCTEM 3aIUThI A/01.5 5
uH(pOpMaIlMK B aBTOMAaTU3HUPOBAHHBIX nH(pOpMallK aBTOMATU3UPOBAHHBIX CUCTEM
CHCTEMaX, UCIOJIb3YEMbBIX B TOM YHUCJIIE BeneHnne TexHUUYECKON JOKYMEHTAIMH, CB3aHHOMU C A/02.5 5
Ha 00BEKTaX KPUTUYECKON AKCIUTyaTalueil cucteM 3aiuThl HHPOpMAIUU
UH(POPMALMOHHON HHPPACTPYKTYPHI, B ABTOMATHU3UPOBAHHBIX CHCTEM
OTHOIICHUH KOTOPBIX OTCYTCTBYET Ob6ecrieueHne 3aUThl HHPOPMAIIMH ITPU BBIBOJIE U3 IKCILTyaTallHN A/03.5 5
HEOOXO0JMMOCTh TPUCBOCHUS UM ABTOMATHU3UPOBAHHBIX CHCTEM
KaTeropuii 3HaYUMOCTH
B |O6Gecneuenue 3anmuthl ”HGOPMAIIMH B 6 JlmarHocTuka CUCTEM 3aIUThI HHPOPMAIIMH aBTOMATH3UPOBAHHBIX B/01.6 6
AaBTOMATHU3UPOBAHHBIX CHCTEMAX, CUCTEM
HCIIOJIb3YEMBIX B TOM YHCIIE HA AJIMUHHCTPUPOBAHUE CUCTEM 3ALIUTHI HH(POpMALUU B/02.6 6
00BEKTAX KPUTHUECKOM ABTOMATHU3UPOBAHHBIX CHCTEM
MH(POPMALMOHHOM HHPPACTPYKTYPEI, B VYmpasnenue 3anuToi ”HGOPMAIIUU B aBTOMAaTU3UPOBAHHBIX B/03.6 6
OTHOLIEHUH KOTOPBIX OTCYTCTBYET cUcTeMax
HEOOXOIMMOCTh NPUCBOEHHS UM OGecneyeHue pabOTOCTIOCOOHOCTH CUCTEM 3aIIUTHI HH(DOpMAIUn B/04.6 6
KaTeropuii 3Ha4MMOCTH, B TIpoLecce TP BOBHUKHOBEHUY HEIITATHBIX CUTYAINN
UX SKCIUTyaTallnu MOHMTOPHUHT 3aIIUIEHHOCTH UHPOPMAIUH B B/05.6 6
ABTOMATU3UPOBAHHBIX CUCTEMAaX
AyIuT 3alIMIIEHHOCTH HH(OPMAIMK B aBTOMaTU3UPOBAHHBIX B/06.6 6
CUCTEMAX
VYcTaHOBKa M HACTPOMKa CPEJCTB 3aLIUTHI HH(OPMAIHH B B/07.6 6
ABTOMATU3UPOBAHHBIX CHCTEMAaX
Pa3paboTka opraHM3alluOHHO-PACTIOPATUTENBHBIX JOKYMEHTOB 110 B/08.6 6
3amuTe UHPOpPMAaIMK B aBTOMAaTU3UPOBAHHBIX CUCTEMAaxX
AHaIN3 ysI3BUMOCTEH BHEAPSAEMON CHCTEMBI 3aIIUTHI HHPOpMaLUU B/09.6 6
Brenpenue opraHu3alimoOHHBIX MEp T10 3aIuTe HHHOpPMAIUU B B/10.6 6




ABTOMATH3UPOBAHHBIX CUCTEMAX

PazpaboTka cuctem 3ammTh TecTupoBaHue CUCTEM 3aIUTHI HHPOPMAITTH C/01.7
uH(pOpMalli aBTOMAaTU3UPOBAHHBIX ABTOMATHU3UPOBAHHBIX CHCTEM

CUCTEM, UCIIOJIb3YEMBIX B TOM YHCIIE Pa3paboTka MpOeKTHBIX PELUICHUH 1O 3alKTe HHOOPMAIHH B C/02.7
Ha 00BbEKTaX KPUTHUECKOU ABTOMAaTU3UPOBAHHBIX CUCTEMAX

MH(OPMAIMOHHON UHPACTPYKTYPEL, B Pa3paboTka sKcIuTyaTalimnOHHOM TOKYMEHTAIlUA Ha CHCTEMBI C/03.7
OTHONIICHUH KOTOPBIX OTCYTCTBYET 3alUThl MHOOPMAIH ABTOMAaTH3UPOBAHHBIX CHCTEM

HEOOXOIMMOCTD IPUCBOEHHUS UM Pa3zpaboTka nmporpaMMHBIX U POTPAMMHO-AITIAPaTHBIX CPEJICTB C/04.7
KaTeropuii 3Ha4uMMOCTH JUTSL CUCTEM 3alIUThl HH(POPMAIIUN aBTOMAaTU3UPOBAHHBIX CUCTEM
®opmupoBaHue TpeOOBAHUMN K 3alllUTE ObocHOBaHNE HEOOXOAMMOCTH 3aIIUTHI HHPOPMALIUU B D/01.7
uH(pOpMaIlMK B aBTOMAaTU3HPOBAHHBIX ABTOMATHU3UPOBAHHOW CUCTEME

CUCTEMAX, UCIIOJIb3YEMBIX B TOM UHUCIIE Onpenenenne yrpo3 6e3onacHocTd HHPOpMauu, 00padaThIBaeMOi D/02.7
Ha 00BEKTaX KPUTUUECKOU ABTOMAaTU3UPOBAHHON CUCTEMOM

MH(OPMALMOHHON UHPPACTPYKTYPBI, B Pa3paboTka apXUTEKTypbl CUCTEMBI 3aIIUThI HH(POpMALIUK D/03.7
OTHOIIEHUU KOTOPBIX OTCYTCTBYET ABTOMATU3UPOBAHHOM CUCTEMBI

HE00X0IUMOCTh IIPHUCBOCHUS UM MO,Z[CJIHpOBaHI/Ie 3alIUIICHHBIX aBTOMaTH3UPOBAHHBIX CUCTEM C D/04.7

KaTeropuii 3Ha4MMOCTH

LEJIBIO aHANT3a UX YA3BUMOCTEN U 3(h(h)eKTUBHOCTHU CPENICTB U
Croco00B 3alUThl HH()OPMAITIH




I11. XapakrepucTuka 00001ieHHBIX TPYAOBBIX GyHKIMIT

3.1. O0o0menHas TpyaoBasi pynknus «O0caykuBaHue CHCTEM 3alIUTHI HH(popManun B
ABTOMATH3HMPOBAHHBIX CHCTEMAaX, HCIOJIb3yeMbIX B TOM YHcCJie HA 00beKTaX KPUTHYECKOH
HHPOPMALMOHHOI HHPPACTPYKTYPbI, B OTHOLIEHUH KOTOPBIX OTCYTCTBYeT HE0OX0AUMOCTh
NPUCBOEHUS] UM KATEropuii 3HAYUMOCTH

OO0cyX1BaHNE CUCTEM 3alUThI
UH(pOpPMAaLIUU B aBTOMATU3UPOBAHHBIX
cucTeMax, MCI0JIb3yeMbIX B TOM YHUCIIE Ha
00BEKTaX KPUTUYECKOU
UH(POPMALMOHHON HHPPACTPYKTYPHI, B
OTHOILIEHUH KOTOPBIX OTCYTCTBYET
HE00XO0JMMOCTh IPUCBOEHUS UM
KaTeropuii 3HaYMMOCTH

YposeHnb

HanmenoBanue
KBaTU(UKAITHA

Kon A

Opurunain

[Ipoucxoxaenne 0600MCHHO 3auMCTBOBAaHO U3
TPYAOBOH (HyHKIIHA OpHUTHHAIIA

Kox PeructpannonHsiii Homep
OpUrHHaIa npodeccroHanbHOrO
cTaHaapra

BosmoskHbie HanMeHoBaHus | TexHuK no 3ammre nHpopmMarun | kareropun
JOJDKHOCTEH, mpodeccuii Texnuk o 3amure nHpopmanuu Il kateropuu
TexHuk no 3amure nHGOpMaIUU

TpeboBanust k oOpazoBanuio | Cpennee mpodeccuoHaibHOE 00pa30BaHUe — MPOTrPaMMBbI MOJTOTOBKH
1 00Y4ICHHUIO CTIEUAIIMCTOB CPEHETO 3BEHA 110 MPOQHITIO IEATEILHOCTH

TpeboBaHMs K OIBITY Jlist TOJKHOCTEH ¢ KaTeropuel — onbIT paboThl B JODKHOCTHU € 0oJiee HU3KOM
NPaKTUYECKON paboThI (mpenuiecTByOIEH) KaTeropuel He MEHee 0JTHOTO To/a

OcoOsle yciioBus A0MycKa K |-
pabote

pyrue xapakTepucTUKU PexoMeHnyercst JOMOIHUTENBHOE MPOPecCHOHANIbHOE 00pa3oBaHHE —
MIPOrpaMMbI MOBBIIIEHUS KBaIM(UKALMK B 00J1aCTH UH(POPMALIMOHHOM
0€3011aCHOCTH

I[OHOHHI/ITCJILHBIC XapaKTCPUCTUKU

HaunmenoBanue 6a30B0ii TpyMIibl, JOJKHOCTH

Haunmenosanue noxymMeHTa Ko
HOKY g (mpodeccun) WK CrieHUaIbHOCTH

OK3 3513. CrnenuanucTel-TEXHUKN IO KOMIIBIOTEPHBIM CETSIM U
CUCTEMaM

ETKC nmn EKC TexHuk no 3amure uHGOpMaIUU

OKIIATP 27032 TexHuk no 3amure HHOpMaALUU

OKCO 2016 2.10.02.02 Nudopmannonnas 6e30macHoCTb
TEJICKOMMYHHUKAIIMOHHBIX CHCTEM

2.10.02.03 Nudopmanmonnas 6€301MacHOCTh aBTOMATHU3UPOBAHHBIX
CHCTEM

3.1.1. TpyaoBasi pyHkumst



HanmenoBanue

IIpoucxoxaenne 0600meHHO
TPYAOBOH (HyHKIIHA

[IpoBeneHne TEXHUYECKOTO
00CIIY>)KUBAHUS CUCTEM 3aIATHI VposeHb
y Kox | A/01.5 P 5
I/IH(bOpMaI_[I/II/I aBTOMAaTU3UPOBAHHBIX KBATAQUKAINA
CUCTEM
3anMCTBOBAHO U3
Opurunan X 843
OpHUTHHANA
Kon PeructpanmonHsiit Homep
OpHUrHHAA podeCCHOHANTBLHOTO
cTaHaapra

TpynoBsie 1eicTBUS

[TpoBepka pabOTOCIOCOOHOCTH CUCTEMBI 3aIIUTHI HHPOPMAIUH
ABTOMATU3UPOBAHHOM CUCTEMBI

KOHTpOJ'IB COOTBCTCTBUA KOHq)I/IpraLII/II/I CHUCTCMBI 3allIUThI I/IHq)OpMaI_II/II/I
aBTOMaTI/I3I/IpOBaHHOI71 CHUCTCMEI €€ SKCHHyaTaHHOHHOﬁ AOKYMCHTallUU

KoHTponb cTaOUIBHOCTH XapaKTEePUCTUK CUCTEMBI 3alIUTH HH()OpMAIIH
ABTOMAaTU3UPOBAHHON CHCTEMBI

HeobOxonumelie ymeHus

KoudurypuposaTs mapaMeTpbl CHCTEMBbI 3aIIUTHI HH(POpMAIHH
ABTOMAaTU3UPOBAHHOM CUCTEMBI B COOTBETCTBHUU C €€ IKCIUTYaTAllMOHHON
JIOKYMEHTaluen

O6Hapy>I(I/IBaTI> " YCTPpaHATh HCUCIIPABHOCTH CUCTCMBbI 3aIIIUThI I/IH(1)OpMaI_II/II/I
aBTOMaTI/I3I/IpOBaHHOI>'I CHUCTCMBI COI'JIACHO 3KCHJ'IyaTaI_II/IOHHOI71 JOKYMCHTalluN

HpOI/I3BOI[I/ITL MOHTaX U JUAIrHOCTUKY KOMIIBIOTCPHBIX ceTei

Hcnonb30BaTh TUIOBBIE KPpUNTOrpaduyecKue CpecTBa 3alllUThI
nH(pOpMalU, B TOM YHCIIE CPEACTBA FIEKTPOHHON MOANNCH

HCO6XO,[[I/IMLIC 3HaHUA

TunoBkle cpeacTBa U MCTOAbI 3allIUTHI HH(bOpMaHHH B JIOKAJIBHBIX U
r7100aJbHBIX BEIYUCIUTEILHBIX CETIX

bazoBas koHpuUrypanus cucTemMsl 3alIUThl HHPOPMALIUU
ABTOMAaTU3UPOBAHHOM CUCTEMBI

Oco0eHHOCTH TPUMEHEHHUS TPOTrPAMMHBIX U IIPOrpaMMHO-aIapaTHIX
CPEJICTB 3alUThl HHPOPMAIIMU B aBTOMAaTU3UPOBAHHBIX CHCTEMAX

Tunosble cpeAcTBa, METOIbI M TPOTOKOJIBI UIEHTU(PUKALINHY, Ay TEHTU(PUKALUU
Y aBTOPU3aLUA

HOpMaTI/IBHHe IMPaBOBBLIC AKTHI B o0actu 3alllUThI I/IH(I)OpMaI_II/II/I

OpraHuzanvoHHbIE MEPHI 110 3alIUTe HH(OPMaLUN

Oco0ble ycIIoBUS I0ITyCKa K
pabore

Jpyrue xapakTepucTHKH

3.1.2. TpynoBas pyHKuus

HanmeHnoBanue

Benenue TeXHUUECKOW JOKYMEHTALUH,
CBA3aHHOM C 3KCIUTyaTalluel CUCTEM

3alUThl HH(pOpPMALUU KBaIMpUKALIH
aBTOMaTH3UPOBAHHBIX CHCTEM

Kon | A/02.5 Yposern 5

IIpoucxoxaeHure 0600IIeHHOM
TPYAOBO# (HyHKIIMU

X 3anMCTBOBAHO U3 843

Opuruzan
OpHTrHHAaNa

Kon Perucrpannonusiit Homep




OpHUTHHAA podeCcCHOHANTBLHOTO
cTaHaapra

TpynoBsie 1eicTBUS

Benenue 1okyMeHTOB yueTa, 00pabOTKH, XpaHEHUs U epeaadn HHPopMauu
OTPAaHUYEHHOTO J0CTyIa

NudopmupoBanue nepconana o6 yrposax 6€30macHOCTH HHPOPMAIHH

WNudopmupoBanue nepcoHana o mpaBuiax dKCIUTyaTalliid CHCTEMBbI 3aIIUThI
ABTOMATU3UPOBAHHOW CUCTEMBI ¥ OTACIBHBIX CPEICTB 3alUTHl HHPOPMAITIH

Beznenue npoToOKOJIOB U KypHAJIOB Y4eTa IIPU U3MEHEHUH KOH(PUTYpaITIH
CHCTEM 3aIIUTHI HHPOPMALIUU aBTOMATU3UPOBAHHBIX CUCTEM

Benenue npoTokoJI0B U )KypHAJIOB y4eTa IIPH OCYIIECTBICHUH MOHUTOPUHTA
CUCTEM 3alllUThl UH(POPMALIMKY aBTOMATHU3UPOBAHHBIX CUCTEM

BeneHue MpoTOKOJIOB U )KYPHAJIOB y4eTa IPU OCYILECTBICHUH ayAUuTa CUCTEM
3alUThl HH(GOPMALMK aBTOMATU3UPOBAHHBIX CUCTEM

[ToaroroBka cBeeHUI 00 OTCYTCTBUM HEOOXOUMOCTU IPUCBOEHUS
KaTeropuil 3HAUUMOCTH 00BEKTY KPUTHYECKON HH(OPMAITMOHHON
UHPPACTPYKTYPHI, HA KOTOPOM HCIOJIB3YETCsl aBTOMATU3UPOBAHHAS CUCTEMA,
¥ HaIlpaBJICHHE B TUCHBMEHHOM BHUJI€ ATUX CBEJCHUN B (peiepabHbIi Opran
UCITIOJIHUTEJIbHOW BJIACTH, YIIOJTHOMOYEHHBINH B 001aCTH 00ecreueHust
0€301acHOCTH KPUTUYECKON MH(POPMAIMOHHONW MHPPACTPYKTYPbI
Poccuiickoii @eneparuu, Mo yTBepkKIeHHOU UM hopme

HeobOxonumelie ymeHus

OdopMIIsATh TOKYMEHTAIIHIO TI0 PETIAMEHTAIIUU MEPOTIPUATHAN U OKa3aHUIO
yCIIYT B 00JIaCTH 3aIIUTHI UHPOpPMAIHH

O(l)OpMJ'I?[TI) TEXHUYCCKYIO JOKYMCHTAIIUIO B COOTBETCTBUU C HOPMATHBHBIMU
IMIPpaBOBbBIMH dAKTaMHU B o0JacTu 3alIUThI I/IH(i)OpMaIII/II/I

HCO6XOL[I/IMLIC 3HaHUA

HOpMaTI/IBHHe IIPaBOBBLIC AKTHI B o0actu 3alllUThI I/IH(I)OpMaI_II/II/I

OcCHOBHBIE METOJUYECKHE U PYKOBOASIINE JOKYMEHTHI (hefiepaibHbIX
OpraHOB UCIOJHUTEIBHOM BIACTH, YITOJTHOMOUYEHHBIX B 00JIaCTH 00ecreueHus
UH(POPMALIMOHHOM 6€30MacHOCTH, 6€30MaCHOCTH HH(POPMALIUHU B KIIIOUEBBIX
cucreMax HHPOPMALMOHHON HH(PPACTPYKTYPHI, IPOTUBOICHCTBUS
TEXHUYECKUM Pa3BeJIKaM M TeXHUYECKOH 3aluThl HH(pOpMaIuu

OKcITyaTallMOHHAs U IPOEKTHAs TOKYMEHTAllUsl Ha aBTOMaTH3UPOBaHHYIO
CUCTEMY

OcHOBHBIE METO/Ibl OpPraHU3AIUH U TPOBEICHUS TEXHUYECKOTO
00CTyKUBaHUSI TEXHUYECKUX CPENICTB MH(OpMATHU3ALIUN

OpFaHI/I3aL[I/IOHHBIC MCPBI 110 3alIUTC I/IH(I)OpMaI_II/II/I

Oco0ble ycIIoBUS I0ITyCKa K
pabote

[pyrue xapakTepuCTUKN

3.1.3. TpynoBasi pyHKuUA

[Ipoucxoxaenune 06001IEeHHOM

Obecrnieuenue 3amUThl UHGOPMALIUK TTPU
YpoBeHb
HaumenoBanme BBIBOJIE U3 IKCILTyaTalluu Kon A/03.5 5
KBaJH(pUKanu
ABTOMATHU3UPOBAHHBIX CHCTEM
3auMMCTBOBAHO U3
Opurunan X 843
OpurrnHaja

TPYIOBOH YHKIMH

Kon PeructpauuoHHsiit Homep




OpHUTHHAA podeCcCHOHATBHOTO
cTaHaapra

TpynoBsie neiicTBus Bkirouenne B opraHu3aliMOHHO-PACIOPSIUTEIBHBIC TOKYMEHTHI 110 3aIUTe
uHpOpMaLUU TPOLEAYP YHUUYTOKEHUS (CTUpaHusl) HHPOpMaLUU Ha
MAIIMHHBIX HOCUTEJIAX, & TAK)KE KOHTPOJISI YHUUTOXKEHUS (CTUPAHUS)
uHpopMaun

YHuutoxenue (crupanue) nHGOpMaluy Ha MAIIUHHBIX HOCUTEINSX IPU UX
nepegadye Mexay I0JIb30BaTeNIIMU, B CTOPOHHHUE OpraHU3aL|H JIJIsl PEMOHTA
WIM YTWIN3ALNHY, a TAK)KEe KOHTPOJIb YHUUTOKEHHUS (CTUpAHUS)

duznyeckoe yHUUTOKEHUE MAIIMHHBIX HOCUTENel nHpopMaluu,
o0OpabaTeIBacMOI aBTOMAaTU3UPOBAHHON CHCTEMOM

ApxuBupoBaHue HHPOpMauu, 00pabaTsIBAEMO aBTOMATU3UPOBAHHON
CUCTEMOM

HeobOxonumele ymeHus Vcronp30BaTh MpOrpaMMHBIE CPEICTBA TSl apXUBUPOBAHMS UH(OpMAIHN

Hcnonp30BaTh MpOrpaMMHbBIE M TPOrPAMMHO-AIIAPATHBIE CPEICTBA IS
YHUYTOXXEHUS (CTHpaHusl) MHPOpMAIK U HOCUTeNnel nudopmanuu

Hcronp30BaTh THIIOBBIE KPUNITOTPaUIECKUE CPEACTBA 3AIIUTHI
uHpOpMaLKHY, B TOM YHCIIE 3JIEKTPOHHYIO MOAINUCH

HeobOxonumele 3HaHMs [Tponeryps! apxuBHpOBaHUs HHPOpPMALIUHU, 0OpadaThIBAEMOI
aBTOMAaTU3UPOBAHHOW CHCTEMOM

Ha3nauenue u npuHIUIBI pa00Thl OCHOBHBIX Y3JI0B COBPEMEHHBIX
TEXHUYECKHUX CPENICTB HH(OpMaTH3AINH

OpFaHI/ISaHI/IH TEXHUYCCKOI'O 06CJ'IY)I(I/IB8.HI/I$I U pEMOHTA KOMIIOHCHTOB
aBTOMaTI/I3I/Ip0BaHHOI>'I CUCTEMBI

[Tpouenyps!l yHUUTOXKEHUS (CTUpaHUs) HH(DOPMALIUK HA MAllIMHHBIX
HOCHUTEJISIX, @ TAKKE KOHTPOJISI YHUUTOXKEHHS (CTUpaHUs) HHGOpMauu

HopmaTuBHbI€ ITpaBOBbIE aKThl B 00JACTH 3aIIUTHI HH()OpMAIH

OcHOBHBIE MCETOAUYCCKUC U PYKOBOJAIMINUC NOKYMCHTHBI YIIOJTHOMOYCHHBIX
(pez[epaanHX OpTraHOB HCIIOJHUTEILHON BIACTH I10 3aIIUTE I/IH(I)OpMaI_[I/II/I

OcoOsle yciioBus J0IycKa K
pabote

[pyrue xapakTepuCTUKH -

3.2. O600mennas TpynoBas pynkuus «Qdecneyenue 3aluThl HHYOPMALMH B ABTOMATH3MPOBAHHBIX
CHCTEeMAaX, HCIO0JIb3yeMBbIX B TOM YHCJIe HAa 00beKTaX KPUTHYEeCKOH HH(pOpMaIMOHHOI
HH(PPACTPYKTYPhI, B OTHOLICHHH KOTOPBIX OTCYTCTBYET HE00X0AMMOCTH NPHCBOCHUSI UM KATErOpui
3HAYMMOCTH, B IPoLecce UX IKCIUIYATALMI»

ObecnieueHue 3amUThl UHPOPMAIINH B
AaBTOMATHU3MPOBAHHBIX CHCTEMAX,
UCIIOJIb3YEMBIX B TOM YHCJI€ HAa 00BEKTax
KPUTHYECKON MH(OpMAITMOHHON Ko B VYpoBeHb 6
UHPPACTPYKTYPHI, B OTHOILICHUH KBaIMbUKALHH
KOTOPBIX OTCYTCTBYET HEOOXOIUMOCTh
MIPUCBOEHUS UM KaTErOpHUil 3HAYUMOCTH,
B IIPOLIECCE UX IKCILUTyaTalluu

HaunmenoBanue

IIpoucxoxaeHure 0600IeHHOM 3aMMCTBOBAHO U3
N Opurunan X
TPYIOBO# GYyHKIMH OpHUrHHANa




Kon Peructpannonusiii Homep
OpHUTHHAIIA podecCHOHATEHOTO
cTaHaapTa

Bo3moxnbie HaumeHoBaHus | MHxkeHep 1o 3amure nHbopManuu

JOJDKHOCTEH, podeccuii Crneruanuct no 3amure nadopmaruu I kateropun

Crnenuanuct no 3amute uadopmaiuu Il kareropuu

Crnennanuct o 3amure nHhopMauu

WmxeHep-nporpaMMUCT 10 TEXHUYECKOH 3ammuTe nHpopmanuu I kareropun
HmxeHep-nporpaMMUCT 10 TEXHUYECKOH 3amuTe nHpopmarmu 11 kateropuu
WmxeHep-nporpaMMHUCT 10 TEXHUYECKOH 3aIuTe HH(GOpMaIUu
Nuxenep-nporpamMmmuct I xareropuu

Nuxenep-nporpammuct Il kaTeropuun

Nuxenep-nporpammuct III kareropuu

NHxxeHep-nporpaMMHCT

TpeGoBanwmsi kK 00pa3oBanuio | Bricmiee oOpazoBanue — OakagaBpuar B 001acTi HHOOPMATMOHHON
U 00yUYEHUIO 0€301acCHOCTH

TpeboBaHMs K OIIBITY Jl1g NOoIKHOCTEH ¢ KaTeropueil — onbIT padoThl B JOJKHOCTHU ¢ 00Jiee HU3KOM
IPAKTUYECKON pabOoThI (mpeniiecTByOIIEH) KaTeropueil He MeHee OHOro roja

OcoOsie ycroBus aomycka Kk | Hamuuue gomycka kK rocy1apcTBeHHOHU TaitHe (Ipu HeoOX0IUMOCTH)
pabore

Hpyrue xapakTepucTUKU —

I[OHOHHI/ITCJ'ILHBIC XapaKTCPUCTUKHU

HaumenoBanue 6a30B0ii rpymnbl, JOTKHOCTH
HaunmenoBanue nokymeHTa Kon
(mpodeccun) WK crienuanbHOCTH
OK3 2523. CrienuanucThl 10 KOMIBIOTEPHBIM CETAM
ETKC unmu EKC Nnxenep-nporpaMMucCT (IIPOTPaMMHUCT)
NHxeHep-nporpaMMHUCT 110 TEXHUYECKOU 3aluTe
uHbopManun
OKIIATP 22567 Wmxenep no 3amure HHGOpMaun
22824 NHkeHep-nporpaMMuCT
26579 Crnenuanuct no 3amure HHpopMauu
OKCO 2016 2.10.03.01 WNupopmanronHas 6€30macHOCTb
3.2.1. TpynoBasi pyHKuUA
JlnarHocTHKa CUCTEM 3aLUThI v
HaumenoBanue  |MH(OPMALIUU aBTOMATU3UPOBAHHBIX Kon B/01.6 PABCHD 6
KBaJH(pUKanu
CUCTEM
IIpoucxoxaenne 0600MECHHOM 3aMMCTBOBAHO U3
. OpuruHan X 843
TPYAOBOH (HyHKIIHN OpHUruHaa
Kon PeructpauuoHHsiit Homep
OpHUTHHAJIA poheCCHOHATBHOTO

cTaHaapra



TpynoBsie neiicTBUS

OO6napysxeHue MHIMICHTOB B MPOIlecce IKCIUTyaTallil aBTOMaTH3UPOBAHHOM
CHUCTEMBI

Nnentudukanys MHIUASHTOB B MPOIIECCE IKCIUTyaTalluH
ABTOMAaTU3UPOBAHHOW CHCTEMBI

OnueHka 3aluIIeHHOCTH aBTOMATU3UPOBAHHBIX CUCTEM C TOMOIIBIO TUITOBBIX
MIPOrPaMMHBIX CPEJICTB

yCTpaHeHI/Ie HOCJIC[[CTBI/Iﬁ WHIOUICHTOB, BOSHUKIIHNX B IIPOLCCCC
OKCILTyaTaluun aBTOMaTHSHPOBaHHOﬁ CHUCTCMBbI

Pacuer nokasareneit appexTuBHOCTH 3aUTHI HHGOPMAIUH,
oOpabaTeiBaeMOl B aBTOMATU3HUPOBAHHBIX CHCTEMaX

NHcTpyMeHTalbHBIN KOHTPOJIb MoKa3aTenel 3(eKTUBHOCTH 3aIllUThI
nHpopmanuu, oopadaTeiBa€MOi B aBTOMAaTU3HPOBAHHBIX CHCTEMAaX

Heo6xoaumeie ymeHus

OHpGI[GJISITB HUCTOYHUKU U NPUYINHBI BOSHUKHOBCHUSA NHIUACHTOB

OI_ICHI/IBaTB IOCJICACTBUA BbIAIBJICHHBIX HHIITMACHTOB

OO6Hapy>XK1BaTh HapyUIECHUsI IPABUJI pa3rpaHUUYEeHUs] TOCTya

YceTpaHAaTh HapyLIEHUs IPABUII PA3TPAHUYEHHUS TOCTYIIA

OCYH_[CCTBJ'ISITL KOHTPOJIb obecrieyeHus YPOBHA 3allIUIICHHOCTH B
ABTOMATHU3UPOBAHHBIX CUCTCMAX

Hcnonb3oBatk kpunTorpaguueckue METOIbI U CPEICTBA 3AIUTHI
nH(pOpMaLIUY B aBTOMATU3UPOBAHHBIX CHCTEMaX

HeoOxoaumeble 3HaHUSA

HopmartuBHBIE TpaBOBBIC aKThI B O0JIACTH 3aIIUTH HH()OPMAIIH

HarnpionanbHbIe, MEXXTOCYIapCTBECHHBIC U MEXKIyHAPOIHbIC CTAHIAPTHI B
00J1aCcTH 3aIuTh HHGOPMAITIH

PYKOBOIUIHH/IG U MCTOANYCCKUEC NOKYMCHTBI YIIOJTHOMOYCHHBIX @enepam)HHx
OpraHoOB HCIIOJIHUTEILHOMN BIACTH IO 3aluTe I/IH(I)OpMaI_[I/II/I

OpraHuzalvoHHbIE MEPHI 110 3alIUTe HH(OpPMALIUN

HpI/IHHI/IHH MOCTPOCHUA CPEACTB 3alIUTHL I/IH(l)OpMaI_II/II/I OoT
HCCAHKIHUOHUPOBAHHOI'O JOCTYIIA U YTCUKHU 110 TCXHUYCCKUM KaHaJIaM

Kputepuu oneHKu 3alMIIEHHOCTH aBTOMATU3HPOBAHHON CUCTEMBI

TexHunyeckue cpeacTBa KOHTPOJISA 3PPEKTUBHOCTH MEp 3aIIUThI UHPOPMALUH

Pernament I/IH(l)OpMI/IPOBaHI/ISI nepcoHalia aBTOMaTH3HpOBaHHOﬁ CUCTCMEI O
BBIAIBJICHHBIX MHIITMACHTAX

Pernmament y4c€Ta BbIABJICHHBIX HHIIUICHTOB

PermamenT ycTpaHeHus HOCIIE€ICTBUIA UHITUAECHTOB

OcHoOBHBIC KpI/IHTOFpa(bI/I‘{CCKI/IC MCTObI, AJITOPUTMBI, ITPOTOKOJILI,
HCIIOJIb3YCMBIC IJIA obecrieueHUs 3alllUThI I/IH(I)OpMaI_II/II/I B
ABTOMATU3UPOBAHHBIX CUCTECMAX

OcoOble ycrioBus A0IyCKa K
pabote

[pyrue xapakTepuCTUKN

3.2.2. TpynoBasi pyHKuHUA

AJIMUHUCTPUPOBAHUE CUCTEM 3aIUATHI
YpoBeHb
HaumenoBauue  |MH(pOPMAIMN aBTOMATH3HPOBAHHBIX Kon B/02.6 6
KBaTH (UK

CUCTEM

TIpoucxosxaeHnue 0600ICHHO 3auMCTBOBAHO U3
P KA H Opwurunan X 843

TPYIOBOM QYHKIINH OpHI'HHaJA




Kon Peructpannonusiii Homep
OpHUTHHAIIA podecCHOHATEHOTO
cTaHaapTa

TpynoBsie 1eicTBUS

VYcTanoBka 0OHOBJIEHUI IIporpaMmMHOr 0 obecneyeHus aBTOMaTHSHpOBaHHOfI
CHCTEMBI

BrimonHenne ycTaHOBICHHBIX MTPOIelyp obecrieueHus: 6e301acHOCTH
uHpopManuu ¢ yaeToM TpedoBanus 3¢ (HeKTUBHOTO (yHKIIMOHUPOBAHUS
ABTOMATU3UPOBAHHON CUCTEMBI

VYrpagneHue moJHOMOYHUSIMU JOCTYIIA MOJIb30BATEIeH aBTOMAaTU3UPOBAHHOM
CHUCTEMBI

HNudopmupoBanue noiabp30BaTeieii 0 mpaBuiaax SKCILUTyaTaluu
ABTOMATH3UPOBAHHOM CUCTEMBI C YYETOM TPEOOBAHUM 110 3AIIUTE
uHpOopMaun

HpOBeI[eHI/IC 3aHATHH C epCoHAJIOM 110 pa60Te C cUCTeMoit 3allIUThI
I/IHq)OpMaHI/II/I aBTOMaTPIBI/IpOBaHHOﬁ CUCTCMbI, BKIIFOYasA IIPOBCIACHHC
MMPAKTUYICCKUX 3aHATHH C IICPCOHAJIOM Ha MAKCTax UJIU B TECTOBOM 30HE

BHecenue n3MeHeHUH B OKCIUTYaTalUOHHYI0 JOKYMCHTAIUIO U
OpTraHHu3alluOHHO-PACTIOPAANUTCIIBHBIC TOKYMCEHTHI I10 CUCTEMC 3alIIUThL
I/IHq)OpMaI_II/II/I aBTOMaTH3Hp0BaHHOﬁ CHUCTCMbI

HeobOxonumelie ymeHus

C03l[aBaTI), YAQATATH U USMCHATH YUYCTHBIC 3allMCH IIOJIb30BaTeIICH
aBTOMaTH3HpOBaHHOI>'I CHUCTCMBI

DopMHUpPOBATH MOJTUTHKY 0€30MaCHOCTU MPOTPAMMHBIX KOMIIOHEHTOB
ABTOMAaTU3UPOBAHHBIX CUCTEM

VYcranaBnMBaTh U HACTPAUBATh ONEPALMOHHBIE CHCTEMBI, CUCTEMBI
ynpaBieHus: 6a3aMu 1aHHBIX, KOMIIBIOTEPHBIE CETH U IPOTPaMMHBIE CUCTEMBI
C y4eToM TpeOoBaHUil 110 0OeCIeUeHUIO 3aUThl HH(OPMALIUU

Hcnons30BaTh I(pI/IHTOFpa(bI/I‘IeCKI/Ie MCTOABI U CPCACTBA 3ATNUTHL
I/IH(l)OpMaI_II/II/I B ABTOMATHU3UPOBAHHBIX CUCTEMAX

PeructpupoBars coObITHS, CBA3aHHbIE C 3aIlMTON HH(OpMaLIUY B
ABTOMAaTHU3UPOBAHHBIX CUCTEMAX

AHanu3upoBaTh COOBITHS, CBA3aHHbIE C 3aIlUTON HH(OpMaLIUY B
ABTOMAaTU3UPOBAHHBIX CUCTEMAX

HCO6XOL[I/IMLIC 3HaHUA

[TpuHIMIBl POPMHUPOBAHUS TOTUTUKN MHPOPMALMOHHONW GE30MTaCHOCTH B
ABTOMATH3UPOBAHHBIX CHCTEMaxX

HpOFpaMMHO-aHHapaTHBIe CpcaAcCTBa 3alIUThI I/IH(I)OpMaI_[I/II/I
ABTOMATHU3UPOBAHHBIX CUCTCM

OcHoBHbIE KpUNTOrpadUuecKue METObI, AITOPUTMBI, IPOTOKOJIBI,
WCIIOJIb3YEMBIE IS 3aIUThl MH(OPMALIMK B aBTOMATU3UPOBAHHBIX CHCTEMAaX

MeTobl KOHTPOJIS 3PPEKTUBHOCTH 3aLTUTHI HH(POPMALIUK OT YTEUKH 110
TEXHUYECKUM KaHajaM

Kpurepun onieHk# 3pPEeKTUBHOCTH U HAJICKHOCTU CPEICTB 3aIIUTHI
IPOrPaMMHOT0 00ecrieueHs] aBTOMATU3UPOBAHHBIX CUCTEM

TexHnyeckue cpeacTBa KOHTPOIIS 3PGEKTUBHOCTH Mep 3alIUThl HHPOPMAIIU

HpI/IHLII/IHLI OopraHu3allviv U CTPYKTYypa CUCTEM 3allIUTHI ITPOrpaMMHOTO
obecrieueHus ABTOMAaTU3HWPOBAHHBIX CUCTEM

COI[ep)KaHI/IC U IOpAAOK ACATCIBbHOCTH IICPCOHAJIA 110 SKCILTyaTallun
3alIUIICHHBIX aBTOMATU3UPOBAHHBIX CUCTEM U CUCTEM 0e30IMacHOCTH
ABTOMATHU3UPOBAHHBIX CUCTCM




OcHoBHBIE MEpHI 110 3alUTe UHPOPMALIMK B aBTOMATU3UPOBAHHBIX CUCTEMaxX

Oco0Oble yclioBUsI TOMyCKa K
pabore

Jpyrue xapakTepuCTUKU

3.2.3. Tpynosasi pyHKuus

YapasneHue 3amuTond nagpopManuu B VYpoBeHb
HaumMeHnoBanue b T hopman Kon B/03.6 p 6
ABTOMAaTU3HUPOBAHHBIX CUCTEMAX KBaHH(bHKaHHH
TIpoucxoxnerue 06001EHHOM 3anMCTBOBAHO U3
P A B OpuruHan X 843
TPYIOBO# GYHKIMH OpHUTHHAA
Kon PeructpanmonHsiit Homep
OpHUTHMHAJIA npo¢heCCUOHATBHOTO
cTaHaapra

TpynoBeie 1eHCTBUS

AHanu3 BO3ACHUCTBHUS M3MEHEHUIH KOHPUTYpAIIA aBTOMAaTH3UPOBAHHOM
CUCTEMBI Ha €€ 3aIIMIIEHHOCTh

CocraBiieHne KOMIUIEKCA [TpaBUJl, IPOLEAYP, TPAKTUYECKUX IIPUEMOB,
MPUHIIUIIOB U METOJIOB, CPEJCTB OOecrieueH s 3auThl HH(pOpMaIum B
ABTOMAaTU3UPOBAHHON CUCTEME

OI_ICHKa HOCJ'ICI[CTBI/II‘/'I OT pe€ajin3daiu yrpos 0e30macHOCTH I/IH(l)OpMaI_[I/II/I B
aBTOMaTHSHpOBaHHOﬁ CHUCTEMC

AHanu3 u3MeHeHus yrpo3 0e301MacHOCTH HH(OPMAITUH aBTOMATU3UPOBAHHOM
CUCTEMbI, BO3HUKAIOIINX B XO/I€ €€ IKCILTyaTaluu

HeobOxonumelie ymeHust

OHGHI/IB&TL I/IH(i)OpMaIII/IOHHBIe PUCKHU B aBTOMATHU3UPOBAHHBIX CUCTEMAX

KnaccudunupoBaTh 1 OLlEHUBATh YTPpo3bl 0€30M1aCHOCTH UH(OpMAIUK

OmnpenenaTs nojjiekalue 3amuTe HHHOPMALIMOHHBIE PECYPCHI
aBTOMATHU3HPOBAHHBIX CUCTEM

[IpumeHATh HOpMAaTUBHBIE JOKYMEHTBI MO 3aIIMTE OT HECAHKIIHOHHUPOBAHHOTO
JOCTYyTIa K HHPOPMAIIMH U IPOTHUBOJACUCTBUIO TEXHUYECKOM pa3BeIKe

P33pa6aTBIBaTB MMPpEAJIOKCHUS IO COBCPHICHCTBOBAHUTIO CUCTCMbI YIIPABJICHUS
3alIUThI I/IH(I)OpMaI_[I/II/I ABTOMATU3HUPOBAHHBIX CUCTEM

KondurypupoBats napameTpsl CUCTEMBI 3alIMTHI HH(OpMAIH
aBTOMATHU3HPOBAaHHBIX CUCTEM

[IpumeHsTh TEXHHUUECKHE CpelICTBA KOHTPOIISI 3D (PEKTUBHOCTH MEP 3aLUTHI
nHpopManuu

HCO6XO,Z[I/IMLIC 3HaHUA

OCHOBHBIE METO/1bl YIIPABJICHUS 3AIIUTON HHPOPMALTUU

OcHoOBHBIC YIpO3bI 0e30IMacHOCTH I/IH(I)OpMaI_II/II/I " MOJCJIM HAPYIIUTCIIA B
ABTOMATU3UPOBAHHLIX CUCTECMAX

MCTOJIBI 3alIUThI I/IH(bOpMaIII/II/I OT HCCAHKIMMOHHWPOBAHHOI'O AOCTYIIa U YTCUKH
110 TEXHUYECCKHUM KaHalJlaM

HopmatuBHbIe mpaBoBbie aKThl B 00JIACTH 3aIIUTHI HHYOpMALUH

HanmoHanbHbIe, MEXTOCYIapCTBEHHBIE H MEKIYHAPOIHbBIC CTaHIaPThI B
00J1acTH 3aIUThl HH(pOpMaIH

PykoBogsmye u MeToanueckue T0KYMEHTHI YIIOJTHOMOUYEHHBIX (peepaibHbIX
OpraHOB UCIIOJIHUTEILHOHN BJIACTH 1O 3aIUTEe HHPOPMAITHHI

Oco0Oble yclioBHsI TOMyCKa K
pabore




‘I[pyme XapaKTePUCTUKHU

3.2.4. TpynoBasi pyHKuUSsA

IIpoucxoxaenne 0600meHHO
TPYAOBOH (HyHKIIHA

Ob6ecrieueHne paboTOCIIOCOOHOCTH v
OBEHL
HanmenoBanue  |CHCTEM 3aIUThI HHPOPMALIUU TIPU Kon B/04.6 P 6
. KBaJTU(UKAIHA
BO3HUKHOBEHUU HEIITATHBIX CUTYALlUN
3anMCTBOBAHO U3
Opurunan X 843
OpHTHHAJA
Kon PeructpanuonHsiit Homep
OpuTHHAJA po(heCCHOHATEHOTO
CTaHmapTa

TpynoBble neicTBuUs

OO6Hapy>keHre HEUCIPAaBHOCTEH B paboOTe cUCTEMBbI 3aIIUThI MH(pOpMAaLUK
ABTOMATHU3UPOBAHHOU CHCTEMBI

YcTpaneHnue HercnpaBHOCTEN B pab0OTe CUCTEMBI 3aIUThI HH(OpMALIUN
ABTOMATU3UPOBAHHOM CUCTEMBI

PesepBupoBanue nporpaMMHOT0 0OECIICUCHHS, TEXHUUECKUX CPECTB,
KaHaJIOB Mepe/layl JaHHBIX aBTOMATU3HUPOBAHHOW CUCTEMBI YIIPaBJICHUS Ha
CITy4ail BOSHUKHOBEHHMSI HEIITATHBIX CUTYyalul

Co3nanue anpTepHATHBHBIX MECT XpaHEHUs 1 00paboTKH nH(pOpMAIMK Ha
CiIy4all BOSHUKHOBEHHs HEIUTATHBIX CUTyalul

BoccranoBienue nociie c00eB M OTKa30B nporpaMmMHOTO obecneueHUs
ABTOMATHU3UPOBAHHBIX CUCTEM

Heo6xoanmele ymeHust

HpI/IMeHHTL TUIIOBBIC ITPOTPaMMHBIC CPEACTBA PE3CPBUPOBAHUA U
BOCCTAaHOBJICHHUA I/IH(I)OpMaI_II/II/I B ABTOMATU3UPOBAHHLIX CUCTEMAX

[TpumeHnsTh cpencTBa o0ecnedeHnst 0TKa30yCTONYUBOCTH
ABTOMAaTU3UPOBAHHBIX CUCTEM

KnaccudumupoBats 1 olieHUBaTh YTrpo3bl HHPOPMAITMOHHON 0€30MacHOCTH

HpI/IMeHHTL IMpOrpaMMHBIC CPEACTBA obOecrieueHus1 0€30IIaCHOCTH JaHHBIX

JIoKyMeHTHPOBATh JEHCTBUS 110 YCTPAHEHUIO HEUCITPABHOCTEHN B paboTe
CHCTEMBI 3allIUThI I/IH(l)OpMaIII/II/I aBTOMaTHSHpOBaHHOfI CHUCTEMbI

HeoOxoanmeble 3HAaHUSA

MeTtob! 1 criocoObl 00ecrieueHus: 0TKa30yCTOMUYNBOCTH
ABTOMATH3UPOBAHHBIX CHCTEM

CO,Z[Cp)KaHI/IC U IOpAAOK ACATCIBbHOCTH IICPCOHAJIA 110 SKCILTyaTallunu
3alIUIICHHBIX aBTOMATU3UPOBAHHBIX CUCTEM U ITOACUCTCM 0e30ImacHOCTH
ABTOMATHU3UPOBAHHBIX CUCTCM

OcHOBHEBIC I/IH(I)OpMaI_II/IOHHBIC TCXHOJIOTUH, UCTIOJIb3YCMBIC B
ABTOMATH3UPOBAHHLIX CUCTEMAX

HpI/IHHI/Il'Hﬂ IMOCTPOCHUSA CPEACTB 3aIIUTHI I/IH(l)OpMaHI/II/I OT YTCUKHU I10
TEXHUYCCKUM KaHaJlaM

[IporpammHo-anmapaTHbIe CpeIcTBa 0OeCeYeHUs 3aUThl HHGOPMAITII
aBTOMAaTHU3UPOBAHHBIX CUCTEM

HOpMaTI/IBHBIe IIPaBOBLIC AKTLI B o0iactu 3alllUThI I/IH(bOpMaLII/II/I

PykoBonsiue 1 MeToan4YecKue TOKyMEHThI YIIOTHOMOUYEHHBIX (efepatbHbIX
OpPraHOB HMCIMOJHUTEIBHOM BJIACTH O 3alUTe UHPOPMALUH

OpraHuzanroHHbIE MEPHI 110 3alIUTe HH(HOPMaLUU

Oco0ble yCIIOBUS IOITyCKa K




pabore

Hpyrue xapakTepucTUKU

3.2.5. TpynoBasi pyHkumst

MOHUTOPHHT 3alUIIEHHOCTH v
OBCHb
Haumenosanue  |MH(OpPMAIMK B aBTOMaTU3UPOBAHHBIX Kox B/05.6 P 6
KBaJTU(UKAIHA
cucreMax

[Ipoucxoxaenre 06001IEHHOM
TPYI0BOI QYHKINH

Opuruman X 3anMCTBOBaHO U3 843
OpUTrHHAJA
Kon Peructpanuonssiii Homep
OpHUTHHANA po(heCCHOHATHHOTO
cTaHaapTa

TpynoBble neicTBuUs

BripaboTka pekoMeHIaMi 1 IPUHATHS PEIICHHUS O MOJACPHHU3AIIUN
CUCTEMBI 3aIUThI HHPOPMAIIUA aBTOMATU3UPOBAHHOW CHCTEMBI

BripaboTka pexoMeHJanuii AJist IPUHITHS PEUICHUs O TOBTOPHOW aTTECTaIluN
ABTOMAaTU3UPOBAHHON CUCTEMBI WJIN O MPOBEIECHNUN JOIOJHUTEIbHBIX
aTTECTAllMOHHBIX UCIIBITAHUN

BrisBiienue yrpo3 6e30macHOCTH HH()OpMAIK B aBTOMATH3MPOBAHHBIX
cucTeMax

[IpunsaTHE Mep 3aIUTH UHPOPMAIINH TP BBISIBICHUU HOBBIX YTPO3
6e30macHOCTH UH(pOpMALHH

Amnanuz HCOOCTAaTKOB B (I)YHKI_[I/IOHI/IPOBaHI/II/I CHUCTEMBI 3allIMThI HH(l)OpMaI_II/II/I
aBTOMaTHSHpOBaHHOﬁ CHUCTCMBI

Ycerpanenue HEOCTaTKOB B ()yHKIIMOHUPOBAHUU CUCTEMBI 3aITUTHI
“H(pOpMaIUi aBTOMATU3UPOBAHHOU CHCTEMBI

Heo6xoanmele ymeHust

KnaccuduiupoBats 1 OLeHUBATh YTpo3bl HHGOPMALIMOHHOHN 0€3011acHOCTH

AHaHI/I3I/IpOBaTB MMPOrpaMMHELIC, ApXUTCKTYPHO-TCXHUYCCKUC U
CXCMOTCXHHUYCCKUC PCHICHUS KOMIIOHCHTOB aBTOMATU3UPOBAHHBIX CUCTEM C
HICJIIBIO BBIABJICHUA ITIOTCHIMAJIBHBIX y;[3BPIMOCTCI71 0e30IMacHOCTH I/IH(I)OpMaI_II/II/I
B aBTOMAaTU3UPOBAHHBIX CUCTEMAX

[TpuMeHsATh HOPMATHBHBIC JOKYMEHTHI 110 3aIIUTe HHOOPMAIHH OT
HECAaHKIIMOHMPOBAHHOTO JIOCTYIIA M MTPOTHBOICHCTBUIO TEXHHUECKOM
pas3Bejike

Kontpomposats 3 (PeKTHBHOCTD MPUHATHIX MEP MO peaTu3aliH MOTUTHK
0e30macHOCTH HHPOPMAITH aBTOMATH3UPOBAHHBIX CHCTEM

KonTpoaupoBaTs coObITHSI 6€3011aCHOCTH U IEUCTBHUS MOJIb30BaTEIEH
aBTOMATHU3HPOBAHHBIX CUCTEM

[TpuMeHsATh TEXHUYECKHE CPeACTBAa KOHTPOIIS 3()h(HEKTUBHOCTH Mep 3aIUTHI
uHbOpMaIu

JIOKyMEHTUPOBATh MPOLETYPHI U Pe3yJIbTAaThl KOHTPOJIS (QyHKIIMOHUPOBAHUS
CHCTEMBI 3alIUThl HH(POPMALIUK aBTOMATU3UPOBAHHOM CUCTEMBI

Heo0OxonnMele 3HaHUS

ConepmaHHe " IOPAAOK JCATCIBbHOCTHU IIEPCOHAA MO SKCILTyaTallun
3aIIUIICHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM U IMOJACUCTEM 0e30macHOCTH
ABTOMAaTU3HUPOBAHHBIX CUCTEM

OcHoBHbIE YIpo3bl 0€30MacHOCTH MHPOPMAIIUU U MOJIETTU HAPYIIUTENS B
ABTOMATHU3MPOBAHHBIX CHCTEMAaX




OcHoBHbIe KpUNTOrpadUyecKue METOAbI, AITOPUTMBI, TPOTOKOJIBI,
WCIIOJIb3YEMBIC IS 3aIUThI MH()OPMALIUY B aBTOMATU3UPOBAHHBIX CHCTEMaX

[IporpaMMHo-amnmapaTHbie CpeACcTBa 00ecTeueHHs 3alUThl HHPOpMAIUH
ABTOMATHU3MPOBAHHBIX CHCTEM

MeToap! 3amuThl HHYOPMAIK OT YTEYKH 110 TEXHUYECKHM KaHaIaM

HOpMaTI/IBHBIC IIPaBOBEBIC aKTEI B obnacTu 3allINThI I/IHq)OpMaHI/II/I

PYKOBO,[[HHII/IG U METOANYCCKUEC TOKYMEHTBI YIIOJTHOMOYCHHBIX (be,I[epaJ'IbHBIX
OpraHoB HCIIOJIHUTEILHOMN BJIACTH I10 3aluTe I/IH(l)OpMaI_[I/II/I

OpraHu3anroHHbIE MEPHI 10 3alUTe HHPOPMALUU

Oco0bIe ycItoBHsI A0IYyCKa K
pabote

Hpyrue xapakTepucTUKU

3.2.6. TpynoBasi pyHkuus

AvyIUT 3aIUIIEHHOCTA HHPOPMAILIUU B VYpoBeHb
HaumenoBanue YA THHIm (opman Kon B/06.6 p 6
ABTOMATHU3UPOBAHHBIX CUCTCMAX KBaHH(bHKaHHH
TIpoucxoxaenue 0000IEHHO 3auMCTBOBAHO U3
P N B Opurunan X 843
TPYAOBO# (HyHKIIMU OpHUTHHAJIA
Kon Peructpaumonssiit Homep
OpHUTHHANA po¢heCCHOHATHHOTO
CTaHgapTa

TpynoBeie 1eHCTBUS

OI_IGHKa I/IH(I)OpMaI_II/IOHHHX PUCKOB 0€30ITacCHOCTH I/IH(I)OpMaI_[I/II/I B
aBTOMaTHSHpOBaHHOﬁ CHUCTEMC

ObocHOBaHME U KOHTPOJIb PE3YJIHTATOB YIPABICHYECKUX PEIICHUI B 00IacTh
06e30macHOCTH HHGOPMAIIMH aBTOMATH3UPOBAHHBIX CUCTEM

9KCHepTI/I3a COCTOAHHA 3allIUIIICHHOCTHU I/IH(I)OpMaI_II/II/I ABTOMATU3HWPOBAHHBIX
CHUCTEM

Ob6ocHoBaHMe kpuTepueB 3 (HEeKTUBHOCTH (PYHKIIMOHUPOBAHUS 3alIUIEHHBIX
aBTOMATHU3UPOBAHHBIX CHCTEM

HeoOxonumelie ymeHust

KnaccudumnupoBats 1 olleHUBAaTh YTPO3bl 0€30MACHOCTH UH(GOPMAIUH IS
00beKTa HHpOpMaTU3ALUU

Pa3zpabartbiBaTh npeioKeHus 1Mo COBEPIICHCTBOBAHUIO CUCTEMBI YITPaBICHUS
MH(POPMAITMOHHOM 06€30MaCHOCTHIO ABTOMAaTH3UPOBAHHBIX CUCTEM

Pa3pa6aTBIBaTB MOJUTHUKU OS30IMaCHOCTHU I/IH(bOpMaI_II/II/I ABTOMATU3HNPOBAHHBIX
CUCTEM

HpI/IMCHHTB HHCTPYMCHTAJILHBIC CPCACTBA KOHTPOJIA 3alIUILICHHOCTH
I/IH(I)OpMaI_[I/II/I B ABTOMAaTU3UPOBAHHBIX CUCTEMAX

Heo0OxonnMele 3HaHUS

OcHoBHble KpUNTOrpadUIecKue METOAbI, AITOPUTMBI, TPOTOKOJIBI,
WCIOJIb3YEMBI€ JUI 3alllUThl HH()OPMAaLMK B aBTOMATU3UPOBAHHBIX CHCTEMAaX

CrniocoOsl 3amuThl HH(GOPMALMK OT HECAHKIIMOHUPOBAHHOT'O JOCTYIA U
YTEUKH 10 TEXHUYECKUM KaHaJlaM

Metoab! KOHTPOIIA 3PPEKTUBHOCTH 3aLIUTH UHYOPMAIIUU OT
HECAHKIIMOHUPOBAHHOTO JOCTYIA M YTEUKH 110 TEXHUUYECKUM KaHaIaM

[IpuHIMIBI TOCTPOEHUS CUCTEM 3aIUThI HH(OpMaLn

HopmaTtuBHbIe mpaBoBbie aKThl B 00JIaCTH 3aIIUTHI HHYOPMALUU

PykoBoasiue u METOAMYECKHE JOKYMEHTHI YIIOTHOMOYEHHBIX (hefepatbHbIX




OpPraHOB UCIOJHUTENIbHOM BJIACTH MO 3a1uTe HHPOpMaLuu

OpraHu3alvoOHHbIE MEPHI 110 3alUTe HHOPMALIUN

Oco0ble yCIIoBUS IOIYCKa K
pabote

Hpyrue xapakTepucTUKU

3.2.7. TpynoBasi pyHkumst

YcTaHOBKa M HaCTPOMKA CPEJICTB 3aLUThI
YpoBeHb
Hanvenosanue | MH(OpPMALUHU B aBTOMATU3UPOBAHHBIX Kon B/07.6 6
KBaJTU(UKAITHA

cucremMax

[Ipoucxoxaenne 0600MeHHO 3auMCTBOBAaHO U3
. OpuruHan X 843
TPYAOBOH (HyHKIIHA OpHUTHHAIIA
Kox PeructpannonHsiii Homep
OpHUTHHANA po¢heCCHOHATHHOTO
CTaHIgapTa

TpynoBble neicTBUs

BX01HOM KOHTPOJIb KayecTBa KOMILIEKTYIOIIMX U3IEIINNA CUCTEMBI 3aUThI
nHGOpPMAINY aBTOMATH3HPOBAHHON CUCTEMBI

OCYH_ICCTBHCHI/IG aBTOHOMHOM HaJlaaAKW TCXHUYCCKUX U ITPOIrPpaMMHbBIX
CpCaACTB CUCTCMBI 3allIUThI I/IH(bOpMaI_II/II/I aBTOMaTH3Hp0BaHHOﬁ CHCTCMbI

HpOBCIIeHI/Ie MMPUEMOYHBIX HUCIBITAHUH CHUCTEMBI 3alnThI I/IH(i)OpMaIII/II/I
aBTOMaTHSHpOBaHHOfI CHUCTEMBI

BHeceHne B 3KCIUTyaTallMOHHYIO IOKYMEHTALUIO U3MEHEHU, HAITPABJICHHBIX
Ha YCTPAHEHHUE HEJOCTATKOB, BBISIBICHHBIX B IIPOLIECCE UCIIBITAHMI

Heo6xonnmele ymeHust

AJIMI/IHI/ICTpI/IpOBaTL IMPpOrpaMMHBLIC CPEACTBA CUCTCMBI 3alIIUTHI I/IH(I)OpMaI_II/II/I
ABTOMATU3UPOBAHHBIX CUCTCM

yCTpaHﬂTI) HU3BCCTHBIC YA3BUMOCTHU aBTOMaTHSHpOBaHHOﬁ CHUCTCMBI,
NMPpUBOJANINC K BOSBHUKHOBCHUIO YI'PO3 0e30ImacHOCTH I/IH(I)OpMaLII/II/I

[IpuMeHsTh HOpMATHUBHBIE JOKYMEHTSHI 110 3alIUTe HHOpMALIUK OT
HECAaHKIIMOHUPOBAHHOTO JTOCTYIIA U IPOTUBOJAECUCTBUIO TEXHUYECKON
pasBenke

[IpuMeHATh aHAIUTHYECKHE U KOMITBIOTEPHBIE MOJIEIIM aBTOMATHU3UPOBAHHBIX
CUCTEM U CUCTEM 3alllUThl UHPOpMALHH

[IpoBOIUTH aHANN3 CTPYKTYPHBIX U PYHKIMOHAIBHBIX CXEM 3alllUIIEHHON
aBTOMATHU3HPOBAHHOW CUCTEMBI

Onpenenars mapaMeTpbl HACTPONUKH MPOTPAMMHOTO 00ECTICUCHHS CHCTEMBI
3aIUThl H(HOPMALIUK aBTOMATU3UPOBAHHON CHCTEMBI

Heo0OxonnMele 3HaHUS

OcHoBHbIE YIpo3bl 0€30MacHOCTH MHPOPMAIIUU U MOJIETTU HApYIIUTENS B
ABTOMATH3UPOBAHHBIX CHCTEMAax

Conep;xaHHe Z-)KCHJIyaTaL[I/IOHHOﬁ AOKYMCHTallUN aBTOMaTH3HpOBaHHOﬁ
CHUCTCMBI

TumnoBsie cpeacTBa, METOJAbI U ITPOTOKOJIbL I/IJICHTI/I(I)I/IKaLII/II/I, aYTCHTI/I(I)I/IKaI_[I/II/I
" aBTOpHU3alun

OcHOBHbIE MepHI 110 3alIUTe HH(OOPMALIUK B aBTOMATU3HUPOBAHHBIX CHCTEMaX

HopmartuBHbIe TpaBOBbIE aKThl B 00JIACTH 3alIUTH HH()OPMAIIH

PykoBogsmue u METOAMYECKHE JOKYMEHThI YIIOJTHOMOYEHHBIX (eiepaabHbIX
OpraHOB MCIOJHUTEIBHOM BIACTH MO 3alIUTe MH(OpMAIHH




Oco0Oble yclIoBHsI TOMTyCKa K
pabote

Hpyrue xapakTepucTUKU

3.2.8. TpynoBasi pyHkumst

HanmenoBanue

[Ipoucxoxaenune 00001IEHHOM
TPYAOBOH (HyHKIIHU

Pa3pa60TKa OpraHnu3alMOHHO-
ACIIOPAOIUTCIIBHBIX JOKYMCEHTOB I10 YpoBeHb
pactiop y Kox | B/08.6 P 6
3anUTe HHPOpMauu B KBaIU(DHUKALMH
aBTOMAaTHU3UPOBAHHBIX CHCTEMAaX
3auMCTBOBAHO U3
Opurusan X 843
OpHUrHHANA
Kon PeructpannonHsiii Homep
OpHUrHHAA podeCCHOHANTBLHOTO
CTaHgapTa

TpynoBble neicTBuUs

OnpeneﬂeHI/Ie IIpaBUII 1 NpOoUCAYP YIIPABIICHUSA CHCTEMOU 3allIUThI
HH(bOpMaHHH aBTOMaTI/ISPIpOBaHHOﬁ CHUCTCMbI

OnpeneﬂeHI/Ie IIpaBUJI 1 NPOUCAYP BbIABJICHUA NHIUACHTOB

OnpeneneHne MpaBil U MPOIEAYP MOHUTOPHHTA O0SCTICUCHUST YPOBHS
3aIUIICHHOCTH HH()OpPMAIMH aBTOMATH3UPOBAHHOW CHCTEMBI

OnpeneﬂeHI/Ie IpaBUII 1 NPpOUCAYP 3alIUThI I/IH(l)OpMaI_II/II/I IIpHU BBIBOAC
aBTOMaTHSHpOBaHHOﬁ CHUCTCMBbI U3 3KCILIyaTallun

Onpez[eneHI/Ie IpaBUII 1 IpoUCAyp pearupoBaHusd Ha MTHIUACHTHI B
aBTOMaTHSHpOBaHHOﬁ CHUCTEMC

HeoOxonumelie ymeHust

Krnaccugunupoats 1 OLeHUBATh YTPO3bl HHPOPMAILIMOHHOM 0€301acHOCTH

[TpuMeHsATh HOpMATHBHBIC JOKYMEHTHI 10 3aIUTe HHPOPMAIIMU OT
HECAaHKIIMOHHUPOBAHHOTO JOCTYIIA M MTPOTHBOJCHCTBUIO TEXHHUUECKOM
pasBejike

Onpez[eJme napaMeTpbl HaCTPOP’IKI/I IporpaMMHOTIO 0o0ecreueHHs] CHCTEMBI
3alIUThI I/IH(I)OpMaI_[I/II/I aBTOMaTI/I3I/Ip0BaHHOI\/’I CHUCTCMBI

KonTpoaupoBaTs 3 PeKTUBHOCTD MPUHATHIX MEP MO 3alUTe UH(pOpMaLUK B
aBTOMATHU3MPOBAHHBIX CHCTEMAX

Heo0xoanMele 3HaHUS

CO}Iep)KaHI/IC " IOPAAO0K JCATCIBbHOCTH IIEPCOHANA MO SKCILTyaTallu
3aIIUIICHHBIX ABTOMAaTU3UPOBAHHBIX CUCTEM U CUCTEM 3alllUThI I/IH(bOpMaIII/II/I

OcHoBHBIC YIpO3bI 0e30IMacHOCTH I/IH(I)OpMaI_II/II/I " MOJCJIM HAPYIIUTCIIA B
ABTOMATU3UPOBAHHLIX CUCTCMAX

OcHoBHBIC KpI/IHTOFpa(I)I/I‘{CCKI/IC MCTObI, AJITOPUTMBI, ITPOTOKOJIBI,
HCIIOJIb3YCMBIC IJIF 3allIUThI I/IH(l)OpMaI_II/II/I B aBTOMAaTU3UPOBAHHBIX CUCTEMAX

[IpuHIMIIBI TOCTPOEHUS CPEACTB 3aIIUTHI UHPOPMALIUK OT
HECAaHKIIMOHUPOBAHHOTO JOCTYIIA U YTEUYKH IO TEXHUYECKUM KaHajiam

HopmatuBHbIe mpaBoBbie aKThl B 00JIACTH 3aIIUTHI HHYOpMALUH

PYKOBO)I}IIJ_II/IG U MCTOAUYCCKUC NOKYMCHTEI YIIOJTHOMOYCHHBIX (I)CI[epaHLHLIX
OpraHoOB HCIIOJIHUTENLHOM BJIACTH II0 3aIUTE I/IH(I)OpMaI_II/II/I

Oco0Ople yclioBHsI TOMyCKa K
pabore

Hpyrue xapakTepucTUKU




3.2.9. TpynoBasi pyHKIUSs

HaumenoBanue

IIpoucxoxaenne 0600meHHO
TPYAOBOH (HyHKIIHU

AHanu3 ysAa3BUMOCTEN BHEIPAEMOM Ko B/09.6 VpoBeHb 6
CUCTEMBI 3aTUThI HHPOPMAITUH 8 ' KBaU(pUKALMH
OpurnHan X 3anMCTBOBAHO U3 843
OpHUTHHAJA
Kon Peructpanuonssiii Homep
OpUrHHaIa podecCHOHAIBEHOTO
CTaHmapTa

TpynoBeie 1eHCTBUS

Br16op u o6ocHoBanue kpuTepueB 3(hPpeKTUBHOCTH (PYHKIMOHUPOBAHUS
3alIUIEHHBIX ABTOMAaTH3UPOBAHHBIX CHCTEM

HpOBCI{CHI/Ie aHaJIn3a yA3BUMOCTH IPOTPAMMHBIX U ITPOTrPAMMHO-AIIIapaTHBIX
CpCACTB CUCTCMBI 3alllMUThI I/IH(l)OpMaIlI/II/I aBTOMaTI/ISI/IPOBaHHOﬁ CUCTCMBI

HpOBCI{CHI/Ie OKCIICPTU3bI COCTOAHUA 3allIUIIICHHOCTH I/IHq)OpMaI_II/II/I
ABTOMATHU3UPOBAHHBIX CUCTCM

YTouHeHUE MOJIeNIN yrpo3 0€301aCHOCTH HHPOPMAITIH aBTOMATH3UPOBAHHOMN
CUCTEMBbI

HpOBCIIeHI/Ie NpeaABapUTCIbHBIX HUCIBITAaHUH CUCTEMBI 3alIUThI I/IH(i)OpMaIII/II/I
aBTOMaTI/I?:I/IpOBaHHOI\& CHUCTEMBI

HpOBCI{CHI/Ie aHaJIu3a YHSBHMOCTCﬁ ABTOMATHU3HUPOBAHHBIX U
I/IH(bOpMaI_[I/IOHHBIX CHUCTEM

Heo6xoanmele ymeHust

KnaccuduiupoBaTh 1 OLleHUBATh YTPpo3bl 0€30M1aCHOCTH UH(pOpMAIUU
aBTOMATHU3UPOBAHHON CUCTEMBI

Pa3zpabatbiBaTh npeioKeHus 1Mo COBEPIIEHCTBOBAHUIO CUCTEMBI YITPaBICHUS
3aUTON HH()OPMAITUK aBTOMATU3UPOBAHHON CUCTEMBI

[IpoBOIUTH aHANN3 JOCTYMHBIX UH()OPMAIIMOHHBIX UCTOYHHUKOB C LIEJIbIO
BBISIBIICHHSI U3BECTHBIX YS3BUMOCTEH, UCIIOJIb3YEMBIX B CUCTEME 3alUTHI
nH(}OpMaLUK TPOrPaMMHBIX U IPOrPaMMHO-ANNapaTHBIX CPEICTB

yCTpaHHTB BBISIBJICHHBIC YA3BUMOCTU aBTOMaTH3Hp0BaHHOﬁ CUCTCMBEI,
MPpUBOJANINC K BOSBHUKHOBCHUIO YI'PO3 0e30ImacHOCTH I/IH(I)OpMaI_II/II/I

HCO6XO,[[I/IMLIC 3HaHUA

OCHOBHBIE METO/IbI U CPEACTBA KpUNTOrpaduyeckoi 3amuThl HHPOpMALIUU

CrniocoOpl 3amuThl HH(OPMALMK OT HECAHKIIMOHUPOBAHHOT'O JOCTYIA U
YTEUKH 110 TEXHUYECKUM KaHaJlaM

Crioco0b1 KOHTPOJIS 3P PEKTUBHOCTH 3aIUTHI HHPOPMALIUU OT
HECAHKIIMOHUPOBAHHOTO JOCTYIA M YTEUKH 110 TEXHUYECKUM KaHaIaM

HOpMaTI/IBHLIC IIPaBOBLIC AKTHI B obmactu 3alllUThI I/IH(I)OpMaI_II/II/I

PykoBoasiue 1 MeToanyecKkue JOKyMEHThI YIIOTHOMOUYEHHBIX (efepatbHbIX
OpPraHOB UCIOJHUTENILHOM BJIACTH MO 3a1uTe HHPOpMaLIUU

OpI‘aHI/ISaI_II/IOHHLIC MCDPBI 110 3aIIUTC I/IH(I)OpMaLII/II/I

COI[ep)KaHI/IC 3KC1'IJ'IyaTaI_[I/IOHHOI71 AOKYMCHTAIUN aBTOMaTH3Hp0BaHHOﬁ
CHUCTCMBI

OcoOsle ycrioBus A0IMycKa K
pabore

Jpyrue xapakTepuCTUKU

3.2.10. TpynoBasi pyHKumst




[Ipoucxoxnenre 06001IEHHOM
TPYI0BOI QYHKINH

BHereHI/Ie OpraHHu3allMOHHBIX MEP IO v
POBEHB
HanmenoBanue Ko .

3amuTe HHQOpMAIK B b B/10.6 N 6
aBTOMAaTHU3UPOBAHHBIX CHCTEMAaX

3anMCTBOBaHO U3

Opurusan X 843
OpUTHHAJIA
Kon PeructpannoHHsiit Homep
OpHUTHHANA po¢heCCHOHATHFHOTO
CTaHJapTa

TpynoBsie neicTBUS

HpOBCI[eHI/Ie ITPOBEPKU ITOJIHOTEI OIIMCaHWA B OPraHUu3aliliOHHO-
PacmopAAUTCIIbHBIX JOKYMCHTAaX Ha aBTOMAaTU3UPOBAHHYIO CUCTEMY I[CﬁCTBPIﬁ
IICPCOHAJIa 110 p€ajin3aliyi OPpraHu3aliliOHHbIX MCP 3allUThI I/IH(I)OpMaI_[I/II/I

HpOBeI[eHI/IC 3aHATHH C IIEPpCOHAJIOM I10 pa60Te C CHCTEMOM 3allIUThI
HH(bOpMaHHI/I aBTOMaTHSHpOBaHHOﬁ CUCTCMbI, BKJIIO4Yas IIPOBCACHHUC
IIPAKTUICCKUX 3aHATUH Ha MaKeTaX M B TECTOBOM 30HE

[ToaroroBka TOKyMEHTOB, ONPEAEISIIOIMX PABWIIA U IIPOLIEAY DB,
peanu3yeMble orepaTopoMm [yl 00ecreyeH s 3aliuThl HH(OpMAIUY B
MH(GOPMALIMOHHOI CUCTEME B XOJI€ €€ IKCILTyaTaluu

[IpoBenenune npoBEepKU rTOTOBHOCTH NIEPCOHANA K IKCIUTyaTallui CUCTEMBI
3amuUThl MH(HOPMALUY aBTOMATU3UPOBAHHOM CHCTEMBI

ITonroToBka JOKYMEHTOB, ONPEAEISAIOIINX [TPaBUiIa U IPOLELypbl KOHTPOJIS
00ECTIEYeHHOCTH YPOBHS 3alIMIEHHOCTH HHPOPMALIUH, COIEPIKAILEHCS B
MH(}OPMALIMOHHON CUCTEME

ITonroToBka JOKYMEHTOB, ONPEAEIAIOIINX MTPaBHUiIa U MPOLETyphl BBISBICHHS
UHIUJIEHTOB, KOTOPBIE MOT'YT IIPUBECTH K COOSIM UJIM HApYIIEHUIO
(yHKIMOHUPOBaHUS UH(POPMALIMOHHOW CUCTEMBI U BOSHUKHOBEHHIO YTPO3
0e30MmacHOCTH UH(pOpMaLUK

[ToaroroBka TOKYMEHTOB, ONIPEAEISIFOUIUX MPAaBUIIA U TPOLIETYPbI
yrnpaBieHUs KOHPUTYpaliel aTTecToBaHHOW HHGOPMAIITMOHHON CHCTEMBI U
CUCTEMBI 3alIUThl HHPOpMAITH HHPOPMAIIHOHHOM CHCTEMBI

Heo6xoanmele ymeHust

Peanu3oBbIBaTh MpaBuiIa pa3rpaHHYECHUS TOCTYIA IEpcoHana K 00beKTam
J0CTyTIa

AHanmM3upoOBaTh NMPOTPAMMHBIE U IIPOIPAMMHO-AIIAPATHIE PEIIECHUS IIPU
MIPOEKTUPOBAHUH CUCTEMBI 3aIIUThI HH(OPMALIUH C 1IETBIO BBISIBICHUS
MOTEHIIMAJIBHBIX YA3BUMOCTEN O6€30MMacHOCTH HH(OpMaLUY B
aBTOMAaTU3UPOBAHHBIX CUCTEMAaX

KoHncynbTupoBanue nepcoHajia aBTOMaTU3UPOBAHHONW CUCTEMBI IO KOMITJIEKCY
Mep (IIpaBuIIaM, IpoILeaypaM, MPAKTHUECKUM MTpHUeMaM, PYKOBOISIINM
MIPUHIIMIIAM, METOJ]aM, CPEICTBaM) 00eCieYeH s 3aluThl HH(OpMaLUu

Ocy1ecTBIATH IJIAHUPOBAHUE U OpraHU3aIMI0 PabOThHI epcoHaa
ABTOMATU3UPOBAHHON CUCTEMBI C YIETOM TPEOOBAHUH 110 3aIUTE
nHpopManuu

KondurypupoBath aTTecTOBaHHYIO MH()OPMAITHOHHYIO CUCTEMY U CHCTEMBI
3alIUThl HH(GOpMAIMK HHPOPMALTMOHHOM CUCTEMBI

Heo0xoaumMsble 3HaHUS

HopmartuBHbIE TpaBOBbIE aKThl M HAIMOHAIBHBIE CTAHJAPTHI IO
JUIIEH3UPOBAHUIO B 00JIACTH 00ECTIeUSHHSI 3alIUThI TOCY1apCTBEHHON TalHBI
U cepTH(UKALNU CPEACTB 3aIUTHI HHPOPMALIUN

MeTo1b1, CTIOCOOBI, CPEACTBA, MOCIEAOBATEILHOCT U COJICPIKAHUE ITAIIOB




p33pa60TKI/I ABTOMAaTHU3HWPOBAHHBIX CUCTEM U CUCTEM 3allIUTHL
ABTOMATU3UPOBAHHBIX CUCTCM

HOpMaTI/IBHBIC IIPaBOBLBIC aKTEI B obnacTu 3allINThI I/IH(i)OpMaHI/II/I

PyxoBopsimue u MeToguyecKie JOKYMEHThI YIIOJTHOMOYEHHBIX (eiepaabHbIX
OpPraHOB MCIOJHHUTEIBHOM BIACTH MO 3alIUTE HH()OpMAIHH

OpranuzaloOHHbIE MEPHI 110 3alIUTe HH(DOPMALIUU

MCTO,I[I/IKI/I CepTI/I(l)I/IKaI_[I/IOHHBIX HUCIIBITAaHUH TEXHUYECKUX CpEACTB 3alllUThI
I/IH(bOpMaI_[I/II/I OT HCCAHKIIMOHHUPOBAHHOI'O JOCTYIIA U YTCUYKH 110 TCXHUYCCKHUM
KaHaJlaM Ha COOTBETCTBUEC TpC6OBaHI/I5IM 1o 0e30IMacHOCTH I/IH(l)OpMaHI/II/I

Mertopsl, criocoOBbI U CpeAcTBa 00ECIIeUeHNs 0TKAa30yCTONYNBOCTH
aBTOMaTU3UPOBAHHBIX MH(MOPMAIIMOHHBIX CUCTEM

Oco0ble yCcIIoBUS IOITyCKa K
pabote

Hpyrue xapakTepucTUKU

3.3. O6o0mennas TpynoBas ¢pynkuus «Pazpadorka cucrem 3amuThbl HHGpopMauu
aBTOMATH3UPOBAHHBIX CHCTEM, HCIIOJIb3YeMbIX B TOM YHCJIe HA 00beKTaX KPUTHYECKOH
HHPOPMAIMOHHOI HHPPACTPYKTYPbI, B OTHOIIEHNH KOTOPBIX OTCYTCTBYET HEOOXOTMMOCTh
NMPHUCBOEHHUSI UM KATErOpHid 3HAYHUMOCTH

HaumeHnoBanue

Pa3zpaboTka cuctem 3amuThI
UH(POPMALIUK aBTOMATU3UPOBAHHBIX
CUCTCEM, MCIIOJIb3YCMBIX B TOM YHUCJIC HA

[Ipoucxoxaenre 06001IEHHO
TPYIOBOH QYHKIMH

00BeKTaxX KPUTUYECKOU Kon C YpoBeHb 7
uH(pOpMallMOHHON UHPPACTPYKTYPHI, B KBaIU(pHUKaLIH
OTHOIICHUU KOTOPBIX OTCYTCTBYCT
HCO6XOI[I/IMOCTI> IMPUCBOCHUSA UM
KaTel"OpI/Iﬁ 3HAYNUMOCTHU
Opuruman X 3auMCTBOBAaHO U3
OpHUTHMHAJIA
Konx Peructpauuonssiii Homep
OpUrHHaNIa npodeccroHanbHOrO
cTaHgapra

Bo3MoxHBIE HAaUMEHOBaHUS
JOJDKHOCTEH, mpodeccuii

Benymmii nHxeHep — pa3paboTINK CUCTEM 3alIUThI HHPOPMAIIUN
Benymmii cienuanuct no 3amuTe nHpopManuu

PykxoBoauTeNnb MPOEKTOB B 00JIACTH Pa3pabOTKU CUCTEM 3allUThI
uHpopMaun

PykoBoauTenb 0TJeN1a CUCTEM 3alIUThl HH()OpMaIIK

TpeboBanust kK 06pa3z0BaHUIO
U 00y4EHHUIO

Briciiee oOpa3oBanue — CeNUANIUTET WM MarucTpaTypa B 001acTi
MH(OPMAIIMOHHOM 0€30MacHOCTH

TpeGoBaHMs K OBITY
PAKTHYECKON pabOThI

Oco0Ople yclioBHsI TOMyCKa K
pabore

Hanuumne nomycka k rocy1apcTBEHHOH TaiiHe (TIpu HEOOXOAMMOCTH )

Jpyrue xapakTepUCTUKU

PexoMeHyeTcst JOMOIHUTENBHOE MPOPECCHOHATBHOE 00pa30BaHKE —
MIpOrpaMMbl MOBBIIICHUS KBTI (PUKALIUU B 00J1aCTH HHPOPMALIMOHHOM
0e301acHOCTH




JlononHuTEIbHbIE XapaKTEPUCTUKH

HanmenoBanue nokyMeHTa Kon

HanmeHoBanue 6a30BOii IpyMIIbL, TOKHOCTH
(mpodeccun) WM CIeNUATILHOCTH

OK3

2512. PazpaboTunku nporpaMMHOT0 o0ecredeHus

ETKC wiun EKC Huxenep-nmporpaMMHCT (TIPOTPaMMHCT)
NuxeHep-nporpaMMUCT MO TEXHUYECKOM 3a1uTe
nHpopmauu

OKIIATP 20911 ['maBHEI crienuaIuCT Mo 3aImuTe HHPOPMAITUU

22567 Huxenep no 3amure HHPOpMaIUHA
26579 Crenanuct no 3anmre HHGpOopMaIum

OKCO 2016 2.10.04.01 WNudopmannonnas 6€30macHOCTb

2.10.05.01 KommnbrorepHas 6€301acHOCTh

2.10.05.02 HNudopmanmonnas 6e30macHOCTh
TCJIICKOMMYHHUKAIIMOHHBIX CUCTEM

2.10.05.03 HNudopmannmonHas 6€301MacHOCTh aBTOMATU3HUPOBAHHBIX
CUCTEM

2.10.05.04 HNudpopManinoHHO-aHATUTUYECKHE CHCTEMbI O€30ITaCHOCTH

2.10.05.05 BbezonacHocTh MHGOPMALIMOHHBIX TEXHOJIOTUN B

MIPaBOOXPAHUTEIBHOH cepe

2.10.05.06 Kpunrorpadus

2.10.05.07 [IpoTrBOAEHCTBUE TEXHUYECKUM Pa3BEIKaM

3.3.1. Tpynosas pyHKuus

TCCTI/IpOBaHI/IC CHUCTEM 3alllNThI v
OBEHb
HanmenoBanne | MH(QOPMALMU aBTOMATU3UPOBAHHBIX Kon C/01.7 P 7
KBaJTU(UKAIHH

CHUCTEM

[poucxoxaenune 06001IEHHOI 3auMCTBOBaHO U3
. Opurunan X 843
TPYIOBOM (YHKIMH OpHUrHHANIa
Konx Peructpaumonssiit Homep
OpHUTHHAA podeCCHOHAIBLHOTO
cTaHaapra

TpynoBeie 1eHiCTBUS

[TpoBenenue ananu3a CTPYKTYPHBIX U (PYHKIMOHAIBHBIX CXEM 3alllUIIEHHBIX
ABTOMATH3UPOBAHHBIX HH(POPMALIMOHHBIX CUCTEM C IIENIBIO BBISBICHHS
MNOTEHIHATBHBIX YSI3BUMOCTEH HH(POPMAIIMOHHOM 0€301MacHOCTH
ABTOMATHU3UPOBAHHBIX CHCTEM

Brrasnenue YA3BUMOCTHU I/IH(I)OpMaI_II/IOHHO-TCXHOHOFI/I‘-ICCKI/IX pPECypCoB
ABTOMATHU3UPOBAHHBIX CUCTCM

BrlsiBIeHHE OCHOBHBIX yrpo3 6€30MacHOCTH HH(OpMaLiY B
ABTOMAaTHU3UPOBAHHBIX CUCTEMAX

CocraBieHre METOUK TECTUPOBAHUS CUCTEM 3aIUThI HH(GOpMaIun
aBTOMAaTHU3UPOBAHHBIX CUCTEM

[TonGop MHCTPYMEHTABHBIX CPECTB TECTUPOBAHUS CHCTEM 3aIUTHI
uH(pOPMALIUK aBTOMATU3UPOBAHHBIX CUCTEM

CocraBieHre NpoTOKOJIOB TECTUPOBAHUS CUCTEM 3aIIUTHI MH(pOpMALK
ABTOMATU3UPOBAHHBIX CUCTEM




Heobxoaumbie ymeHus

AHa.TII/ISI/IPOBaTI) OCHOBHBIC XapaKTCPUCTUKHU U BO3ZMOXKHOCTH
TCIICKOMMYHHUKAITUOHHBIX CUCTEM I10 MEPCAaAvIC HH(pOpMaI_[I/IPI

AHaJ'II/I3I/Ip0BaTI) OCHOBHBIC Yy3JIbl U YCTpOﬁCTBa COBpPEMEHHBIX
ABTOMAaTHU3UPOBAHHBIX CUCTEM

[TpuMeHSTH AeHCTBYIONIYI0 HOPMAaTUBHYIO 0a3y B 00J1acTH 0OecreueHHs
0e30macHOCTH HH(POPMALIHH

KontponupoBars (yHKIMOHHUPOBAHUE TEXHUYECKUX CPEJICTB 3AIIUTHI
uHpopMaun

BoccranaBimBaTh (3aMEHSTh) OTKa3aBIINE TEXHUYSCKHE CPECTBA 3allIUThI
uHpopmarun

HeobxoanMmble 3HaHUS

[TpuHIUIBI TOCTPOCHUS ¥ (QYHKIIMOHUPOBAHMS CUCTEM M CETEH mepeaadn
uHpopmarun

DTajoHHas MOACIb BSaHMOI[efICTBPIH OTKPBITBIX CUCTEM

OCHOBHBIC YIpO3bI 0€e30IacHOCTH I/IH(bOpMaI_[I/II/I 1 MOJCJIN HApYHIUTCIIA B
ABTOMATHU3HUPOBAHHBIX CUCTCMAX

OCHOBHBIC MCPBLI 110 3alIUTC I/IH(l)OpMaI_[I/II/I B aBTOMATU3UPOBAHHBLIX CUCTCMAX

OcoOeHHOCTH 3aUTHI UHPOPMAITUU B aBTOMATU3HUPOBAHHBIX CHCTEMAX
YIPaBICHUS TEXHOJIOTHYSCKUMU TIPOIECCAMH

[TpuHIMITBI TOCTPOEHUS CPEACTB 3aIUTH UH(DOPMALIUU OT
HECAHKI[MOHUPOBAHHOTO JJOCTYIIA U YTEUKHU MO TEXHUYECKUM KaHajaM

OCHOBHBIC KpHHTOFpa(queCKHe MCTO/bI, aAJITOPUTMBbI, IIPOTOKOJIbI,
HCIIOJI3YCMBIC UL 3allIUThI I/IH(l)OpMaI_II/II/I B aBTOMATU3UPOBAHHLIX CUCTCMAX

TexHnuecKne KaHaJbl YTEYKH WH(HOpMAIUN

TexHuueckue cpesicTBa KOHTPOII 3PHEKTUBHOCTH MEP 3aIIUThI HHOpMaUn

OpFaHI/BaHI/IOHHLIe OCHOBBI 3alllUThI I/IH(l)OpMaI_II/II/I OT HCCAHKIIMOHHUPOBAHHOT'O
JOCTYyIIa U YTCUKHU 110 TEXHUYCCKUM KaHaJIaM Ha 00BeKTax I/IH(l)OpMaTI/BaI_[I/II/I

HopmaTuBHbI€ 11paBOBBIE aKThl B 00JIACTH 3aIIUTHI HHPOPMAIUH

PYKOBOIISIH_II/IC U MCTOANYCCKUC NOKYMCHTHI YIIOJTHOMOYCHHBIX q)eﬂepaﬂBHHX
OpTraHOB HCIIOJIHUTEIbHOMN BIACTH IO 3aIIUTE I/IH(I)OpMaI_II/II/I

OpFaHI/BaHI/IOHHLIe MCPBbI 11O 3aIIUTEC I/IH(I)OpMaI_II/II/I

OcoOsle ycrioBus J0IycKa K
pabore

Jlpyrue xapakTepucTHKU

3.3.2. TpynoBasi pyHKuUA

[IpoucxoxaeHre 0000eHHOM
TPYIOBOI GYHKINH

Pa3paboTka mpoeKTHBIX pEHIeHUH 10 v
OBEHb
HaumeroBanue | 3aIquTe MHPOPMAITUHU B Kox C/02.7 P 7
KBaJTU(UKAIHH
aBTOMaTI/I3I/IpOBaHHBIX cucreMax
3aMMCTBOBAHO U3
Opwurunan X 843
OpHUTHHANA
Kon PeructpannonHusiii Homep
OpHUTHHANA podeCCHOHANTBLHOTO
cTaHaapra

TpynoBeie 1eHCTBUS

Pa3pabotka Mmoaenu yrpo3 6€30macHOCTH HHPOPMAIIMH U MOJICTH
HApYUIUTEIIs B aBTOMATH3UPOBAHHBIX CHCTEMax

PazpaboTka Mozenelt aBTOMaTU3MPOBAHHBIX CHCTEM U TIOJICHCTEM




0e30macHOCTH ABTOMATU3HPOBAHHBIX CUCTEM

PazpaboTka MpoeKkToB HOPMATHUBHBIX JIOKYMEHTOB, PErJIaMEHTUPYIOIINX
paboty 1o 3anuTe HHhOpMAITH

Pa3paboTka npeioskeHui 0 COBEPIIICHCTBOBAHUIO CUCTEMBI YIIPABICHUS
0€30MMacHOCThIO HH(POPMAIH B ABTOMATH3UPOBAHHBIX CUCTEMAX

Heobxoaumbie ymeHus

[TpuMeHATh NeHCTBYIONIYI0 HOPMAaTUBHYIO 0a3y B 00sacTu oOecreyeHus
3alIUThl HH(pOpMAIHN

[IpuMeHATh HOPMATHUBHBIE JOKYMEHTHI IO TIPOTUBOACHCTBUIO TEXHUYECKON
pasBeake

Knaccudunuposars 3anmimaeMyo HHPOPMAIUIO TI0 BUIAM TalHBI U
CTEeNeHsIM KOH(PUIEHIIUATbHOCTH

OnpenensiTe TUTBI CYOBEKTOB JOCTYNA U O0BEKTOB JIOCTYIIA, SIBIISIFOIIIHXCS
00BEKTaMHU 3aIUThI

OnpenensaTs METOBI YIIPABJICHUS JOCTYIIOM, TUIIbI JOCTYIIA U IIPaBUjIa
pasrpaHMUYeHMs JOCTYIIa K 00bEKTaM JI0CTyIa, MOAJIEKAIUM pealu3aluy B
ABTOMAaTU3UPOBAHHON CUCTEME

BBI6I/IpaTB MCPBI 3allIUThI HH(i)OpMaL[I/II/I, nmoajicxKamue peajainu3aluu B CUCTCMC
3allIUThI I/IH(bOpMaI_[I/II/I aBTOMaTH3HpOBaHHOﬁ CHUCTCMBI

OHpGI[GJISITI: BU/bI U TUIIBI CPCACTB 3alIUThI I/IH(l)OpMaIII/II/I, 06€CH6‘-II/IB3,IOHII/IX
peain3ali0 TCXHUYCCKUX MCP 3alllUThI I/IH(bOpMaI_[I/II/I

OnpenensiTe CTPYKTYPY CUCTEMBI 3aIUTHl HHPOPMAITUH aBTOMATU3UPOBAHHON
CUCTEMBI B COOTBETCTBHH C TPCOOBAaHUSIMH HOPMATUBHBIX ITPABOBBIX
JIOKYMEHTOB B 00JIACTH 3alIUTHl THPOPMAIIUU aBTOMATU3HUPOBAHHBIX CHCTEM

HCO6XOL[I/IMLIC 3HaHUA

PykoBogsmue 1 METoAMYeCKHe JOKYMEHThI YIIOJTHOMOYEHHBIX (eiepaabHbIX
OpPraHOB UCIIOJHUTENIHOM BJIACTH MO 3a1uTe HHPOpMaLIUU

HOpMaTI/IBHLIe IPpaBOBLIC AKTHI U HAMUOHAJIBHBIC CTAHAAPTEI 110
JIMICH3UPOBAHUIO B o0yracTu oOecrneueHus 3alllUThI l"OCYI[ElpCTBGHHOfI TalHBI
n CepTI/I(I)I/IKaI_[I/II/I CpCACTB 3allIUThI I/IH(l)OpMaI_II/II/I

[IpuHIMIBI HOCTPOEHUS M PYHKIIMOHUPOBAHUS, IPUMEPHI peaTnu3aluu
COBPEMEHHBIX JIOKAJIbHBIX U TJI00aJIbHBIX KOMIIBIOTEPHBIX CETeH U MX
KOMIIOHEHTOB

OcobenHocTu 3amuThl HHHOPMAITUK B aBTOMATHU3HUPOBAHHBIX CHCTEMaX
YIIPABJICHUS TEXHOJIOTMYECKUMHU MPOLeccCaMu

Kputepun onieHku 3pPeKTUBHOCTH U HAIEKHOCTH CPEJICTB 3aLIUTHI
nH(}OpMaLIUK TPOrPAMMHOT0 OOeCTIeueHUsI aBTOMAaTU3UPOBAHHBIX CUCTEM

HpI/IHLII/IHBI opraHu3alvu U CTPYKTYpa CUCTEM 3allIUTLL I/IH(bOpMaI_II/II/I
IporpaMMHOTIO obecreueHHs ABTOMATU3HNPOBAHHBIX CUCTEM

OcHOBHBIE XAPAKTCPUCTUKN TCXHUUYCCKHUX CPEACTB 3alIUThI I/IH(l)OpMaHI/II/I OoT
HCCAHKIIUOHUPOBAHHOI'O JOCTYIIA U YTCUCK 110 TCXHUYCCKHUM KaHaJlaM

[IpuHnuns! GopMUPOBaHUS MOJUTUKN HH(GOPMAIIMOHHOM 0€3011acCHOCTHU B
aBTOMATHU3HPOBAHHBIX CHCTEMAX

Oco0ble ycIIoBUS I0ITyCKa K
pabore

Jlpyrue xapakTepucTHKH

3.3.3. TpynoBasi pyHKuus

HanmenoBanue

PazpaboTka sKcIuTyaTalinoOHHOM
JOKYMEHTAIIUH HA CUCTEMBI 3aIUTHI KBanMpuKaLuyu

Kon | C/03.7 Yposern 7




CUCTEM

nH(pOpMaLIUY aBTOMATU3HUPOBAHHBIX

[Ipoucxoxaenre 06001IEeHHOM
TPYJIOBOI QYHKINH

Opuruman X 3aMMCTBOBAHO U3 843
OpUTHHAJIA
Kon Peructpanuonssiii Homep
OpHUTHHAIA po¢heCCHOHATHFHOTO
cTaHaapTa

TpynoBsie 1eicTBUS

AHann3 TeXHUYECKOM JOKYMEHTAuU HHPOPMAIIMOHHON HHPPACTPYKTYpbI
ABTOMATU3UPOBAHHOM CUCTEMBI

AHan3 3aUIIEHHOCTH HHPOPMALIMOHHON HHPPACTPYKTYPHI
ABTOMATH3UPOBAHHOMN CUCTEMBI

dopmupoBaHue TPEOOBAHUN IO 3aIIUTE HHPOPMAITIH, BKITFOYAs
KCIIOJIb30BAaHUE MATEMATUYECKOTO amnmapara Jyisl peeHrs MPUKIaIHbIX 33134

JloKyMeHTHpOBaHKE POrPaAaMMHOT0 00ECTIeYeHN S, TEXHHUECKHX CPEZCTB, 0a3
JTAHHBIX U KOMIBIOTEPHBIX CETEH C y4eTOM TpeOOBaHUH 110 00eCTICUEHHTO
3alIUTHl HH(POPMAIUN

Ananuz CTPYKTYPHBIX U (bYHKI_II/IOHaJIBHBIX CXEM 3alllMIIICHHBIX
ABTOMATHU3HUPOBAHHBIX PIH(i)OpMaI_II/IOHHBIX CHUCTEM

O6ocHoBaHue KpuTepreB 3PPEKTUBHOCTH (DYHKIIMOHUPOBAHUS 3AITHIIEHHBIX
ABTOMATH3UPOBAHHBIX HHPOPMAITMOHHBIX CUCTEM

[TpumeHeHne mporpaMMHO-aIapaTHbIX CPeACTB o0ecreueHns 6€30acCHOCTH
MH(pOpMaliy B aBTOMAaTU3HPOBAHHBIX CHCTEMAX

Heo6xoanmele ymeHust

OnpenensaTs Mepbl (IIpaBUiIa, IPOLETyphl, MPAKTUUECKUE TPHEMBI,
PYKOBOJISIINE TPUHIMIIBI, METOABI, CPEJICTBA) AJIS 3AIIUTHl MHPOPMALIUH B
ABTOMATU3UPOBAHHBIX CUCTEMAX

Pa3pa6aTLIBaTL TCXHUYCCKUC 3aJaHUA Ha CO3AaHUEC ITOACUCTEM
HH(l)OpMaHHOHHOﬁ 0€30IMacCHOCTH ABTOMATHU3UPOBAHHBIX CUCTEM

[IpoexTupoBaTh MOICUCTEMBI O€30MTaCHOCTH HH(POPMAILIMH C YIETOM
JIEUCTBYIOIINX HOPMATUBHBIX U METOAUYECKUX TOKYMEHTOB

Pa3pabarbiBaTh MOJI€IM aBTOMATU3UPOBAHHBIX CUCTEM U CUCTEM 3alllUThI
MH(pOpMalliy aBTOMATU3UPOBAHHBIX CUCTEM

HccnenoBaTh Moaenu ABTOMATHU3UPOBAHHBIX CUCTEM U CUCTEM 3allUThHI
0€30IMaCHOCTH ABTOMATU3UPOBAHHBIX CUCTCM

AHaIM3upoBaTh NPOrpaMMHbBIE, ApXUTEKTYPHO-TEXHUUECKUE U
CXEMOTEXHUYECKHUE PELICHUS KOMIIOHEHTOB aBTOMaTU3UPOBAHHBIX CUCTEM C
L(EJIbIO BBIABJICHUS IIOTEHIHUAIIBHBIX YA3BUMOCTEH CUCTEM 3alUTHI
uHOPMAaLIUU aBTOMAaTU3UPOBAHHBIX CUCTEM

OuenuBaTh HHPOPMAIIMOHHBIE PUCKH B aBTOMATU3UPOBAHHBIX CHCTEMaX U
orpenenaTh UHPOPMALMOHHYIO HH(PACTPYKTYpYy U MH(POPMAITMOHHBIE
pecypchl, MOUIEKAIINE 3ALUTE

[TpoBOAUTH TEXHUKO-3KOHOMHYECKOE 0OOCHOBaHHE MPOECKTHBIX PEIICHUN
IIPOrpaMMHO-aINapaTHBIX CPEeICTB 00eCeYeHNs 3allluThl HH(OpPMAalUY B
ABTOMATHU3UPOBAHHOW CUCTEME C LeNIbI0 00ecreueHus: TpeOyeMoro ypoBHs
3aIIMILEHHOCTH

HccnenoBath 3pPpeKTUBHOCTH MPOEKTHBIX PEIIEHUI TPOrpaMMHO-
anmapaTHbIX CPeCTB oOecreueHus 3auliuThl THOpMaIuu B
ABTOMATHU3MPOBAHHON CUCTEME C IeNIbI0 00ecreueHus: TpeOyeMoro ypoBHs




3allUIICHHOCTHU

[TpoBOANTH KOMITJIEKCHOE TECTUPOBAHUE U OTJIAJKY allapaTHBIX U
MPOrPaMMHBIX CUCTEM 3aIIUThl HHPOpMALUK

Heo0xoaumMble 3HaHUS

OCHOBHBIE METO/IbI YIIPaBICHUS HHPOPMALMOHHOM O€30MMaCHOCTHIO

OcHOBHbBIE IOHATHS TEOPUU aBTOMATOB, MATEMAaTUUECKON JIOTUKU, TEOPUH
ITOPUTMOB U Teopuu rpadoB

OCHOBHBIE METO/IbI YIIPABJICHUS MPOCKTAaMH B 00JIACTH HHPOPMAI[MOHHOM
0e30macHOCTH

HaI_II/IOHaJIBHBIe, MCKTOCYJAapCTBCHHBIC U MCKAYHAPOAHBIC CTAHAAPTLL B
o0acTy 3amuThl HTHPOPMAITUT

OcHOBHEIC MCPBI 110 3aIUTC HHq)OpMaI_[I/II/I B ABTOMATHU3UPOBAHHBIX CUCTEMAX

Ocob0eHHOCTH 3alllUThI I/IH(bOpMaI_II/II/I B aBTOMATU3UPOBAHHBIX CUCTEMAX
yYHpaBJIC€HUA TEXHOJIOTHMYECKUMHU PO ECCaMU

Yrpo3b1 6e30nmacHOCTH, HHPOPMAIIMOHHBIC BO3ICHCTBUS, KPUTSPUH OICHKU
3alIUIIICHHOCTHU U METOAbI 3aIlllUThI I/IH(bOpMaIII/II/I B ABTOMAaTU3UPOBAHHBIX
cucTeMax

Merto b1, CriocO0BI, CPEICTBA, MOCIEA0BATSILHOCTD M COJICPYKAHHE ITAITOB
pa3pa60TKH aBTOMaTI/I3I/IpOBaHHI>IX CUCTEM U CHUCTEM 3alllUThI I/IH(l)OpMaIlI/II/I B
aBTOMaTI/I3I/IpOBaHHI)IX cucremMax

[IporpammHo-anmnapatHbie CpeIcTBa 0OecredeHus 3auThl THGOPMAIIU B
MIPOrPaMMHOM O0ECIICYCHUN aBTOMATU3HUPOBAHHBIX CHCTEM

OCHOBHBIE CpeacrTea, CIIOCOOBI U MPUHIMUIIBI IOCTPOCHUA CUCTCM 3allIUThI
I/IHq)OpMaI_II/II/I ABTOMATHU3UPOBAHHBIX CUCTCM

HopmaTuBHbI€ ITpaBOBbIE aKThl B 00JACTH 3aIIUTHI HHPOPMALUH

PykoBonsiue 1 MeToinYecKue TOKyMEHTbBI YIIOJTHOMOUEHHBIX (eiepabHbIX
OpraHOB HUCIOJHUTEJIBHOM BJIACTH MO 3alluTe UHPOPMALUU

Oco0ble ycIIoBUS JI0ITyCKa K
pabote

Jpyrue xapakTepuCTUKH

3.3.4. Tpynosas pyHKuus

HaumenoBanue

PazpaboTka nporpaMMHBIX U

IIPOrpaMMHO-aNNapaTHBIX CPEACTB IS
CHCTEM 3allUThl UHPOPMALIUU KBaIMbUKALIKI
aBTOMATHU3HPOBAHHBIX CUCTEM

Kon | C/04.7 Yposerb 7

IIpoucxoxaenne 0600meHHO
TPYAOBOH (HyHKIIMU

Opurmsan X 3anMCTBOBAHO U3 843
OpHUTHHAIIA
Kon Peructpauuonssiit Homep
OpUrHHaja poheCCHOHATIBHOTO
cTaHaapTa

TpynoBeie 1eliCTBUS

Pa3paboTka TeXHHUECKOH TOKyMEHTAIUA Ha KOMIIOHEHTBI
ABTOMATU3UPOBAHHBIX CHCTEM B COOTBETCTBUU C TpeboBaHusIMHU EnnHoi
CUCTEeMBI KOHCTpYKTOpcKO# nokymeHTanuu (nanee — ECKJI) u Enqunoit
CUCTEMBI IPOrpaMMHOIi JokyMmeHTaruu (nainee — ECITJT)

CuHTE3 CTPYKTYPHBIX U (DYHKIIMOHAJTBHBIX CXEM 3alUIIEHHBIX
ABTOMAaTU3UPOBAHHBIX CUCTEM




Pa3zpaboTka nmporpaMMHOro obecrnedeHnsl, TeXHUYECKUX CPEICTB, 0a3 TaHHBIX
¥ KOMITBIOTEPHBIX CeTell ¢ yueToM TpeOoBaHU IO 00ECTIEUCHHUIO 3aIUTHI
uHpopManun

Pa3paboTka 3JIeKTPOHHBIX CXEM C Y4eTOM TPeOOBaHUH 10 3aIUTe
uHpopmarun

OnTuMu3anus padoThl MJIEKTPOHHBIX CXEM C YUETOM TPeOOBaHUIA 110 3alUTe
uHpopmaruu

Heo6xonumeie ymeHus

OI.[CHI/IBaTB CJIO)KHOCTDB aJITOPUTMOB U BBEIUMCIICHUH

Pa3paOaTbIiBaTh TEXHUUYECKHE 3aJJaHUS HA CO3JaHUE MOACUCTEM O€3011aCHOCTH
MH(pOpMaLUU aBTOMATU3UPOBAHHBIX CUCTEM, IPOEKTHUPOBAThH TaKHE
IIOJICUCTEMBI C YUETOM TpeOOBaHUI HOPMATHUBHBIX JOKyMeHTOB, ECK/I u
ECIIJ

AHaIM3upoBaTh MPOrpaMMHBIE, APXUTEKTYPHO-TEXHUYECKHE U
CXEMOTEXHUYECKUE PELICHHS] KOMIIOHEHTOB aBTOMAaTH3UPOBAHHBIX CUCTEM C
L[EJIbIO BBISBIICHUS TOTEHIIMAIBHBIX YSA3BUMOCTEH O0e30macHOCTH HHGOpMaIuu
B aBTOMAaTHU3UPOBAHHBIX CHCTEMAaX

HpOBOI[I/ITB KOMIIJICKCHOC TCCTUPOBAHUEC AIlIIapPpATHBIX U ITPOTPAMMHBIX
CpPCIACTB

HeoOxoanmeble 3HaHUSA

[TpodeccrnonanpHas U Kpunrorpadudeckass TepPMUHOIIOTHS B 001aCTH
0e30macHOCTH HH(POPMALIHH

OcHOBHEIC I/IH(i)OpMaIII/IOHHI)IG TCXHOJIOTMH, UCII0JIb3YCMBIC B
ABTOMATHU3UPOBAHHBIX CUCTEMAX

CpeactBa 1 crioco6bl o0ecrieueHus: 6e30MacHOCTH UH(DOPMALIUU, TPUHIIUTIBI
MOCTPOCHHUS CUCTEM 3AIIUTHI HHPOPMAIHH

OcHOBHBIC KpI/IHTOl"pa(bI/I‘-IeCKI/Ie MCTObI, AJITOPUTMBI, IIPOTOKOJIBI,
HCIOJI3YCMBIC IS 3allIUThI I/IH(I)OpMaI_II/II/I B ABTOMATHU3UPOBAHHBIX CUCTEMAX

CoBpeMeHHbIE TEXHOJIOTUN TPOrPaMMUPOBAHHUS

OTaj0HHas MOJIENb B3aUMOJIEHCTBUS OTKPBITBIX CUCTEM, OCHOBHBIE
IIPOTOKOJIBI, ITOCJIEI0BATEIBLHOCTD U COEPKAHUE DTAIIOB IIOCTPOCHHUS U
(GYHKIIMOHUPOBAHMSI COBPEMEHHBIX JIOKAJIBHBIX U II100aJIbHBIX
KOMITBIOTEPHBIX CETEN

OcoOeHHOCTH 3alllUThI HH(bOpMaL[I/IPI B aBTOMAaTU3UPOBAHHBIX CUCTEMAX
YHpaBJCHUA TCXHOJIOTHYCCKUMU MTPOLECCaMU

[TpuHIMIBI paOOTHI 3IEMEHTOB U (DYHKIIMOHAIBHBIX Y3JI0B 3JIEKTPOHHOM
anmnaparypbl, TUIIOBBIE CXEMOTEXHUYECKUE PELIEHHS] OCHOBHBIX Y3JI0B U
OJIOKOB JIEKTPOHHOH anmaparypsl

[TpuHIMIIBI OpraHu3aluy JOKYMEHTUPOBAaHUS pa3pabOTKH U Mpoliecca
COIPOBOKACHMSI POTPAMMHOTI'0 U allapaTHOro o0ecneyeHus

MeTOlII)I TCCTI/IpOBaHI/ISI U OTJIadKHN l'IpOl"paMMHOl"O u annapaTHoro
o0ecrieueHns

ApXI/ITCKTypa, OCHOBHBIC MOZACIIN, MMOCIICAOBATCIIBHOCTD U COACPIKAHUC
9TAIlOB ITPOCKTUPOBAHU, (I)I/ISI/I‘-ICCKaSI opraHu3anusa 0a3 JaHHBIX

HOpMaTI/IBHBIe IMPaBOBBLIC AKTLI B o0actu 3alllUThI I/IH(bOpMaLII/II/I

PykoBonsiue 1 MeToin4ecKue T0KyMEHThI YIIOJTHOMOUYEHHBIX (eiepabHbIX
OpraHOB HMCIOJHUTEIBHOM BIACTHU 1O 3aluTe UHPOPMALUH

Oco0ble ycIIoBUS IOITyCKa K
pabote

Jpyrue xapakTepuCTUKU




3.4. O0o0mennas Tpynosasi pynknus «PopmupoBanue TpedOBaHuUIl K 3a1UTe HHPOPMALMHU B
ABTOMATH3HMPOBAHHBIX CHCTEMAaX, HCIOJIb3yeMbIX B TOM YHcJe HA 00beKTaX KPUTHYECKOH
HHPOPMALMOHHOI HHPPACTPYKTYPbI, B OTHOLIEHHMH KOTOPBIX OTCYTCTBYeT HE0OX0AUMOCTh
NPUCBOEHUS] UM KATEropuii 3HAYUMOCTH

®dopmupoBaHue TPEOOBAHHH K 3aIIUTE
uH(pOpMAIIMK B aBTOMATU3HUPOBAHHBIX
CHUCTEMax, UCIOJIb3YEMbIX B TOM YHUCIIE HA

00BEKTaX KPUTUYECKOU YpoBeHb

HaumMeHnoBanue N Kon D 7
UH(POPMALMOHHON HHPPACTPYKTYPHI, B KBaTH( UKL
OTHOUIEHUU KOTOPBIX OTCYTCTBYET
HEOOXO0JUMOCTh TPUCBOCHUS UM
KaTeropuii 3Ha4MMOCTH
[Ipoucxoxaenne 0600meHHO 3auMCTBOBAaHO U3
TPYIOBOH (QYHKIMH Opuruia X OpHIHHAaJIa
Kon Peructpanuonssiii Homep
OpUrHHaIa npodeccroHanbsHOrO
cTagaapTa
Bo3MosxHbie HanMeHOBaHUs | [ TTaBHBIN CIIEUATUCT 1O 3alIUTe HHPOPMAITUU
TOJDKHOCTEH, mpodeccuii 3amMecTuTeNb PyKOBOJIUTEIS JIeTiapTaMenTa (0Tea) UCCIeIOBaHNN 1

pa3paboTok
PykoBoautenp fenaprameHTa (0T/Ie1a) UCCISIOBAHMIA U pa3pabOTOK

TpebGoBanus k oOpazoBanuio |Briciiee oOpazoBaHue — CIIEUATUTET WIM MarucTpaTypa B 00J1acTu

1 00yUYEHUIO MH(}OPMALIMOHHON O€30MaCHOCTH U JOMOJIHUTENBHOE MPOPECCHOHATBHOE
o0pa3oBaHue — MPOrpaMMbl TOBBIIIEHHS KBATU(UKAILIMH B 001aCTH
MH(pOPMAIMOHHOM 6€30MacHOCTH

WIH

Bricuiee oOpa3oBanue — acnupanTypa (aAbIOHKTYpa) U JONOJHUTEIbHOE
npodeccnoHanbHOEe 00pa30BaHNE — IPOTPAMMBI MOBBIIIEHNS KBaJIM(UKAIMK B
obnactu nHOpPMAIMOHHOM 0€301MacCHOCTH

TpeGoBaHHUs K OBITY He menee natu et B 061acTv 3aiUThl HHGOPMAIIMK, B TOM YHUCIIE HA
MPAKTHYECKON pabOThI PYKOBOJSIINX AOKHOCTSIX HE MEHEE TPEX JIET, Il UMEIOIINX BhICIIee
o0pa3oBaHHe — CIEIMATUTET UM MarucTpaTypa B o01acTu HHGOPMAMOHHON
0e30macHOCTH
501058

He menee Tpex set B 001acTH 3aIMThl HHQOpPMALIUY, B TOM YHCIIE Ha
PYKOBOJSIIMX AOKHOCTSIX HE MEHEE JBYX JIET, JJI1 UMEIOLINX BhICIIEe
o0Opa3oBaHHe — acIMpaHTypa (aJbIOHKTYpa)

OcoOsie ycnoBus gomnycka k | Hamuuue nomycka kK rocy1apcTBeHHOU TaitHe (ITpu He0OX0IUMMOCTH)
pabore
Jpyrue xapakTepucTUKH -

JlonomHUTEIbHBIE XapaKTEPUCTUKH

HanmenoBanue 6a30BO# rpymibl, JOTKHOCTH

HanmenoBanue 1okymeHTa Kon
Y (mpodeccun) WM CrieUUaIbHOCTH




OK3 1213. PykoBomuTenu B 0071aCTH ONpeeIeHHS TTOJTUTUKH U
TUTAHUPOBAHUS I€ATETHHOCTH
ETKC win EKC JlupexTop (HavyaIbHUK) BEIYHCIUTEILHOTO
(MH(bOPMAITMOHHO-BBIYUCIIMTEIILHOTO) IIEHTpa
HavansHuk otnena uaHpopmanmm
HauanpHuk otaena (mabopaTopuu, CEKTOpa) MO 3alTUTE
uHbOopMaIU
HavanbHuk TeXHUYECKOTo OT/ena
OKIIATP 20911 ['maBHEI crienuaIuCT Mo 3amuTe HHOPMAITUU
OKCO 2016 2.10.04.01 HNudopmanronnas 6€301macHOCTh
2.10.05.01 KommnbrorepHas 6€301macHOCTh
2.10.05.02 Nudopmannonnas 6e30macHOCTh
TEJICKOMMYHUKAIIMOHHBIX CUCTEM
2.10.05.03 HNudopmanmonHas 6€301acHOCTh aBTOMATU3HUPOBAHHBIX
CUCTEM
2.10.05.04 HNudpopManinoHHO-aHATUTUYECKUE CHCTEMBbI O€30ITaCHOCTH
2.10.05.05 BbezonacHocTh MHGOPMALIMOHHBIX TEXHOJIOTUN B
MIPABOOXPAHUTEIBHON cepe
2.10.05.06 Kpunrorpadus
2.10.05.07 [IpoTrBOAEHCTBUE TEXHUUYECKUM Pa3BEIKaM
OKCBHK 051319 MeToab!l ¥ CUCTEMBI 3alIUTHI HH(OPMAIIHH,

nH(pOpMaIMOHHAS OE30MTaCHOCTh

3.4.1. TpynoBasi pyHKuus

O0ocHOBaHME HEOOXOIUMOCTH 3aIUTEI
o Yposenb
HanmenoBanne |\ MH(OPMALMU B aBTOMAaTU3UPOBAHHOMN Kon D/01.7 7
KBaH(pUKAINU

CHUCTEMC

TIpoucxoxnenue 06001EHHOM 3anMMCTBOBAHO U3
P KL . OpuruHan X 843
TPYIOBO# GYHKIMH OpHUTHHANA
Konx Peructpaunonssiit Homep
OpUrHHaNa npodeccroHanbsHOrO
cTaHaapra

TpynoBsie neicTBUS

AHanu3 xapaktepa oOpabareiBaeMoi HH(POPMAIIUU U OTIPeIeTICHNE TIEPEUHS
nH(popMannY, TOJIeKAIIEeH 3a1uTe

BrisBiieHue cTeneny yyacTus epcoHana B 00paboTKe 3aIiuiiaeMoi
nHpopManuu

[TnanupoBaHre MEPONPUATHIA IO 00ECIIEYSHHIO 3aLTUTHI UH(OPMAIIHH B
aBTOMATHU3UPOBAHHON CUCTEME

Omnpenenenne TpedyeMoro kinacca (ypoBHs) 3alIMIIIEHHOCTH
ABTOMATHU3UPOBAHHON CUCTEMBI

O60ocHOBaHME HEOOXOIMMOCTH UCIIOJIb30BAHUS KPUNITOTPA(PUUECKUX CPEACTB
3aImuThl HHOPMAITUH

Pa3zpaboTka OTUETHBIX JOKYMEHTOB U Pa3/IelIOB TEXHUYECKUX 3aTaHUI

Heobxoaumeie ymeHus

AHaJ'II/I3I/IpOBaTB EJIM CO3JJaHUs aBTOMATU3UPOBAHHBIX CUCTEM U 3a1a4H,
peacMbIC aBTOMATH3UPOBAHHBIMU CUCTCMaMU

BoIsBIATE yA3BUMOCTH MH(GOPMALIMOHHO-TEXHOJIOTUYECKUX PECYPCOB




ABTOMAaTU3HWPOBAHHBIX CUCTEM

Knaccudumuposars 3anmmaemMyo HHPOPMAIUIO TI0 BUIaM TaliHbI U
CTETIeHSM KOH(UICHIIMAIILHOCTH M OIICHUBATh YIPO3bl 0€3011aCHOCTH
nHpopmauu

Opranu3oBbIBaTh PabOTHI IO CO3/IaHUIO, BHEAPEHHIO, TPOEKTUPOBAHHUIO,
pa3paboTKe U COMPOBOMKIAECHUIO 3AIIUIIEHHBIX ABTOMATU3UPOBAHHBIX CUCTEM

Hcnonp30BaTh pUCKOBYIO METOAOIOTHIO YIIPABICHUS 3aIIUTON HH(POPMAIUH B
ABTOMAaTU3UPOBAHHON CUCTEME

OHpe,Z[eJIHTB KJ1aCC 3alllUIIICHHOCTH aBTOMATU3UPOBAHHBIX CUCTEM U €€
COCTaBHBIX YacTei

HeobxoanMmble 3HaHUS

OcCHOBHBIE I/IH(l)OpMaHI/IOHHI)IC TEXHOJIOTHHU, UCIIOJIB3YEMEBIC B
ABTOMAaTHU3HUPOBAHHBIX CUCTEMAX

OcHOBHBIE YTp03bl O€30MACHOCTH UH(POPMALIUU M MOJICIIA HAPYIITUTENS B
ABTOMATU3UPOBAHHBIX CUCTEMAX

Buapl napopManimoHHbBIX BO3ICHCTBHI M KPUTEPUH OIEHKH 3aIUIIICHHOCTH
MH(OPMALINY B aBTOMATU3UPOBAHHBIX CHCTEMaX

MeTobI 3alIUThI I/IH(bopMaI_II/II/I OT HCCAHKIITMOHUPOBAHHOI'O AOCTYIIa U YTCUYKU
110 TCXHUYCCKHMM KaHaJlaM

[IporpaMMHoO-arnapaTHbie CpeCTBa OOCCIICUSHUS 3alIUThl HHPOPMAIUH B
MIPOrpaMMHOM OOECTIeYeHUH aBTOMATU3UPOBAHHBIX CUCTEM

MeTto/b1, ciocoObl ¥ cpeAcTBa 00eCIIeYeHHs OTKa30yCTOMYUBOCTH
ABTOMATU3HWPOBAHHBIX CUCTCM

[TpuHnuner GopMUPOBaHUS MOTUTUKY UHHOPMAITMOHHON 0€30M1acCHOCTH B
ABTOMATHU3MPOBAHHBIX CHCTEMaxX

HOpMaTI/IBHLIe IIPaBOBLIC AKTHI B obOmactu 3alllUThI I/IH(l)OpMaI_II/II/I

HaIII/IOHaJ'II)HI)Ie, MCKTOCYJApPCTBCHHBIC U MCKAYHAPOAHBIC CTAHAAPTHI B
o0acTy 3auThl HH(QOpMaLUn

PYKOBO}:[HH_II/IG U MCTOANYCCKUC NOKYMCHTHI YIIOJTHOMOYCHHBIX (I)el[epaJ'ILHLIX
OpraHOB HUCIIOJIHUTEIBLHOM BIACTH 110 3aIIUTE I/IH(l)OpMaI_[I/II/I

OpraHI/BaI_II/IOHHI)Ie MCDPBI 110 3aIIUTC I/IH(I)OpMaI_II/II/I

MCTOJII/IKI/I CepTI/I(I)I/IKaIII/IOHHI)IX HUCITBITAHUI TEXHUYECKUX CpCACTB 3allIUThI
I/IH(bOpMaIII/II/I OT HCCAHKIIMOHHUPOBAHHOI'O AOCTYIIA U YTCYKHU MO0 TEXHUYICCKHUM
KaHajlaM Ha COOTBETCTBUE TPEOOBaHMSIM 110 O€3011aCHOCTH MH(OpMaLuu

ConepmaHHe " IOPAAOK ACATCIBbHOCTH IMEPCOHAA MO SKCILTyaTallun
3aIMUIICHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM U CUCTEM 3alllUThI I/IH(bOpMaI_[I/II/I

Oco0ble ycIIoBUS I0ITyCKa K
pabote

[pyrue xapakTepuCcTUKN

3.4.2. Tpynosas pyHKuusA

Omnpenenenne yrpo3 6€30macHOCTH

= v
Haumenosanne  |MH(pOpMaIMU, 00pabaTbIBacMOit Kox | D/02.7 POBCHb 7

aBTOMaTH3HpOBaHHOﬁ CHCTEeMOH

KBaH(pUKanu

IIpoucxoxaeHure 0000IEeHHOM
TPYAOBOH (HyHKIIHU

3anMCTBOBAHO U3
OpuruHan X 843
OpHUTHHAIIA
Kon PeructpauuonHsiit Homep
OpHTHHAJIA podecCHOHATEHOTO

cTaHaapra




TpynoBsie neicTBUS

dopMupoBaHUE pa3/eioB TEXHUYECKUX 3a/IaHUI Ha CO3/]JaHNE CUCTEM 3aIlUThI
nH(pOpMaIIU aBTOMAaTU3UPOBAHHBIX CUCTEM

Pazpabotka cuctem 3ammThl HHPOPMALIUK aBTOMATU3HPOBAHHBIX CUCTEM C
y4E€TOM JEHCTBYIOIUX HOPMAaTUBHO-IIPABOBBIX JOKYMEHTOB

Onpenenenue koMIuiekca Mep (IpaBuil, POLENYp, IPAKTUIECKUX ITPUEMOB,
PYKOBOJISIIIMX IPUHIIAIIOB, METOJIOB, CPEACTB) JUISI 3aIUTHI HH()OPMALIUN
ABTOMATU3HUPOBAHHBIX CUCTCM

Omnpenenenue OLEHKH BO3MOXKHOCTEH BHEIIHUX U BHYTPEHHUX HapyIIUTEseH

Pazpabotka Mmozenu yrpo3 6e30nacHOCTH HH(GOPMALIMU aBTOMATU3UPOBAHHON
CHCTEMBbI

ObocHoBaHME NEepevHs CePTUDUITMPOBAHHBIX CPEICTB 3AIIUTHI HHPOPMALIUH,
HEOOXOAUMBIX JUISI CO3/IaHUSI CHCTEMBI 3aIIUTHI HHPOPMAIIUU
aBTOMATH3UPOBAHHON CUCTEMBI

Ananu3 TpeOOBaHU K HA3HAYCHUIO, CTPYKTYpE U KOH(UTypanuu
CO371aBa€MOM aBTOMAaTU3UPOBAHHON CUCTEMBI C LIEIIBIO BBISIBICHUS YIPO3
6e30macHOCTH HH(POpMALIUU

OnpeneneHI/Ie CTPYKTypHO—(bYHKI_II/IOHaJ'ILHBIX XApaKTCPHUCTUK
HH(bOpMaHHOHHOﬁ CHUCTEMBI B COOTBECTCTBHU C Tpe6OBaHI/I$IMI/I HOPMAaTHUBHBIX
IIPpaBOBLIX TOKYMCHTOB B obnactu 3alllUThI I/IHCI)OpMaIlI/II/I B
ABTOMATU3UPOBAHHBIX CUCTEMAX

Heobxonumelie ymeHus

[Ipou3BoauTE BEIOOP MPOrpPaMMHO-AIIAPATHBIX CPEICTB 3aIIUTHI
nH(OpMaLIUY JJ1 UCTIONB30BAaHUS UX B COCTaBE aBTOMATH3UPOBAHHOM
CHCTEMBI C LIeNbI0 0obecrieueHus: Tpe0yeMoro ypoBHS 3aIlUIIEHHOCTH
nH(pOopMaluy B aBTOMaTU3UPOBAHHON cucTeMe

DopMHUpOBaTh NEPEYEHb MEPOIIPUATUH 10 IPEIOTBPALLICHHUIO YIPO3
6e301macHOCTH HHPOPMALIUU aBTOMATU3UPOBAHHON CHCTEMBI

CucremMaTu3upoOBaTh PE3yJIbTATHI IPOBEICHHBIX UCCIEIOBAHUN

AHaJ'II/ISI/IPOBaTI) BO3MOJHBIC YA3BUMOCTH I/IH(l)OpMaIII/IOHHI)IX CHUCTEM

BBIIBIIATE U3BECTHEIE YA3BUMOCTU I/IH(I)OpMaLII/IOHHLIX CUCTEM

Pa3pabaTbiBaTh IPOEKTH HOPMATUBHBIX JOKYMEHTOB, PETJIaMEHTHPYIOIINX
paboTy 1o 3amure nHOpMaIuU B aBTOMAaTU3UPOBAHHBIX CHCTEMAX

HCO6XOL[I/IMLIC 3HaHUA

OcHoBHBIC I/IH(l)OpMaI_II/IOHHBIe TCXHOJIOTHUH, UCITIOJIb3YCMELIC B
ABTOMATU3UPOBAHHBIX CUCTEMAX

OcHOBHBIC KpI/IHTOFpa(I)I/I‘-ICCKI/IC MCTOIBbI, AJITOPUTMBI, ITIPOTOKOJIBI,
HCIIOJIb3YCMBIC IJIA obOecrnieueHrs 0€30IIaCHOCTH B BEIYMCIIUTEIBHBIX CETAX

[IporpamMmMHO-anmapaTHbie CpeICTBa OOECIIEUEHUS 3aUTH HHGOPMAITUH
ABTOMATU3UPOBAHHBIX CHCTEM

Crioco0sI pea3aliuy yrpo3 0€30macHOCTH B aBTOMAaTH3UPOBAHHBIX CHCTEMAaxX

IlocnencTBus oT HapyUICHUA CBOMCTB O€30IMaCHOCTH I/IH(I)OpMaI_II/II/I

OcHoBHbIE YIpo3bl 0€30MacHOCTH MHPOPMAIIUU 1 MOJIETTU HAPYIIUTENS B
aBTOMATH3UPOBAHHBIX CHCTEMAX

HaHI/IOHaJ'II)HI)IC, MECKTOCYIAPCTBECHHBIC U MCXKAYHAPOJHBIC CTAHAAPTEI B
o0yacTu 3amuThl HHGOpMaLUn

PyxoBogsmue u METOAMYECKHE JOKYMEHThI YIIOJTHOMOYEHHBIX (eiepaabHbIX
OpraHOB MCIOJHHUTEIBHOM BIACTH MO 3alIUTe MH(OpMAIHH

Metoauky cepTH(PHUKAMOHHBIX HCITBITAHUH TEXHUUECKUX CPEJCTB 3AIUTHI
uH(pOpMAIMK OT HECAHKLIIMOHUPOBAHHOT'O IOCTYIA U YTEUKH IO TEXHUYECKUM
KaHaJaM Ha COOTBETCTBUE TPEOOBaHUAM MO OE30MAaCHOCTH WH(pOpMaUU




MeTtob! 3aUTH HH()OPMALMK OT HECAHKIIMOHUPOBAHHOTO JOCTYTA U YTEUKU
110 TEXHUYECKUM KaHaJlaM

[IpuHnunsr GopMUPOBAHUSA U PeaTU3alUU MOJUTHKH 0€30MacCHOCTH
nH(pOpMaLUY B aBTOMATU3UPOBAHHBIX CHUCTEMaX

Oco0ble yCIIOBUS IOITyCKa K
pabore

Jpyrue xapakTepuCTUKU

3.4.3. TpynoBasi pyHKuus

PazpaboTka apXUTEKTYpbI CUCTEMBI

HanmeHoBaHme 3alUThl HHPOPMAIHU Kox D/03.7 YpoBeHb 7

aBTOMaTH3HpOBaHHOﬁ CHUCTCMBI

KBaJTU(UKAIHA

[Ipoucxoxaenne 0600MeHHOM
TPYIOBO# GYHKIMH

Opurmsan X 3aMMCTBOBAHO U3 843
OpHUrHHANA
Kox PeructpannonHsiii Homep
OpUrHHaNIa npodeccroHanbHOrO
cTaHaapra

TpynoBeie 1eHCTBUS

[IpoBenenune OneHKH MoKa3aTeneil kauecTBa U 3PpPEeKTUBHOCTH PaOOTHI
BBIYUCIIUTCIIBHBIX CUCTEM, IPOIPAMMHBIX U ITPOrpaMMHO-aIIapaTHbIX
CPEJICTB, UCTIOIB3YEMBIX JIJISl TOCTPOEHUSI CUCTEM 3aIUTHI HH(GOPMAIUHU B
ABTOMAaTU3UPOBAHHBIX CUCTEMAX

HpOBC]ICHI/Ie TEXHUKO-PKOHOMHYECKOI OLICHKHU H€H€COO6p33HOCTI/I CO3JaHus
CHUCTCMBI 3allIMThI I/IH(l)OpMaHI/II/I aBTOMaTHSHPOBaHHOﬁ CUCTCMBI

Omnpenenenue nopsiika 00paboTkU HHGOPMALIUU B aBTOMATU3UPOBAHHON
cuCTEME

®opMUPOBAHHE PA3IAEIOB TEXHUYECKUX 3a/JaHUI HA CO3JJaHUE CUCTEM 3alUThI
nH(pOpMAaLIUY ABTOMATU3UPOBAHHBIX CHCTEM

Pa3zpaboTka npoekTHOM JOKYMEHTAIIMH Ha CUCTEMBI 3aIIUThI
ABTOMATU3UPOBAHHBIX CUCTEM

Odopmiienne 3asgBKH Ha pa3pabOTKy CUCTEMBI 3allIUThI HH(OpMaLUU
ABTOMATHU3UPOBAHHON CHUCTEMBI

Heo6xoanumelie ymeHust

OHpe,Z[CJI}ITB KOMIIJICKC MCP IJIA obOecrieueHust 0€30IIaCHOCTH
HH(pOpMaHHOHHOﬁ B aBTOMATHU3UPOBAHHLIX CUCTEMAX

BoIsiBnsTE yA3BUMOCTH MH(GOPMALIMOHHO-TEXHOJIOTUYECKUX PECYPCOB
ABTOMAaTU3HPOBAHHBIX CUCTEM

Pa3pabatbiBaTh IpeiIOAKEHHS 110 COBEPIIEHCTBOBAHUIO CUCTEMBI YIIPABICHHUS
3aIUThl MH(OPMAaLUK aBTOMATU3UPOBAHHBIX CHCTEM

[IpoBoUTH BEIOODP MPOrpaMMHO-aNIapaTHBIX CPEJCTB 00eCTIeUeHHS
6e30macHOCTH HH(POPMALIUU JIJTsl UCTIOJIB30BAHUS UX B COCTaBE
AaBTOMATHU3HPOBAHHOW CUCTEMBI C LI€TIbI0 00ecneueHus TpeOyeMoro ypoBHs
3aIUIIEHHOCTH aBTOMAaTHU3UPOBAHHOMN CHCTEMBI

KnaccuduupoBaTs 1 OLlEHUBATh YTPO3bl 0€30MaCHOCTH UH(OPMAIMH IS
aBTOMATHU3UPOBAHHON CUCTEMBI

Onpenenats HHPOPMAIMOHHYIO HHPPACTPYKTYpPY U HHGOPMAITHOHHBIC
pecypchl aBTOMAaTHU3UPOBAHHON CUCTEMBI, MOJIEKAITUE 3AILUTE

Pa3zpabareiBaTh MojieH yrpo3 6€301macHOCTH HHGOPMAITUK U HApYIITUTEICH B




ABTOMAaTU3UPOBAHHBIX CUCTEMAX

Onpenenars 3pPeKTUBHOCTh MPUMEHEHHS CPEJICTB HHPOpMaTH3AITUT

Heo0xoaumble 3HaHUS

OcHoBHBIC I/IH(l)OpMaI_II/IOHHbIe TCXHOJIOTHH, UCIIO0JIb3YCMELIC B
ABTOMATU3UPOBAHHBIX CUCTCMAX

Cnoco0bl 1 cpesicTBa 3aUThHl HHYOPMALUH OT HECAHKIIMOHUPOBAHHOTO
JOCTYyTIa ¥ YTEUKH MO TEXHUYECKUM KaHAJIaM U KOHTPOJIS 3 EKTUBHOCTH
3alIUThl HH(pOpMAIHN

OcHOBHBIE CpeIcTBA U CITOCOOBI oOecIieueHust 0€30MacHOCTH HH(OPMAITUH,
MIPUHIUITBI TIOCTPOCHUS CHCTEM 3aIUThl HH)OpMAIHH

[IporpaMMHoO-amnapaTHbie CpeACTBa 00ECIICUSHUS 3aIUTH HHPOPMAITHH
ABTOMATU3UPOBAHHBIX CUCTEM

[TpuHIMTIBI TOCTPOEHUS CPEACTB 3AIIUTHI HHPOPMALIUU OT
HECAaHKIMOHUPOBAHHOI'O JOCTYIIA U YTEUYKHU 110 TEXHUYECKUM KaHajIam

HarnponanbHbie, MEXTOCYIapCTBECHHBIC U MEXKTyHAPOIHbIC CTAHIAPTHI B
00J1aCTH 3aIUTH HHGOPMALTIH

PYKOBOI[HH_II/Ie U MCTOANYCCKUC NOKYMCHTHI YIIOJTHOMOYCHHBIX (bellepaJ'ILHHX
OpraHoB HCIIOJIHUTEIHLHOHN BJIACTH IO 3aluTe I/IHq)OpMaI_II/II/I

OpraHu3anroHHbBIE MEPHI 10 3aIUTe HHPOPMALIUU

MeToabI TECTHPOBAHUS U OTJIAAKH, IPUHIIUIIBI OPraHU3aIHK
JIOKYMEHTUPOBAHUS pa3pabOTKH, IPOLIECcca COIIPOBOXKAECHUS TPOrPaMMHOT0
obecneueHus

Oco0ble yciioBus A0IMyCKa K
pabore

Jpyrue xapakTepuCTUKH

3.4.4. Tpynosas GpyHKuusA

[poucxoxaenre 06001IEHHOM
TPYAOBOH (HyHKIIMU

MO,I[CJ'H/IpOBaHI/IG 3allIUIICHHBIX
ABTOMATU3UPOBAHHBIX CUCTCM C IICJIBIO v
o OBEHb
HaumenoBanue  |aHaJM3a UX YSA3BUMOCTEH U Kon D/04.7 P 7
KBaJIM(UKALUIH
3 HEKTUBHOCTH CPEJCTB U CIIOCOOOB
3aIUThl HH(OpMaLUN
3aMMCTBOBAHO U3
Opurunan X 843
OpHTHHaja
Kon PeructpauuonHsiit Homep
OpHUTHHATA Ipo(eCcCHOHATEHOTO
cTaHmapTa

TpynoBsie 1elicTBUS

Paspa60TI<a AHAIIUTHYCCKUX U KOMIIBIOTCPHBIX Mopeen
ABTOMATHU3UPOBAHHLIX CUCTEM U ITOJACHUCTEM 0e30IMacHOCTH
ABTOMATHU3UPOBAHHBIX CUCTCM

HccnenoBaHue aHaTUTUYECKUX U KOMIIBIOTCPHBIX Mopesen
ABTOMATHU3UPOBAHHBIX CUCTEM U ITOJACHUCTEM 0e30IMacHOCTH
ABTOMATHU3UPOBAHHBIX CUCTCM

Pa3zpaboTka Moaenu yrpo3 6e30macHOCTH HH(OOpPMAIUU U HApyIITUTEICH B
ABTOMAaTH3UPOBAHHBIX CHCTEMaX

HccnenoBanue NporpaMMHBIX, apXUTEKTYPHO-TEXHUUECKUX U
CXEMOTEXHUYECKUX PEIICHUI KOMIIOHEHTOB aBTOMAaTU3UPOBAHHBIX CUCTEM C




LOECJIBIO BBIABICHUS ITOTCHIMAJIbHBIX y;ISBPIMOCTefI 0€e30IMacHOCTH I/IH(i)OpMaHI/II/I
B aBTOMATHU3UPOBAHHBIX CUCTEMAX

Ananu3 nHGOpMaIMOHHON HHMPACTPYKTYpHI M 6€30MacHOCTH HH(pOpMaIuu
ABTOMATH3UPOBAHHBIX CHCTEM

Pa3zpaboTka npeioxkeHuit Mo COBEpIICHCTBOBAHUIO CUCTEMBI YIIpaBICHUS
MH(OPMaLMOHHON 6€30M1aCHOCThIO ABTOMAaTU3UPOBAHHBIX CUCTEM

Heo6xoaumeie ymeHus

Brimonuate coop, 06paboTKy, aHaIM3 U CUCTEMATH3AIMI0 HAyYHO-
TEXHUYECKOH MH(OpMAIK B 00IaCTH 3aIUTH HH)OpMAIIH

P8,3pa6aTBIBaTB H UCCIIEA0BATh MATEMATHUYCCKUE MOJCIN KOHKPETHBIX
SIBIICHUH U IIPOoNHECCOB I PEIICHNA PACUETHBIX U UCCIICAOBATCIIbCKUX 3ada4

HpI/IMeHSITB MAaTEMATUYCCKHUE MOJCIN IIPU NIPOCKTUPOBAHUN CUCTEM 3alllUTHI
I/IH(l)OpMaHI/II/I ABTOMAaTU3HUPOBAHHBIX CUCTEM

HpOCKTI/IpOBaTB )41 peaJII/IBOBBIBaTL HOJII/ITI/IKy 6G3OHaCHOCTI/I BBIYHUCJIINTCIIBHBIX
cerel

AHaJ'II/I3I/IpOBaTB OCHOBHBIC XapPaKTCPHUCTHUKH U BO3MOXKXHOCTHU
TCIICKOMMYHHUKAIIUOHHBIX CUCTEM 110 MEPpCAaAqIc HH(bOpMaHHH

HeoOxonuMele 3HaHUS

MeTtobl U TEXHOJIOTUH IMPOCKTUPOBAHUA, MOACIINPOBAHUS, UCCIICAOBAHUA
CHCTCM 3alllMThI HH(bOpMaHHH ABTOMATHU3UPOBAHHLIX CUCTEM

OcHOBHBIE YTPO3bI O€30MACHOCTH WH(GOPMAIIMK ¥ MOJICITH HAPYIIUTEIS B
ABTOMATU3UPOBAHHBIX CHCTEMaX

OcHOBHEIC MCPBI 110 3aIUTC HH(l)OpMaIlI/II/I B ABTOMATHU3UPOBAHHBIX CUCTEMAX

HanuoHnansHbIe, MEXKTOCY1apCTBEHHBIC M MEXKTyHAPOTHBIC CTAHIAPTHI B
o0JsacT 3amuThl HHGOPMAITUH

PYKOBOJISIHII/IG U MCTOANYCCKUC NTOKYMCHTBI YIIOJTHOMOYCHHBIX q)e[[epanbm,lx
OpTraHOB HCIIOJIHUTEILHOM BIACTH I10 3alIuTeC I/IH(I)OpMaI_II/II/I

OcHoBHbIE KpUNTOrpadUUeCKrue METObI, AITOPUTMBI, IPOTOKOJIBL,
MCIOJIb3YEMBIE JJIs 3alUThl MH(OPMALIY B aBTOMATU3UPOBAHHBIX CUCTEMAaX

HpI/IHI_II/IHLI MOCTPOCHUS CPEACTB 3aIUTHI I/IH(l)OpMaI_[I/II/I oT
HCCAHKINUOHUPOBAHHOT'O JOCTYIIA U YTCUYKH IO TCXHUYCCKUM KaHaJIaM

[TpuHIMIBI TOCTPOEHUS U (PYHKIIMOHUPOBAHUS CUCTEM U CeTel mepenauu
uHbopManun

OcoOsle yciioBus J0IycKa K
pabore

[pyrue xapakTepuCTUKN

IV. CBenennsi 00 opranu3anusix — pa3padoTuynkax npoeccCuoHaAJIbHOI0 CTAHAAPTA

4.1. OTBeTCTBEHHAs! OPraHU3alus-pa3padoTYHK

Acconmanus 3amuTel nHpopMaIuu, ropoa Mocksa

[Ipe3unent

Jloce Bnagumup IlaBnoBuu

4.2. HamMeHOBaHUs OpPraHu3aluii-pa3padoT4nKoB

1 AHO JIT1O uentp noseimenns kpanuduramu «AUCy», ropox Mocksa

2 Acconuanys npeanpusTHi KOMIBIOTEPHBIX U HH()OPMAIIMOHHBIX TEXHOJIOTHH, Topoa MockBa

3 OI'bY «BHUU tpyna» Muntpyna Poccun, ropon Mocksa




DdYMO B cucreme Boictiero oopazoanus mo YI'CHII «MapopmanrionHast 6€301mMacHOCTbY, TOPO/T
Mocksa




